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Preface

This volume is the third IBM® Redbook about Lotus® security to be published.
The previous two Redbooks™, The Domino Defense: Security in Lotus Notes
4.5 and the Internet, and Lotus Notes and Domino R5.0 Security Infrastructure
Revealed, focused primarily on the strong security that has always been a part of
the family of Lotus products. This redbook continues down the path set by these
first two books, with the exception that it goes beyond simply covering Notes and
Domino™, incorporating topics pertaining to other collaborative products and
solutions offered by Lotus and IBM.

Overall, this redbook provides best practices for building a secure infrastructure,
not only with Lotus Notes® and Domino, but with all Lotus collaborative
technologies. To meet this goal, the book is broken into four main parts.

The first part of this book introduces the basic concepts related to security, and
covers a number of methodologies for architecting and deploying security from
beginning to end in an organization. This part of the book is most appropriate for
those looking for a broad understanding of the IT security specialty.

The second part of the book delves into the specific concepts and components
involved in a secure infrastructure. This includes discussions about security
zoning, single sign-on (SSO), public key infrastructure (PKI), and directory
strategies. This part is most appropriate for those looking to expand their
knowledge of the actual components used to build a secure infrastructure, and
how Lotus technologies react and interface with such key security components.

The third part of the book discusses the specific security features in the latest
versions of Lotus products. Detailed security features of Lotus Notes and
Domino 6, Sametime® 3, QuickPlace™ 2.08, Domino Web Access (iNotes™),
WebSphere® Portal, and other IBM/Lotus collaborative technologies are all
discussed. This part is especially relevant to those readers who want to learn
what is new in terms of security for specific Lotus products or are looking for hints
and tips on securing specific Lotus products.

Finally, the fourth part of the book provides a real-life scenario demonstrating the
secure implementation of Lotus collaborative technologies, following the

guidelines and best practices provided in the first three parts. This part can help
all readers pull together the rest of the material in this book, and provides some
implementation details for how to actually make some of these capabilities work.

It is assumed that the reader has a good understanding of the basic concepts
involved with the Lotus Notes and Domino security model, and a basic

© Copyright IBM Corp. 2004. All rights reserved. XV



understanding of the principles of IT security. For a general overview of Notes
and Domino security, the reader can refer to the IBM Redbook, Lotus Notes and
Domino R5.0 Security Infrastructure Revealed, SG24-5341, available for
download on:

http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/sg245341.html

The team that wrote this redbook

XVi

This redbook was produced by a team of specialists from around the world
working at the International Technical Support Organization, Poughkeepsie
Center.

William Tworek is a Project Leader with the International Technical Support
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Part 1

Security
concepts
iIntroduced

This part introduces the basic concepts related to security, and then covers a
number of methodologies for architecting and deploying security from beginning
to end in an organization.

This part of the book is most appropriate for those looking for a broad
understanding of the IT security specialty, or those looking for assistance in
improving their organization’s overall security approach and policies.
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Fundamentals of IT security

In this chapter, we cover the necessary background knowledge for this Redbook.
This will help the reader comprehend the terms and topics presented later on
and ensure, as well, a thorough understanding of the terminology used
throughout the redbook.

We define both security and IT security. We look at some interesting studies and
statistics in order to show the current trends in security, and we also look at
established standards.

This chapter is geared towards a wide range of readers:

» People who are new to the field of IT security and want to have a place to
begin understanding IT security and all this represents

» People who already have IT security experience and wish to have a quick
refresher

» People who fall somewhere in between those two categories, and above all,
who like to read their Redbooks from beginning to end.

While it is possible to skip this chapter and come back to it later, we strongly
encourage the reader to take a few minutes to brush up on the IT security
fundamentals presented here.
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1.1 Introduction

The business world as we know it has evolved rapidly over the years and through
this evolution, so has the way companies do business. As we find ourselves in
this new era, it is thanks to a number of important revolutions that occurred in the
previous two decades.

The first revolution occurred in the early 1980s with the advent of the IBM
Personal Computer, which was the first true business microcomputer on the
market. It permitted companies and individuals alike to have access to computing
resources which were relatively inexpensive for their times. Connecting these
machines through a local network enabled the flow of information like never
before and brought forth the notion of distributed computing. This lead to an
explosion of business solutions that changed significantly the way businesses
operated.

The second revolution occurred in the mid 1990s, with the marriage of what was
then a twenty year old collection of networks (called the Internet, originally
named ARPANet) with the Web browser. This marriage made it finally easy to
access information on the Internet. This was the genesis of e-Business. With the
help of Web servers and a standard set of Web technologies, organizations
could now offer a plethora of services and goods over the Internet. These same
organizations found also that they could better communicate and exchange
information with their suppliers. As well, by carefully opening up their internal
networks to the Internet, these organizations could permit employees to access
data and electronic mail from their personal homes, or, even more importantly,
from anywhere in the world their employees happened to be, whether at remote
locations or while on the road.

1.1.1 Knowledge capital

4

In this new age of e-Business, information has become an important commodity.
It is correctly referred to as knowledge capital, which is a form of capital many
businesses depend on the same way they do on their monetary capital. As a
matter of fact, businesses live and die by the measure of control they have over
their knowledge capital. If this capital is stolen, disclosed, corrupted, or
destroyed, a company can suffer greatly—even to the point of losing its
existence.

There are individuals who make it their purpose in life to get unauthorized access
to computer networks, systems, and the information they store and disseminate.
In the more benign form, these individuals do it for the sheer thrill of it, to boast of
their mastery of computer sciences and nothing more (they are usually referred
to as white hat hackers). In worse forms, these individuals do it for malicious
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purposes, either to gain financially from it or to willfully corrupt or destroy what
they find (they are usually referred to as black hat hackers, or sometimes as
crackers).

No matter what their inclination, these hackers are an IT systems nightmare for
organizations of all sizes. Even well-intentioned hackers can create conditions
that expose the information contained in an organization’s IT systems and create
the potential for this information to be destroyed, corrupted, or accessed by less
scrupulous people.

Worse, it is not only white and black hat hackers that IT managers need to worry
about, but also the very users that use the services of the IT infrastructure. Most
of the time, the users are not malevolent; they simply make mistakes. But even
innocent errors can affect an organization’s knowledge capital, and well-meaning
users can be fooled into disclosing important information that exposes
knowledge capital to sinister forces.

1.1.2 The CSI/FBI Computer Crime and Security Survey

To look at how bad things are presently, here is an interesting quote:

“The United States' increasing dependency on information technology to
manage and operate our nation's critical infrastructures provides a prime
target to would be cyber-terrorists. Now, more than ever, the government and
private sector need to work together to share information and be more
cognitive of information security so that our nation's critical infrastructures are
protected from cyber-terrorists.”

This quote is from the CSI/FBI Computer Crime and Security Survey, which is
available in electronic format directly from the Computer Security Institute (CSI)
at the following URL:

http://www.gocsi.com/forms/fbi/pdf.html

The CSI and FBI

CSl, which was established in 1974, is a San Francisco-based association of
information security professionals. It has thousands of members worldwide and
provides a wide variety of information and education programs to assist
practitioners in protecting the information assets of corporations and
governmental organizations.

The Federal Bureau of Investigation (FBI), in response to an expanding number
of instances in which criminals have targeted major components of information
and economic infrastructure systems, has established the National Infrastructure
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Protection Center (NIPC) located at FBI headquarters, and Regional Computer
Intrusion Squads located in selected offices throughout the United States. The
NIPC, a joint partnership among federal agencies and private industry, is
designed to serve as the government's lead mechanism for preventing and
responding to cyber attacks on the nation's infrastructures. (These
infrastructures include telecommunications, energy, transportation, banking and
finance, emergency services, and government operations). The mission of
Regional Computer Intrusion Squads is to investigate violations of the Computer
Fraud and Abuse Act (Title 8, Section 1030), including intrusions to public
switched networks, major computer network intrusions, privacy violations,
industrial espionage, pirated computer software, and other crimes.

The study

Over the past seven years, the CSI and the San Francisco FBI Computer
Intrusion Squad have worked together and built an annual "Computer Crime and
Security Survey.” The aim of this effort is to raise the level of security awareness,
as well as to help determine the scope of computer crime in the United States.

Based on responses from 503 computer security practitioners in U.S.
corporations, government agencies, financial institutions, medical institutions,
and universities, the findings of the "2002 Computer Crime and Security Survey"
confirm that the threat from computer crime and other information security
breaches continues unabated and that the financial toll is mounting.

Highlights of the "2002 Computer Crime and Security Survey" include:

» Ninety percent of respondents (primarily large corporations and government
agencies) detected computer security breaches within the last twelve months.

» Eighty percent acknowledged financial losses due to computer breaches.

» Forty-four percent were willing able (and willing) to quantify their financial
losses. These 223 respondents reported $455,848,000 in financial losses.

» As in previous years, the most serious financial losses occurred through theft
of proprietary information (26 respondents reported $170,827,000) and
financial fraud (25 respondents reported $115,753,000).

» For the fifth year in a row, more respondents (74%) cited their Internet
connection as a frequent point of attack than cited their internal systems as a
frequent point of attack (33%).

» Thirty-four percent reported the intrusions to law enforcement. (In 1996, only
16% acknowledged reporting intrusions to law enforcement.)

Respondents detected a wide range of attacks and abuses. Here are some

examples of attacks and abuses:

» Forty percent detected system penetration from the outside.
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»

Forty percent detected denial of service attacks.

Seventy-eight percent detected employee abuse of Internet access privileges
(for example, downloading pornography or pirated software, or inappropriate
use of e-mail systems).

Eighty-five percent detected computer viruses.

For the fourth year, the survey asked some questions about electronic
commerce over the Internet. Here are some of the results:

>

>

»

>

>

Ninety-eight percent of respondents have WWW sites.
Fifty-two percent conduct electronic commerce on their sites.

Thirty-eight percent suffered unauthorized access or misuse on their Web
sites within the last twelve months. Twenty-one percent said that they didn't
know if there had been unauthorized access or misuse.

Twenty-five percent of those acknowledging attacks reported from two to five
incidents. Thirty-nine percent reported ten or more incidents.

Seventy percent of those attacked reported vandalism (only 64% in 2000).
Fifty-five percent reported denial of service (compared to 60% in 2000).
Twelve percent reported theft of transaction information.

Six percent reported financial fraud (only 3% in 2000).

Thus, the "Computer Crime and Security Survey" has served as a reality check
for industry and government. And, it’s not only the CSI who is giving a warning.

1.1.3 CERT figures

The CERT Coordination Center (CERT/CC) was formed by the Defense
Advanced Research Projects Agency (DARPA) in November 1988 in response
to the needs identified during an Internet security incident. Its purpose is to work
with the Internet community in detecting and resolving computer security
incidents, as well as taking steps to prevent future incidents. Its specific mission
is to:

>

Provide a comprehensive view of attack methods, vulnerabilities, and the
impact of attacks on information systems and networks; provide information
on incident and vulnerability trends and characteristics

Build an infrastructure of increasingly competent security professionals who
respond quickly to attacks on Internet-connected systems and are able to
protect their systems against security compromises

Provide methods to evaluate, improve, and maintain the security and
survivability of networked systems
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» Work with vendors to improve the security of as-shipped products

The CERT/CC is part of the Networked Systems Survivability (NSS) Program at
the Software Engineering Institute (SEI), Carnegie Mellon University. The
primary goal of the NSS Program is to ensure that appropriate technology and
systems management practices are used to resist attacks on networked systems
and to limit damage and ensure continuity of critical services in spite of
successful attacks.

For a number of years now, the CERT/CC has kept a record of security incidents
and security vulnerabilities. The complete library of these reports can be found at
the following URL:

http://www.cert.org/annual_rpts/index.html

As computers, networks, and related technologies have evolved, so have the
methods and tools of the attackers, getting more and more sophisticated and
more numerous.

The figures for the last year tabulated are sobering. From January through
December 2002, the CERT/CC received 204,841 e-mail messages and more
than 880 hotline calls reporting computer security incidents or requesting
information. Figure 1-1 on page 9 illustrates the number of security incidents
tabulated from 1988 through 2001 and the trend these figures represent.
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Figure 1-1 Security Incidents 1988 to 2001 [CERT Coordination Center]

And, as if this were not enough, the software is getting more complex. It is more
and more difficult to trap all the bugs and these bugs generate exposures (or
vulnerabilities) that attackers are all too happy to exploit. Figure 1-2 on page 10
illustrates the number of security vulnerabilities tabulated from 1995 to 2002.

From January through December 2002, the CERT/CC received 4,129
vulnerability reports, and handled 82,094 computer security incidents during this
period.
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Figure 1-2 Security vulnerabilities 1995 to 2002 [CERT Coordination Centre]

Given all this, it is crucial for organizations to ensure the safety of their
knowledge capital and adopt very specific measures to guard against attack,
theft, or disclosure of this capital. Indeed, it is impossible to overstate the
importance of security in the information technology world.

The purpose of this chapter is to provide some basic background information
about IT security. The following topics are included:

» Basic IT Security terminology - Definitions of computer system, computer
network, IT infrastructure, computer security, and information classification.

» Computer security services- A review of more basic topics, such as data
integrity, confidentiality, identification and authentication, access control, and
non-repudiation.

» An overview of cryptographic techniques - Cryptography, symmetric key
algorithms, asymmetric key algorithms, the hybrid solution, digital signatures,
public key certificates, and public key cryptographic standards.

Even though the topics presented here are general in nature (that is, they are not
specific to Notes and Domino), you should take the time to carefully read and
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understand everything, because this chapter lays the groundwork for the rest of
the book.

1.2 Important terminology

To achieve a consistent understanding of the terms and concepts used
throughout this redbook, you should be familiar with the following definitions.

1.2.1 Computer system

Because this redbook deals with more than just the new security features and
facilities present in the new release of Notes and Domino (that is, version 6.0) it
is important to understand that computer security applies to computer systems
as whole entities.

A computer system, by definition, includes all the necessary software (meaning,
the operating system and the applications that reside on top of it) and all the
necessary hardware (that is, all physical aspects of the computer).

For a computer system, the definition of hardware is not limited to the computer
and what it requires to process the instructions of the software and handle the
data processed by the software. The hardware also includes the connectivity and
telecommunication devices it needs to communicate, be it over a dedicated line
or wireless network.

Finally, for the sake of brevity, the term “computer” will be used in this redbook to
refer to a computer system and everything it encompasses.

1.2.2 Computer network

Given that a computer system has the means to communicate, it's important to
look at the medium by which it can communicate.
A computer network can be defined as either:

» A network of data processing nodes that are interconnected for the purpose
of data communication

» A communications network in which the end instruments are computers
A network can be defined with a bit more granularity, in that it is, by definition, an
interconnection of two or more communicating entities. The traditional definition

calls for three communicating entities (such as two computers and a hub or
switch), but given the possibility to use a cross-connected Ethernet cable and
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thus connect two machines in that manner, the minimum definition of a network
is two devices.

For the purpose of this redbook, it is assumed that a network is more than two
computers exchanging data over a single cable. The scope includes two or more
computers utilizing any and all connectivity and telecommunication devices, such
as hubs, routers, gateways, switches, and so forth.

1.2.3 IT infrastructure

The definition of IT infrastructure is broader than that of a computer system or a
computer network.

The IT infrastructure includes all the components used for the processing and
transmission of information in an organization. It includes also all the devices that
provide additional services, for example:

» Backup devices (such as tape drives, tape robots or silos)
» Security devices (for example, proxies and firewalls)
» Special-purpose devices (printers, scanners, and so forth)

In addition, the definition of IT infrastructure also encompasses all the computer
networks in the organization and includes, as well, proprietary networks that
interconnect the organization with partner organizations (for instance, suppliers).
This last type of network is called an extranet. Where an extranet fits into an
organization’s IT infrastructure depends largely on the amount of control the
organization has over it.

Finally, the definition of IT infrastructure also includes boundary networks
between the internal, generally trusted network and the external, generally
untrusted Internet.

1.2.4 Computer security

12

The National Institute of Standards and Technology (NIST) has written a
document titled “An Introduction to Computer Security: The NIST Handbook”
(Special Publication 800-12). A PDF version of this document can be freely
downloaded at the following URL:

http://csrc.nist.gov/publications/nistpubs/800-12/handbook.pdf
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This NIST document provides, on page 5, a definition of computer security.

Computer Security: The protection afforded to an automated information
system in order to attain the applicable objectives of preserving the integrity,
availability and confidentiality of information system resources (includes
hardware, software, firmware, information/data, and telecommunications).

This is a definition that is bit difficult to grasp, so let’s take a small step back. Let’s
define in simpler terms the concepts of both security and IT security.

Security (General)
Security is something that gives or assures safety, such as:

» Measures adopted by a government to prevent espionage, sabotage, or
attack

» Measures adopted by a business or homeowner to prevent a crime such as
burglary or assault.

Security is thus the freedom from risk or danger

Security (Information Technology)
IT Security is also something that gives or assures safety, such as:

» Measures adopted by an IT department to prevent espionage, sabotage, or
attack of their IT architecture

» Measures adopted by an IT department to prevent the defacement, damage
or destruction of their IT architecture

IT Security is also a set of measures adopted by an IT department to prevent
denial of service attacks or any attack preventing access to their IT architecture.

IT Security is thus the freedom from such security risks or dangers; safety for an
IT department (and the company) in knowing that their systems are secure.

Computer security (revisited)

The term computer security, which can be used interchangeably with IT security,
is the facet of computer science whose primary objective is to assure safety of
information and to offer measures to guard against attack, theft, or disclosure so
that:

» The information is timely, accurate, complete, and consistent; and that when
transmitted over a computer network, it has not been changed during
transmission (integrity).
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» The information is inaccessible to anyone but the people by whom it is
intended to be seen. When transmitted over a computer network, it is only
accessible by the sender and receiver (privacy).

» The receiver that accesses or receives the information can have the proper
assurance that it was created or was sent by the original author (authenticity).

» The sender can be sure that people accessing the information are genuine.
When transmitted over a computer network, the receiver is genuine
(non-fabrication and authentication).

» The author cannot deny that the information was created by him or her. When
transmitted over a computer network, the sender cannot deny he or she sent
the information (non-repudiation).

Along with these concepts, it is also important to understand the nature of the
information you and your company possess, the concept of information
classification, and what represents sensitive information.

1.2.5 Information classification

14

The key to good security is to be able to segregate what needs to be secured
from what doesn't need to be secured.

Information that needs to be secured is generally termed sensitive information. It
is therefore important that we define properly what represents sensitive
information.

A pertinent reference in matters of security is the The Computer Security Act of
1987, Public Law 100-235 (H.R. 145), January 8, 1988. An on-line electronic
copy of the document is available from the Electronic Privacy Information Center
(EPIC) at the following URL:

http://www.epic.org/crypto/csa/csa.html

In this document, we find the following definition of sensitive information, which
can be found in Section 3, Establishment of Computer Standards Program:

Sensitive Information: (4) the term 'sensitive information' means any
information, the loss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest or the conduct of Federal
programs, or the privacy to which individuals are entitled under section 552a
of title 5, United States Code (the Privacy Act), but which has not been
specifically authorized under criteria established by an Executive order or an
Act of Congress to be kept secret in the interest of national defense or foreign

policy;
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Even though the Computer Security act has been passed in the United States
and aims to protect the interests of this country, this definition and its application
is global and the definition quoted applies to any country and any company in the
world. In other words, sensitive information is such that it needs to be kept
confidential and must be protected from unauthorized access and disclosure.
Furthermore, this also means that appropriate measures must apply to prevent
the destruction or alteration of this information.

For example, in a bank, some pieces of paper (for example, bank notes, paper
bills, currency) are extensively protected. Other pieces, such as withdrawal and
deposit slips to be filled out by customers, are not protected at all. In fact they are
placed on small tables for anyone to take.

Information is the same. There is some information that does not need to be
protected because it is common (or public) knowledge. On the other hand, there
is information that should be well protected, because its disclosure could be
damaging: it could lead to loss of an important competitive advantage, it could
lead to a severe loss of reputation or customer confidence, or, depending on the
type of business, it could lead to the injury (or the death) of people.

Data classification fulfills another important role. In addition to spelling out how
information should be secured, it also spells out how information should be
properly disclosed. The public data on a Web site may require only basic security
to prevent its defacement, but it should also be available freely enough so that
everyone can access it without any problems.

Depending on the type of business—public sector and governmental agencies
deal in certain cases with very sensitive personal information, whereas private
sector organizations deal generally with sensitive commercial information—there
are different classification methods and categories in place. The following data
classifications apply in public and private sector businesses and organizations.

Public or unclassified

Information is considered public or unclassified if its disclosure would have no
impact whatsoever on a business. Data integrity is not vital. Loss of service due
to malicious attacks is an acceptable danger. Examples of this type of
information would be the public portion of the Web site of a business and any
information available from other sources and other means about the business.

Internal

Efforts should be made to keep information in the internal category within the
organization, but should this information become public, the consequences will
not be overly critical (there might be a loss of face, or it could be an
embarrassment for the business, but not substantially more). Data integrity is
important but not vital. Internal access is segregated between different groups of
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people having different access levels to it. Examples of this type of information
would be certain, more restricted portions of the Web site of the business, the
company directory, and a significant amount of the data flowing on the
company's internal network.

Confidential information

Serious efforts should be made to keep confidential information completely
internal to the business and to ensure it doesn't get into the hands of people
outside the company. Data integrity is vital. The disclosure of this information
could give a competitor important competitive information, could result in serious
financial losses for the company, or could seriously erode the confidence of
customers towards the business. Examples of this type of information are
employee salaries, confidential customer information (such as personal
addresses and credit card information) as well as passwords and any information
permitting entry in the internal systems of the business.

Secret information

Extreme efforts should be made to keep this category of information secret not
only to persons outside the business, but to the majority of people within the
business as well. Secret information is generally defined as being “on a need to
know basis.” Data integrity is vital. Special rules and procedures must be
adhered to when dealing with the disclosure of this type of information. Examples
of this type of information are medical history, sealed legal documents,
diplomatic information, and military information.

Top secret information

Extreme efforts should be made to keep this type of information secret at all
costs to all but a few selected people. Top secret information is generally defined
as being on a “highly cleared access” basis. Data integrity is vital. Disclosure of
such information could result in serious physical or emotional harm to people, or
even result in death. Examples are military data, diplomatic secrets, and
pathological medical information.

1.2.6 Information classification caveat

16

There is a caveat to data classification, whereby there are some instances where
public or unclassified information can be modified in a way that impacts customer
confidence or the reputation of the organization.

For example, the corporate Web site could be defaced in such a way that the
public information is laced with profanities or where the unclassified information
can be changed so as to be misleading or misrepresentative. An example of the
latter situation would be where an offer for a 30-day interest-free loan were to be
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changed for a interest-fee loan (note the lack of a time limit). In the business
world, where the data on a Web site is increasingly taken to be the same as
printed works on paper (as in a newspaper or trade periodical), this could require
the company to offer such a thing or face stiff penalties.

1.3 Computer security services

Now that an overview of information classification has been offered, as well as a
definition of sensitive information, it is possible to define the services that enable
this information to be protected.

The following definitions, which are used throughout this redbook, can be best
explained using the IBM Security Architecture, which is based on the ISO
Security Framework (7498-2).

The IBM Security Architecture is a model for integrating security services,
mechanisms, objects, and management functions across multiple hardware and
software platforms and networks. The architecture supports the strategy for
providing end-to-end protection of applications and information within an
organization.

The descriptions of these security services are drawn from the “Enterprise-Wide
Security Architecture and Solutions Presentation Guide” (SG24-4579), which is
available online by referencing the IBM redbook site. A PDF version can be
downloaded via the following URL:

http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/sg244579.html

The computer security services can be categorized by their ability to provide:

» Data integrity (preventing information tampering)

» Confidentiality (keeping things secret)

» Identification and authentication (knowing who you are dealing with)

» Access control (controlling who can access and do things to information)

» Non-repudiation (preventing people from disavowing things they have said or
written)

Keep in mind that the categories are not exclusive; for example, you cannot
implement access control without also addressing questions of authentication
and data integrity.
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1.3.1 Data integrity
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Data integrity can be summed up as the following:

» The condition existing when data is unchanged from its source and has not
been accidentally or maliciously modified, altered, or destroyed
[INFOSEC-99]

» The condition in which information is identically maintained during any
operation, such as transfer, storage, and retrieval

» The preservation of information for its intended use

Specific to the IBM architecture, data integrity can also be said to provide
detection of the unauthorized modification of data.

Data integrity can be compromised in a number of ways, not all of them being
specifically due to an error in the security services provided as part of the IT
infrastructure. For example, lack of data integrity occurs when:

» Human errors are made when information is entered

» Transmission errors occur when information is transmitted from one computer
to another

» Software bugs occur or viruses actively target the information

» Hardware malfunctions, such as hard disk crashes

» Natural disasters occur, such as fires, floods, and earthquakes

To ensure data integrity, organizations must allow for the use of data by
authorized users and applications, as well as the transmission of data for remote
processing, while at the same time, ensuring that this information is not altered

by unauthorized users. Data integrity facilities can indicate whether information
has been altered.

There are many ways to minimize these threats to data integrity. These include,
but are not limited to the following:

» Backing up data regularly

» Controlling access to information via security mechanisms

» Designing user interfaces that prevent the input of invalid data

» Using error detection and correction software when transmitting data
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1.3.2 Confidentiality

Confidentiality can be summed up as the following:

» Assurance that information is not disclosed to unauthorized persons,
processes, or devices. [INFOSEC-99]

» In regard to classified or sensitive information, the degree to which the
information has not been compromised, in that it has not been made available
or disclosed to unauthorized individuals, processes, or other entities

Specific to the IBM architecture, confidentiality can be said to protect sensitive
information from disclosure.

When it is stored locally, sensitive data can be protected by access controls or
encryption mechanisms. For network communication security, sensitive data
should be encrypted as it is transmitted from system to system.

There are specific ISO standards (8730, 8731, and 9564) relating to use of
cryptography for confidentiality and data integrity.

1.3.3 Identification and authentication

Identification and authentication (I&A) facilities verify the identity of individuals.

The basic function uniquely identifies users and programs, verifies these
identities, and assures individual accountability. In other words, identification and
authentication is required to ensure that users are associated with the proper
security attributes (for example, identity, groups, roles, security or integrity
levels).

The unambiguous identification of authorized users and the correct association
of security attributes with users and subjects is critical to the enforcement of the
intended security policies. The security services and facilities in this class deal
with determining and verifying the identity of users, determining their authority to
interact with key components of the IT Infrastructure, key components of the
computer system, or key information handled by software running on the
computer system (for instance, a document in a Notes database), based on the
correct association of security attributes for each authorized user.

These are all dependent upon correct identification and authentication of users in
order to be effective.
Authentication may take many forms, such as:

» Simple authentication, for an individual user of the computer system, which is
generally based on a user ID and a password. This is generally the weakest
form of authentication.
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» Certificate-based authentication, for users of different components of the IT
infrastructure, which is generally based on the use of a PGP or x.509
certificate. This is a stronger form of authentication and relies on an installed
Public Key Infrastructure (PKI).

» Two-factor authentication, which is a security process that confirms user
identities using two distinctive factors — something they have and something
they know. A simple example of this form of authentication would be an
automated teller machine (ATM) card and a personal identification number
(PIN). The ATM card and the PIN by themselves are useless to a prospective
identity thief. Only when both factors are used correctly can the person‘s
identity be confirmed and access granted.

» Vouching authentication of peers (also called Web of Trust), such as two party
authentication for distributed applications, or three party authentication when
dealing with local authentication servers in a distributed environment.

Authentication is more important than encryption. It seems perhaps to fly in the
face of logic, but only a proper authentication mechanism for user identification
can provide the basis for additional security functions, such as access control
and auditing. Given the authentication methods described, authentication
technology may take the following forms:

» Passwords - which can be simple responses to basic authentication
challenges or be used to decrypt a Notes ID as the basis of a sophisticated
authentication scheme.

» Smart tokens - which are easily portable devices that do special-purpose
operations for their users, in this case, generally identifying the user to a
secure system. A smart token can look like any common object: a credit card,
a 3 1/2" floppy disk or even a ring (like Sun's Java™ ring). The important trait
of this object is that it carries some secret information for its user and
performs the function required when needed. A smart token is often designed
to be tamper-resistant, meaning it is difficult to take apart. It is protected with
a user password, so that even if it is physically stolen, it will be difficult to
impersonate the owner.

» Smart cards - which are small electronic devices about the size of a credit
card. These are built a little bit like a prepaid phone card in that they contain
some electronics in the form of memory and an integrated circuit (IC) for
processing of some data. The main purpose of such smart cards is to store
network IDs (very similar to a smart token).

To use a smart card or smart token, either to pull information from it or add data
to it, you need a smart card or smart token reader, a small device into which you
insert the smart card or smart token. The exception to the required token reader
rule is the new USB tokens, which only require that the machine have a USB
port, something that is now standard on all new machines.
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1.3.4 Access control

Access control allows an organization to protect critical resources by limiting
access to only authorized and authenticated users. In other words, access
control is any mechanism by which a system grants or revokes the right to
access some data, or perform some action. Normally, a user must first log in to a
system, using some authentication system. Next, the access control mechanism
controls what operations the user may or may not make by comparing the user
ID to an access control list entry in a database.

Access control systems include a number of permissions and privileges, some of
which are the following:

» File permissions, such as create, read, edit,or delete on a file server

» Program permissions, such as the right to execute a program on an
application server

» Data rights, such as the right to retrieve or update information in a database

» Managerial rights, such as the ability to confer to some users new access
privileges and/or revoke such privileges to some other users

Depending on the environment, access may be controlled by the resource
owner, or it may be done automatically by the system through security labels.

The resource owner can specify who can access the information, how it can be
accessed, when it can be accessed, and under what conditions it can be
accessed (for example, when executing specific applications, programs, or
transactions).

The functional goal is to assure that security is maintained for resources, whether
they are in a central system, distributed, or mobile (as is the case with files and
programs).

1.3.5 Non-repudiation

Non-repudiation can be viewed as an extension to the identification and
authentication services, since non-repudiation relies on authentication to know
who someone is. Obviously, if authentication is weak, then so is the
organization’s ability to know who’s doing what.

The non-repudiation service can protect a recipient against a false denial by an
originator that the data has been sent, and it can protect an originator against the
false denial of a recipient that the data has been received.
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In general, non-repudiation applies to the transmission of electronic data, such
as an order to a stock broker to buy/sell stock, a doctor's order for medication to a
specific patient, or approval to pay an invoice by a company to its bank.

The overall goal is to be able to verify, with virtually 100% certainty, that a
particular message can be associated with a particular individual, just as a
handwritten signature on a bank check is tied back to the account owner.

1.4 Cryptographic techniques

Security mechanisms, be they those contained in vendor products or Internet
standards, make use of a number of common cryptographic techniques. It is
important to have a good understanding of these techniques and, in general,
throughout the book we assume that the reader has some basic knowledge of
them.

While this is a complex area, which encompasses many different and intricate
facets, we’ve made an effort in this section to distill that information and present
a brief overview of the important cryptographic techniques. We believe that this is
a useful resource and we urge the reader not to skip it.

After defining cryptography, we take a look at the following areas related to
cryptographic techniques:

» Symmetric key (or bulk) encryption

» Public key encryption

» Secure hash (or digest) functions

» Digital signatures and other combinations of the above techniques

» Certification mechanisms

To reiterate, cryptography—its techniques, applications, laws, and the
mathematics behind it—is a broad and complex subject, and it is not the goal of
this redbook to be a comprehensive discussion of it. Instead, we suggest that the
reader wanting to know more about this topic consult the document “RSA

Laboratories' Frequently Asked Questions About Today's Cryptography, Version
4.1”, which is available online at the following URL:

http://www.rsasecurity.com/rsalabs/faq/

1.4.1 Cryptography

Before we talk about the techniques, let’s first define what cryptography is.
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Cryptography, to choose the simplest of definitions, is the art or science of
keeping information secret. While it appears to be an art form bordering on magic
for novices, it is in reality a science for the well-versed computer expert or
mathematics major. (It must be said that for those wishing to delve deep into how
ciphers are built and how they work, an advanced degree in mathematics is a
definite asset.)

Cryptography ensures confidentiality by encrypting information using an
algorithm and one or more keys. You can have basic cryptography without keys,
but that generally requires that the algorithm be kept secret, something quite
difficult in this day and age. If keys are used, the scrambled version can be
decrypted by someone else, provided that person has the proper encryption key.
If it's the same key, that key must be secret between the two parties. (Depending
on the encryption method, it can be a different key, as is explained later.) The
central problem in most cryptographic applications is managing these keys and
keeping them secret.

The algorithms that form the base of cryptography are ciphers. A cipher is:

1. A cryptographic system in which units of plain text are substituted according
to a predetermined key.

2. Any cryptographic system in which arbitrary symbols, or groups of symbols,
represent units of plain text of regular length, usually single letters; or in which
units of plain text are rearranged; or both, in accordance with certain
predetermined rules.

Put in a simpler manner, ciphers are the substitution of one block of text by
another according to some generally applicable rule. A simple cipher would be to
replace each letter arbitrarily by another.

Ciphers are either defined as being symmetric or asymmetric, based on whether
they use the same key to encrypt and decrypt (symmetric ciphers) or two
different keys (asymmetric ciphers).

People tend to naturally confuse symmetric and asymmetric encryption. The
main reason is that symmetry is naturally associated with an even number (that
is, two) and asymmetry is naturally associated with an odd number (that is, one).
If this logic is applied (and it commonly is) then people get the definition wrong.
We provide a easy way to remember which is which in later sections.

1.4.2 Symmetric key algorithms

Symmetric key algorithms are a grown-up version of the kind of secret code that
most of us played with at some time during childhood. Usually these use a simple
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character replacement algorithm; if you want to encrypt a message, you just
replace each letter of the alphabet with another. For example:

Original letter: ABCDEFGHIJKLMNOPQRSTUVUWXYZ
Replacement:G H I JKLMNOPQRSTUVWXYZABCDETF

In this case, the letters in the alphabet have just been shifted seven places to the
right, so HELLO WORLD would translate to NKRRU CUXRJ. The premise on which this
code is based is that both the sender and the receiver know a common key, in
this case the number of places to shift the letters.

This shared secret allows the receiver of the message to reverse the encryption
process and read the scrambled message.

Symmetric encryption gets its name from the fact that the same key is used to
encrypt plaintext and decrypt the corresponding ciphertext. Symmetric
encryption algorithms used by computers have the same elements as the simple
example above, namely a mechanism to scramble the message (also known as
a cipher) and a shared secret (a key) that allows the receiver to unscramble the
encrypted message.

Determining the strength of a symmetric cipher

The strength of a symmetric key cipher of this kind is dictated by a number of
factors. The first is that it effectively randomizes the output, so that two related
clear-text messages do not produce similar encrypted results. The degree of
randomness in cryptography parlance is generally called entropy.

Our childish example fails badly in this area because each letter always converts
to the same encrypted result, and because it does not encrypt spaces. The
kindergarten cryptanalyst can quite easily break the code by knowing that any
one-letter word is likely to be an A.

Another way our example fails badly is that if for some reason the algorithm is
known (in our case, the algorithm is: “Shift each letter seven places to the right”),
then the person who knows that can now easily decrypt each subsequent
message.

This is where the concept of a key is important. With a key-based algorithm, an
effort is made to protect the key. This permits the cryptographic algorithm to be
reviewed and scrutinized. A good algorithm is one that can be understood, is
efficient, and cannot be used for encryption without the proper key. The
algorithms we discuss later on in this chapter all share these common traits.
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Thus, for full-strength symmetric ciphers, much of the work of the cryptanalyst
involves trying to find patterns in the result of the algorithm, to use as a shortcut
to breaking the code.

If the encryption algorithm has no flaws of this kind, the other main factor
governing its strength is the size of the key space; that is, the total number of
possible shared secrets. Once again, our simple example falls short because it
only has 25 possible places where we can shift the keys. We could mount a brute
force attack very easily by trying each key in turn until we found a message that
makes sense.

Real symmetric ciphers use numeric keys, usually of between 40 and 256 bits in
size. Even for the smallest of these a brute force attack has to try, on average, 2
to the power 39, or about 550,000,000,000 possible keys. Each extra bit of key
size doubles the key space.

Differentiating symmetric and asymmetric ciphers

Some people have trouble remembering which type of encryption is symmetric
and which type is asymmetric. To help, let's provide a tool to remember. Take a
moment to look at Figure 1-3.

Symmetric Cipher Asymmetric Cipher

Figure 1-3 Symmetric versus asymmetric ciphers

In our mnemonic example, assume keys have a certain weight. A private key has
a weight x and a public key has a weight x + 1 (they are thus of different weights).
In the case of asymmetric encryption, two different keys are being used for
encryption and decryption and thus, using a scale, the keys would not balance
and the scale would be asymmetric in appearance. In contrast, symmetric
encryption uses a public key, which is the same for encryption and for
decryption. Thus, the keys weigh the same and, using a scale, the keys would
balance and the scale would be symmetric in appearance.
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Symmetric key algorithm example

Let’s take a moment to show how symmetric encryption works. For this, we’ll
need to introduce a couple of characters that have been traditionally used when
explaining security concepts.

Normally, one would use A, B, and C to diagram the flow of information between
two points. However, since this flow of information involves people, it’s best to
give them normal names. So, Alice and Bob are the two characters we’ll use for
examples from now on. The cast of characters expands as the need dictates, but
for now, let’s concentrate on Bob and Alice.

These characters have been used for years to provide examples of how
encryption techniques work, and, as with many long-lived fictitious characters,
Bob and Alice have an amusing biography. This biography can be found in a
document titled “The Alice and Bob after-dinner speech”, given at the Zurich
Seminar in April 1984 by John Gordon. The document can be found on line at the
following URL:

http://www.conceptlabs.co.uk/alicebob.html

So, on to our example with Bob and Alice. Let’s say that Alice wants to send Bob
a message and Alice wants this message to be sent securely and wants to
ensure also that only Bob can read it. Figure 1-4 illustrates this example, with the
exchange going from left to right.

"THINK" "THINK" MOB4Q4Rg2s MOB4Q4Rg2s "THINK"

A A

key key

Alice Bob

Figure 1-4 Symmetric key algorithm example

In our example, here is what happens:
1. Alice's message is encrypted using a private key.

2. Bob receives Alice's encrypted message, sees that it is encrypted and wants
to read it.
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3.

4.

Bob decrypts the message using the same private key that was used to
encrypt it.

Once decrypted, the message can be read by Bob.

Note: In this example, Alice and Bob know each other quite well. Because of
that, this example assumes that Alice has provided—securely—a copy of the
private key used to encrypt the message.

Types of symmetric ciphers

There are two types of symmetric ciphers: block ciphers and stream ciphers.
Block ciphers operate on blocks of data and are commonly used to encrypt
documents and databases. Stream ciphers encrypt bit streams and are
commonly used to encrypt communication channels.

Common block ciphers

>

DES (Data Encryption Standard) - Federal Information Processing Standard
(FIPS) 46-3 describes the data encryption algorithm (DEA). DEA is also
defined in the ANSI standard X3.92. DEA has a 64-bit block size and uses a
56-bit key during execution (8 parity bits are stripped off from the full 64-bit
key).

3DES (Triple-DES) - Defined in the ANSI standard X9.52, 3DES is a triple
application of DES, where two variants exist: DES-EDE and DES-EEE. Very
simply put, DES-EDE denotes a triple application of DES where there is an
Encryption, Decryption and Encryption process using three different keying
options. DES-EEE denotes three consecutive encryptions.

AES (Advanced Encryption Standard) - Issued as FIPS PUB 197 by NIST
and successor to DES, AES supports key sizes of 128 bits, 192 bits, and 256
bits, in contrast to the 56-bit keys offered by DES. The Rijndael algorithm,
invented by Joan Daemen and Vincent Rijmen, was selected as the standard.
Over time, many implementations are expected to upgrade to AES, both
because it offers a 128-bit key size, and because it is a federal standard.

RC2 (variable-key-size encryption algorithm by Ron Rivest; “RC” stands for

“Ron's Code,” although officially it stands for “Rivest Cipher” It was meant as
a replacement for DES). RC2 has a block size of 64 bits and is about two to
three times faster than DES in software.

Blowfish (by Bruce Schneier of Counterpane Systems). This is a 64-bit block
cipher; the key has a variable length (with a maximum length of 448 bits) and
is used to generate several subkey arrays. This cipher was designed
specifically for 32-bit machines and is significantly faster than DES.

Twofish (by Bruce Schneier of Counterpane Systems). This was a finalist of
AES and is based on Schneier's algorithm Blowfish. It is a fast and versatile
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cipher that does not require much memory. Yet, the structure of the cipher is
very complex and hence difficult to analyze.

» IDEA (International Data Encryption Algorithm, by Xuejia Lai and James
Massey) - Originally this was called PES - Proposed Encryption Standard. It
was later improved and named IPES and then named IDEA, or International
Data Encryption Algorithm; its claim to fame is that it is part of PGP. It is a
64-bit iterative block cipher with a 128-bit key. The encryption process
requires eight complex rounds, but the speed of IDEA in software is similar to
that of DES.

» CAST (Canadian Algorithm by Carlisle Adams and Stafford Tavares) - This is
a popular 64-bit cipher that allows key sizes up to 128 bits. The name CAST
stands for Carlisle Adams and Stafford Tavares, the original inventors of
CAST. CAST-128 is owned by Entrust Technologies but is free for
commercial as well as non-commercial use. CAST-256 is a freely available
extension of CAST-128 that accepts up to 256 bits of key size and that has a
128-bit block size. CAST-256 was one of the original candidates for the AES.

Common stream ciphers

» RC4 (variable-key-size encryption algorithm created by Ron Rivest of RSA
Security) - RC4 is used for secure communications, as in the encryption of
traffic to and from secure web sites using the SSL protocol. RC4 is a cipher
with a key size of up to 2048 bits (256 bytes).

» SEAL (Software Efficient ALgorithm, by Phil Rogaway and Don Coppersmith
of IBM in 1993) - This algorithm is covered by US Patent 5,454,039. The
cipher is based on 32-bit words, encrypts at about 4 cycles per byte, and uses
a 160 bit key for encryption. It is considered very safe.

» WAKE (World Auto Key Encryption algorithm by David J Wheeler). This is an
encryption system for medium speed encryption of blocks and it offers high
security. It is intended to be fast on most computers and relies on repeated
table use and having a large state space.

Note: An interesting bit of trivia is that RC1 never went further than Rivest's
notebook and RC3 was broken at RSADSI during development.

Advantages of symmetric key algorithms

As we have shown, there are a number of symmetric key ciphers in use. In
addition to those already mentioned, we describe those used in Notes, Domino
and other Lotus collaboration products later in this document. For now, let’s talk
about the advantages that all these Symmetric Key Algorithms share in common.

They are fast and need relatively little system overhead because of the short
keys which provide relatively high security. For this reason, symmetric key
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encryption is often referred to as bulk encryption, because it is effective on large
data volumes.

Disadvantages of symmetric key algorithms

The key disadvantage of symmetric ciphers are that there is inherent difficulty
with the administration of the symmetric keys used for encryption. More
specifically, how can you safely get them into the hands of your counterparts
without getting them compromised?

In the next section we show how this key management problem is resolved with
the use of asymmetric key algorithms, but there are shortcomings with the use of
asymmetric keys that still require the use of symmetric key algorithms and
symmetric keys.

Commercial and export considerations

Before we go on to the topic of asymmetric keys, let's complete the review of
important details about symmetric key algorithms.

The algorithms are published openly and there are no commercial licensing
issues to be considered in implementing them.

They all fall under the control of the US National Security Agency export
restrictions. The precise operation of these restrictions is not a simple matter, but
in essence that means that:

» Any software incorporating cryptographic technology that is exported by a US
company has to have a special export license.

» If the product includes symmetric encryption code that can be used for
encrypting an arbitrary data stream, the license will only allow unrestricted
export if the key size is smaller than a given, NSA-specified, value.

What this means is that to export full-strength cryptography, a company has to
have a special license for each customer. Such licenses are only issued for
customers that the US government considers to be friendly, such as major banks
and subsidiaries of US companies.

When the previous redbook was written, the threshold key size for a general
export license was 40 bits. Since then, several challenges have shown that a
brute force attack can be mounted against a 40-bit key with relatively modest
computing power. A government announcement opened the door to the use of
larger keys, initially up to 56 bits, with the promise of unlimited key sizes when the
computer industry develops effective key recovery technology. (Key recovery
means that the key for a session can be discovered, given the knowledge of
some other, master, key). 56 bits may not sound a lot better than 40, but in fact it
is 2 to the power 16, or 65,536 times more difficult to crack.
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As a follow-up to this, there was a November 18, 1998 announcement by the
Bureau of Export Administration of the Commerce Department that amended the
export administration regulations for exports and re-exports of strong encryption
commodities and software. The key lengths are now full 56 bits for DES and
“equivalent” bulk ciphers (namely RC2, RC4, RC5 and CAST) and 1,024 bits for
RSA asymmetric keys to all destinations except Cuba, Iran, Iraq, Lybia, North
Korea, Sudan, and Syria. This is also under the proviso that there be no key
recovery possible. As well, unlimited strength crypto keys can be used by US
subsidiaries, Insurance companies, health and medical firms and online
merchants, provided they do not have a presence in any of the previously listed
countries.

Moving forward, on June 6, 2002, the Bureau of Industry and Security (BIS)
published a rule which amended the Export Administration Regulations (EAR) to
reflect changes made to the Wassenaar Arrangement List of dual-use items and
to update and clarify other provisions of the EAR pertaining to encryption export
controls.

Mass market encryption commodities and software with symmetric key lengths
exceeding 64 bits that are classified under Export Control Classification Numbers
(ECCNs) 5A992 and 5D992 may be exported and reexported No License
Required (NLR), following a 30-day review by the BIS. This rule updates
Category 5, part Il (Information Security) of the Commerce Control List (CCL),
and will also allow equipment controlled under ECCN 5B002 to be exported and
reexported under License Exception ENC.

For more information, here is a complete list of resources that will shed some
light on export regulations and bilateral agreements currently in place:

» The Published Federal Registers - Rules affecting the Export Administration
Regulations can be found at the following URL:

http://w3.access.gpo.gov/bis/fedreg/ear_fedreg.html#67fr38855

» An Encryption Fact Sheet pertaining to Commercial Encryption Export
Controls can be found at the following URL:

http://www.bxa.doc.gov/encryption/EncFactSheet6_17_02.htm1

» Explanation of the Wassenaar arrangement and what it involves can be found
at the following URL:

http://www.bxa.doc.gov/Wassenaar/Default.htm

1.4.3 Asymmetric key algorithms

A non-mathematician can intuitively understand how a symmetric key algorithm
works by extrapolating from a familiar base. However, asymmetric key
algorithms are much less accessible to the lay person. In fact, it sometimes
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seems more like magic than technology. This is not the case. It will require a bit
more explanation than for symmetric key algorithms, but it can be readily
mastered by anyone who reads the following attentively.

Fundamentals of asymmetric key algorithms

Asymmetric encryption gets its name form the fact that there are two keys
involved. One is kept private (the user's Private Key) and the other is public (the
user's Public Key). The public key is generally placed in public directories and it
does not matter who has a copy of the public key.

As well, there is a unique mathematical relationship between the private and
public key pairs in that anything encrypted using one of the two keys can only be
decrypted with the other key of the pair. The size of the keys and the
mathematics behind them provides sufficient assurance that no other key exists,
which is not part of the pair, that can decrypt the message.

Let’s revisit Bob and Alice and see what is involved in sending a secure message
using an asymmetric key algorithm. Figure 1-5 illustrates the example, with the
exchange going from left to right.

"THINK" “THINK" MOB4QURG2s MOBAQURG2s "THINK"
_ T R
A A
Alice public private Bob
key Bob key Bob

Figure 1-5 Asymmetric key algorithm example: Sending a secure e-mail

In our example, here is what happens:

» Alice wants to send Bob another message.

» Alice's message is encrypted using Bob's Public Key (so that only Bob's

Private Key, which is in his sole possession, can decrypt it).

» Bob receives Alice's encrypted message, sees that it is encrypted and wants

to read it.

» Bob decrypts the message using his Private key.

» Once decrypted, the message can be read by Bob.
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Note: In this scenario, there is no need to exchange a private key and thus,
the whole key-involving process is made easier.

Types of asymmetric ciphers

Asymmetric ciphers are also called key-exchanged mechanisms. The most
common ones are:

» Diffie-Hellman (D-H) key exchange is a cryptographic protocol that allows two

communicators (conventionally named Alice and Bob, as we saw above) to
agree on a secret key over an insecure communication channel. Once the
shared secret key has been established, Alice and Bob can use it to
conventionally encrypt their secret communication. The Diffie-Hellman key
exchange was invented in 1975 or 1976 during a collaboration between
Whitfield Diffie, Martin Hellman, and Ralph Merkle, and was the first practical
method for establishing a shared secret over an unprotected communications
channel. It had been discovered by Malcolm Williamson of GCHQ in the UK
some years previously, but GCHQ chose not make it public until 1997, by
which time it had no influence on research. The method was followed shortly
afterwards by RSA, the first publicly announced implementation of public key
cryptography using asymmetric algorithms.

Rivest-Shamir-Adleman (RSA). This asymmetric algorithm for public key
cryptography is widely used in electronic commerce. The algorithm was
described in 1977 by Ron Rivest, Adi Shamir, and Len Adleman; the letters
RSA are the initials of their surnames. Clifford Cocks, a British mathematician
working for GCHQ, described an equivalent system in an internal document in
1973. His discovery, however, was not revealed until 1997 due to its
top-secret nature. The algorithm was patented by MIT in 1983 in the United
States of America. The patent expired in September 2000. Since the
algorithm had been published prior to the patent application, it could not be
patented in other countries. RSA is subject to the same US export restrictions
as symmetric algorithms. However, the key in this case is actually a very large
number. Very approximately, an RSA key size of 1024 bits corresponds to a
full-strength symmetric key of 64 bits or more.

Elliptic Curve Cryptography (ECC). Like D-H and RSA, ECC is a class of
cryptographic algorithms capable of doing asymmetric encryption. As with
D-H and RSA, possession of one key does not give sufficient information to
determine the other key. There are several slightly different versions of elliptic
curve cryptography, all of which rely on the widely believed difficulty of solving
the discrete logarithm problem for the group of an elliptic curve over some
finite field. ECC is widely regarded as the strongest asymmetric algorithm at a
given key length, so it may become useful over links that have very tight
bandwidth requirements. Key size requirements are also reduced. Case in
point, NIST and ANSI X9 have set minimum keysize requirements of 1024
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bits for RSA and 160 bits for ECC, corresponding to a symmetric block cipher
key size of 80 bits. NIST has published a list of recommended elliptic curves
for protection of 5 different symmetric keysizes (namely, 80, 112, 128, 192,
and 256).

Advantages of asymmetric key algorithms

As we have shown, there are a number of asymmetric key algorithms in use. In
addition to those already mentioned, we cover those used in Notes, Domino, and
other Lotus collaboration products later in this book. For now, let’s talk about the
advantages that all asymmetric key algorithms share in common.

Asymmetric key algorithms offer easier administration of the keys since there is
no need to find a secure channel to get a copy of the key to the intended
recipient. The private key stays private and the public key is public. In other
words, the big advantage of this mechanism over the symmetric key mechanism
is that there is no longer any secret to share. In fact, it does not matter who has
the public key, because it is useless without the matching private key.

Another major advantage of asymmetric key algorithms is that they can provide
digital signatures that cannot be repudiated. We discuss that in a later section.

Disadvantages of asymmetric key algorithms

The disadvantage of asymmetric key algorithms is that they are very slow. In
contrast, there are many secret-key encryption methods that are significantly
faster than any currently available public-key encryption method. This is because
of the fact that you need large key lengths to get comparable security of smaller
symmetric keys.

1.4.4 The hybrid algorithm

An asymmetric key algorithm can be used with a symmetric key algorithm to get
the best of both worlds. For encryption, the best solution is to combine both types
of algorithms in order to get both the security advantages of asymmetric key
algorithms and the speed advantages of symmetric key algorithms.

Thus, this is a hybrid solution which uses a symmetric key for data encryption,
and asymmetric keys for symmetric key encryption. Such a marriage is called a
digital envelope.

In addition, the symmetric key is generally generated every time and is called a
“session” key. It is valid the whole time two people are exchanging messages
with each another. This protocol is used in almost all “public key encryption” such
as Notes, SSL, S/MIME. It provides fast performance and is easy to implement.
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Hybrid algorithm example
Let’s take a moment to show how the hybrid solution works. For this, we’ll
continue to consider communication between Alice and Bob. Figure 1-6

illustrates the example, with the exchange going from left to right.

O o
"THINK" "THINK" MOBAQURg2s MDOBAQUR2s "THINK"
public private
Alice key Bob key Bob Bob
encrypt |-#= cypherkey —»~ decrypt
— \
key key
A -
D) eom || oot o]t |-{IgAEA1]

Figure 1-6 Hybrid solution example: Sending a secure e-mail

In our example, here is what happens, first on one end:

»

»

»

>

Alice wants to send Bob another message.
Alice's message is encrypted using a private key.

Alice then encrypts the private key (in this scenario, as we said, it is generally
called a session key, since a new, different, key is generated every time a
message is sent) using Bob's public key (so that only Bob's Private Key,
which is in his sole possession, can decrypt it).

Alice sends Bob the encrypted message and the encrypted key.

On the other end:

»

»

Bob receives Alice's encrypted message and wants to read it.

Bob first decrypts the private (session) key using his Private key. He then
uses the decrypted key (which is the same key that was used to encrypt the
message) to decrypt Alice's message.

Once decrypted, the message can be read by Bob.
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1.4.5 Digital signatures

There is one further advantage that asymmetric key algorithms give us.

In the previous example, imagine that Alice uses her private key to encrypt a

message and sends it to Bob. The message that is sent between them is still

scrambled, but it is no longer private, because anyone with the public key can
decrypt it (and we have said that we do not care who has the public key).

So, what can we use this message from Alice for? The answer is: authentication.
Because only Alice has access to the private key that created the message, it
can only have come from her. This is the concept of digital signatures.

Digital signatures are concerned with providing integrity, authentication and
identification, and non-repudiation, whereas the symmetric and asymmetric key
algorithms we have discussed thus far were only concerned with confidentiality.

Hash functions

In order to provide these additional services, we need to introduce a new kind of
cryptographic algorithm: hash functions (also called message digests).

Where you can encrypt and decrypt with symmetric and asymmetric key
algorithms, hash functions only encrypt. This is why they are commonly referred
to as one-way functions. You can never recover the original message from a
hash function.

Also, hash functions are called “functions” because they take an input message
and produce an output. More precisely, they are used to index the original value
or key of a message or a block of data, and then are used later each time the
data associated with the value or key is to be retrieved. A secure hash function
has three main attributes:

1. It takes a message of any size and generates a small, fixed size block of data
from it (called a message digest). Re-executing the hash function on the
same source data will always yield the same resulting digest. This is called
the fingerprint of the message.

2. ltis not predictable in operation. That is to say, a small change in the source
message will have an unpredictably large effect on the final digest. Put
another way, even changing a single bit of the message changes half the bits
of the output, if you are using a good hash function.

3. ltis, for all intents and purposes, irreversible. In other words, there is no way
to derive the source data, given its digested form.
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What use, then, is a secure hash function? Well, its main function is to detect
whether a piece of data has been modified or not. These are used in combination
with RSA to generate a digital signature.

By digital signature, it is meant that by using a hash function, it is possible to
digitally sign a document and provide authentication without having to encrypt
the entire message.

There are two secure hash algorithms in common use. The most
widely-implemented is MD5, which was developed by RSA Data Security, Inc.
and is used in Notes. This generates a 128 bit digest from any length of input
data, and it is described in RFC1321.

The other algorithm that is becoming increasingly common is the US
government-developed Secure Hash Standard (SHS). This produces a 160 bit
digest, slightly larger than MD5.

Digital signature example

Let’s take a moment to show how digital signatures work. Figure 1-7 illustrates
the example. However, in this example, exchange is going from right to left and
not from left to right, like in the previous examples, because here Bob replies to
Alice’s messages.

public private

Alice key Bob key Bob Bob
v v
B « o ] | o

=7 A
— s

I — ey

"Have Fun" "Have Fun"

Figure 1-7 Digital signatures example

In our example, here is what happens, first on one end:
» Bob wants to reply to Alice's message.

» Bob composes a message intended for Alice (to keep this simple, the
message needn't be encrypted, so that we may focus solely on the digital
signature functionality).
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»

»

»

Bob computes a digest of his message.
Bob encrypts the digest with his private key.
Bob sends the message and encrypted digest.

On the other end:

>

»

Alice receives Bob's message and the encrypted digest (since they come
together, she proceeds to separate the digest from the message).

Alice computes a new digest of the message she received from Bob (since
the hash algorithm always computes the same value of the document).

Alice decrypts the digest with Bob's Public key (since there is a unique
relationship between Bob's Private and Public keys).

Alice compares the digest she computed with the digest she received.

Thus:

>

If the two digests match, then the message is: authentic (it came from Bob)
and has integrity (remember that one bit changed would change at least half
the bits of the digest).

This can be used for non-repudiation purposes as well. Because of the
unique relationship between Bob's Private and Public keys, Bob cannot claim
not having sent the message.

If the digests do not match, then either the message has been modified in
transit (it lacks integrity) or someone other than Bob has sent it (it is not
authentic and cannot be used for non-repudiation purposes).

Types of hash functions

Of special interest to us are a number of hash functions (also called
message-digest algorithms), which we describe here, namely MD5 and SHA-1.
We mention MD2, MD4, and SHA as well, for historic reference and to explain
the need for MD5 and SHA-1 to exist.

»

MD2 and MD5 are message-digest algorithms developed by Rivest, the “R” of
RSA. They are meant for digital signature applications where a large
message has to be “compressed” in a secure manner before being signed
with the private key. All these algorithms take a message of arbitrary length
and produce a 128-bit message digest. Description and source code for these
algorithms can be found in Internet RFCs 1319-1321. The Secure Hash
Algorithm (SHA), in contrast, is the algorithm specified in the Secure Hash
Standard (SHS, FIPS 180) and was developed by NIST.

MD2 was developed in 1989. The message is first padded so its length in
bytes is divisible by 16. A 16 byte checksum is then appended to the
message, and the hash value is computed on the resulting message. It was
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discovered that collisions for MD2 can be constructed if the calculation of the
checksum is omitted. This is the only cryptanalytic result known for MD2.

» MDS5 was developed in 1991. It is basically MD4 with “safety-belts,” and while
it is slightly slower than MD4, it is more secure. The algorithm consists of four
distinct rounds, which has a slightly different design from that of MD4.

» SHA-1 is a revision to SHA that was published in 1994; the revision corrected
an unpublished flaw in SHA. Its design is very similar to the MD4 family of
hash functions. SHA-1 is also described in the ANSI X9.30 (part 2) standard.
The algorithm takes a message of less than 264 bits in length and produces a
160-bit message digest. The algorithm is slightly slower than MDS5, but the
larger message digest makes it more secure against brute-force collision and
inversion attacks.

In regard to hash algorithms used, some questions are left begging, which we'd
like to address. If MD2 and MD5 are used, does this mean that there was an
MD1, MD3 and MD4? The answer is yes.

MD (the original Message Digest algorithm designed by RSADSI) was
proprietary and never published. MD3 was superseded by MD4 before it was
ever published or used. MD4 was created, but weaknesses were found in two of
its three rounds. It didn't break the algorithm, but made Ron Rivest sufficiently
nervous that he decided to strengthen it and thus, he created MD5, documented
in RFC 1321.

As well, if there is a SHA-1 was there a SHA-0? The answer here is also yes.
SHA is an NIST-standard hash function. It was invented by the NSA in 1993, and
is largely inspired by MD4. In 1995, the NSA modified the standard (the new
version is called SHA-1; the old version is now called SHA-0). The agency
claimed that the modification was designed to correct a weakness, although no
justification was given.

As well, you hear from time to time the term MAC being used in security circles
and in security-related discussions. In this context, a MAC (message
authentication code) is simply an encrypted hash. It should not be confused with
the Media Access Control Layer of the OSI 7-layer networking model.

Trusting digital signatures

Digital signatures are not perfect, since there are problems of proving “who”
signed, because trust is essentially placed on the computer digitally signing and
not the person.

If the computer is compromised or if the private key of the person is
compromised, it may be possible to impersonate that person and digitally sign in
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the place of that person. Thus, the signing component (machine, code, and so
forth) must be trusted.

Given the general security of the signing device (that is, the user’s computer) and
the practice of putting keys in escrow (where they are available, technically, to
the administrators and managers of the organization), digital signatures have
proven to have little legal value in a court of law. Thus, the trust in digital
signatures, at this time, should be balanced with an understanding of their
fallibility in matters of complete and absolute non-repudiation.

1.4.6 Public key certificates

We have seen how public key cryptography overcomes the problem of having to
pass a secret from sender to receiver. There is still a need to send a key, but now
it is a public key, that anyone can see because it is only useful to an attacker if he
also has the private key. However, this overlooks one crucial element of trust:
how can you be sure that the public key really came from who you think it came
from?

One answer is to only pass public keys to someone you know. Bob and Alice
have known each other for a long time (in fact, people have started to talk), so
they could share their public keys by exchanging diskettes. For normal cases,
however, you need some way to be sure that a public key is authentic.

The mechanism for doing this is the public key certificate. This is a data structure
containing a public key, plus details of the owner of the key, all digitally signed by
some trusted third party. Now when Alice wants to send Bob her public key she
actually sends a certificate. Bob receives the certificate and checks the
signature. As long as it has been signed by a certifier that he trusts, he can
accept that this really is Alice's key.

Certificates in real life are more complex than this. Descriptions of how they are
used in a variety of ways are in the detailed sections about SSL and Notes
security later in this Redbook.

1.4.7 Public key cryptographic standard

All these cryptographic tools and techniques are not much good without a set of
related, agreed-upon, standards to provide the basis for interoperability. These
are called Public Key Cryptographic Standards (PKCS).

PKCS is the set of informal inter-vendor standards developed in 1991 by RSA
Laboratories with representatives of Apple, Digital, Lotus, Microsoft, MIT,
Northern Telecom, Novell, and Sun. Since its publication in June 1991, PKCS
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has become a part of several standards and products, including Notes and
Domino.

These standards cover RSA encryption, Diffie-Hellman key agreement,
password-based encryption, extended-certificate syntax, cryptographic message
syntax, private-key information syntax, and certification request syntax, as well
as selected attributes.

The defined standards are:

» PKCS #1: RSA Encryption Standard

» PKCS #2: See the following note

» PKCS #3: Diffie-Hellman Key-Agreement Standard

» PKCS #4: See the following note

» PKCS #5: Password-Based Encryption Standard

» PKCS #6: Extended-Certificate Syntax Standard

» PKCS #7: Cryptographic Message Syntax Standard

» PKCS #8: Private-Key Information Syntax Standard

» PKCS #9: Selected Attribute Types

» PKCS #10: Certification Request Syntax Standard

» PKCS #11: Cryptographic Token Interface Standard

» PKCS #12: Personal Information Exchange Syntax Standard

» PKCS #13: Elliptic Curve Cryptography Standard

» PKCS #15 (Draft): Cryptographic Token Information Format Standard

Note: PKCS-2 and PKCS-4 have been incorporated into PKCS-1

Of particular interest to us in this redbook are PKCS #1, PKCS #7, PKCS #10,
PKCS#11, and PKCS #12.

PKCS #1 describes a method for encrypting data using the RSA public-key
cryptosystem. Its intended use is in the construction of digital signatures and
digital envelopes, which are described in PKCS #7. PKCS #1 also describes the
syntax for RSA public and private keys. The public key syntax of PKCS #1 is
identical to that of X.509.

PKCS #7 describes the Cryptographic Message Syntax Standard. It defines the
syntax for several kinds of cryptographically protected messages, including
encrypted messages and messages with digital signatures. PKCS #7 has
become the basis for the Secure Multipurpose Internet Mail Extension (SMIME)
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standard, which provides a uniform method of encrypting browser-based e-mail.
PKCS #7 has other applications, such as its use in PKCS #12.

PKCS #10 describes the syntax for certification requests. A certification request
consists of a distinguished name, a public key, and an added set of optional
attributes, which are all signed by the entity requesting certification. Certification
requests are sent to a certification authority who transforms the request into an
X.509 public-key certificate.

PKCS #12 describes an import/export syntax for personal identity information,
including private keys, certificates, miscellaneous secrets, and extensions.
Applications such as web browsers support this standard, which allows a user to
import and export a single set of identity information. This standard also comes
to the aid of importing and exporting data from smart cards and smart tokens.

Complete information on PKCS, including a detailed description of each
standard, can be found at the RSA site at the following URL:

http://www.rsasecurity.com/products/bsafe/whitepapers/IntroToPKCSstandards.pdf

This is part of the excellent, broader, FAQ maintained by RSA Security Inc., titled
“RSA Laboratories’ Frequently Asked Questions About Today's Cryptography,
Version 4.1,” available at the following URL:

http://www.rsasecurity.com/rsalabs/faq/index.html

1.5 Summary

In this chapter, we have gone through the basics of IT security and have covered
the necessary basic topics which are fundamental for us to move confidently
through the rest of the redbook.

What we covered are the following topics:

» Basic IT Security terminology, including defining basic concepts such as a
computer system, a computer network, an IT infrastructure, computer
security, and information classification.

» Computer security services, including the meaning of data integrity,
confidentiality, identification and authentication, access control, and
non-repudiation.

» Cryptographic techniques, including defining cryptography and discussing
symmetric key algorithms, asymmetric key algorithms, the hybrid solution,
digital signatures, public key certificates, and public key cryptographic
standards.
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We are now ready to examine the recipes for designing a proper security
infrastructure, which are security methodologies. These methodologies are
covered in complete details in the next chapter and will build upon the knowledge
you have acquired in the present chapter.
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Security methodologies

In this chapter we look at the processes and procedures for implementing an
overall security infrastructure, from beginning to end. This is a complex
undertaking since it generally involves many people and many functional areas of
the IT infrastructure, and it must also address many security needs and
concerns.

We first look at exactly what is important when considering the implementation of
security measures in an organization, in general areas of concern.

We then look at what exists to help security practitioners: there are a number of
different approaches that can be used to achieve the objective of enterprise-wide
security. These are generally referred to as methodologies. Some are
vendor-specific, some are considered standards. In this chapter we explain their
contents and their scope.

With all this done, we complete the chapter by reviewing a sample methodology
that will put this information into a practical context. We do this to provide the
perspective needed to understand the ramifications of implementing
enterprise-wide security.
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2.1 Approaches to IT security

Before we can delve into the methodologies, it’s important to understand what
lies at their core (that is, the principles, goals, and objectives of IT security).

2.1.1 Some definitions

44

In addition to the definitions provided in the previous chapter, more terminology
must be clearly understood before the reader can fully appreciate the material in
this chapter.

In particular, the distinction between a threat and a risk must be clearly identified.
In short, threats generate risks, which need to be mitigated. The degree to which
these risks can be mitigated depends on a lot of factors. All this is covered in due
time, but first, let's consider our definitions.

Threat

The word threat takes its root from the Old English work thrat, which means
oppression. There are three modern definitions for the word:

1. An expression of an intention to inflict pain, injury, evil, or punishment.

2. An indication of impending danger or harm.

3. One that is regarded as a possible danger; a menace.

For the purposes of this redbook, and in the context of the methodologies that we

cover, we retain the last definition: a threat is basically a possible danger or
harm, in one word, a menace.

Risk

The word risk has a number of definitions, not all of which apply because of the
context in which we use the word. Here are the modern-day definitions that apply
to the purposes of this chapter:

1. The possibility of suffering harm or loss; danger.

2. Afactor, thing, element, or course involving uncertain danger; a hazard, as in:
“the usual risks of the desert: rattlesnakes, the heat, and lack of water” (Frank
Clancy).

3. To expose to a chance of loss or damage; to incur the danger of, as in: “His
action risked a sharp reprisal.”
Add to that the idiom, at risk, which has this definition:

» In an endangered state, especially from lack of proper care, as in:
“unsupervised children who are at risk of dropping out of school”
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In our discussion, risk has all of these meanings. It is the possibility of suffering
harm (definition 1); the factor or thing presenting danger, the hazard (definition
2); and also the exposure to the possibility of loss or damage (definition 3).

For an IT department, risk is the danger or probability of loss of reputation,
sensitive information, or the ability to continue doing business. It is also the
quantity of each, including sums of money related to those that a company
stands to lose.

A comprehensive portion of your security policy deals with the manner in which
you manage the risks faced by your company's computer system.

Often, companies and their IT personnel do not understand the nature of those
risks. With all the hype in the media (both printed and electronic), they assume
that the real danger comes from the Internet and from people outside of the
company.

After all, the portrait that is constantly painted of these individuals is that they are
poorly dressed Generation X'ers who have nothing better to do in life than to
scour the Internet trying to find vulnerable systems to attack, penetrate, and
maliciously destroy or corrupt. A prime example of this characterization can be
found in Clifford Stohl's excellent, and totally true, novel The Cuckoo's Egg:
Tracking a Spy Through the Maze of Computer Espionage (Mass Market
Paperback Reprint edition, July 1995, Pocket Books, ISBN: 0671726889). In this
story, the cracker in question is young, wears jeans, and wreaks havoc left and
right, using the computer systems of one company as the springboard to attack
the systems of other companies and organizations.

Therefore, upper-level managers at various companies believe that if they
properly secure their computer system from people on the outside of the
company and shield access from the Internet, they have effectively secured their
computer system, at which point they can cease the work of hardening and
securing the system and finally sleep soundly at night.

Bad news: this view of the computer security world is incorrect and shortsighted
at the same time. The sad reality is that many companies have suffered and died
from attacks perpetrated by insiders, meaning people working for the company.
These are usually attacks by disgruntled employees who use the newly acquired
information to their advantage.

You should therefore make sure that your computer security policy includes the
necessary safeguards to protect information from people on both sides of the
virtual security fence.
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With your security policy in hand, which provides you with an understanding of
the security threats and risks involved, you will have an idea of the measures you
must adopt to secure your sensitive information.

At this point, you are ready to design your computer security architecture and
implement the computer security services.

2.1.2 Risk mitigation

46

We are now ready to move on to risk mitigation. This is the single most
important objective in any work that involves the implementation of security. By
mitigation, we mean anything that reduces something of a negative nature. In
this case, what we wish to reduce is the risks faced by an IT system as we have
defined it.

The kind of organization in which security is being implemented is irrelevant to
this discussion since all organizations and their IT systems face some form of
risk, and all should strive for the maximum amount of security possible. (It is true
that some organizations are more at risk than others, but we leave that
consideration to later in this book.)

In order for risk mitigation (and the implementation of the security architecture) to
be successful, it is imperative that the overall enterprise security policy be the
responsibility of the top managers of the organization. They have to decide
where the major security risks for their type of business lie and how to proceed
from there.
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Figure 2-1 Risk categorization

As Figure 2-1 illustrates, by having a proper security policy in place that is
championed by the top managers in the organization, it is possible to categorize
the risks and reduce them effectively to a specific level, called residual risk,
which is the amount of risk the organization is willing and able to live with.

It is important to understand that there will always be a certain amount of
uncertain risk. There are two reasons for this:

» The first is that there is only so much money an organization is capable (and
willing) to pay to combat all identified risks. Depending on the nature of the
risk, some may not be worth the expenditure to address. We explain this
further in our sample methodology.

» The second is unknown unknowns. In matters of learning and knowledge,
there are four basis categories of knowledge:

— What is known to be known (for example, you know that the earth is in the
solar system).

— What is known to be unknown (you known that you don’t really known
what lays beyond our solar system).

— What is unknown to be known (you probably didn’t know that gravity
travels at the speed of light, despite observing it every day).

— What is unknown to be unknown (that is, not knowing that you don’t know
a specific thing or concept).
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The same thing goes for security. What made distributed denial-of-service
attacks effective at first was that people trying to combat them knew about the
vulnerabilities in TCP/IP that could be used to mount a denial-of-service attack
(such as SYN Floods), but they didn’t know that, through the power of distributed
computing, machines connected to the Internet could be infected with a special
kind of software that caused them to act as zombies and mount a coordinated
denial-of-service attack which is several orders of magnitude worse than a simple
denial-of-service attack. Worse, these people didn’t even known that they didn’t
know this, so they could not plan for it as part of the security policy and the
resulting security architecture.

Because attackers will always find new ways of attacking, there will always be
some residual risk. Ideally, a proper security methodology will help us do a
thorough security review and implement an appropriate security infrastructure.
Before we go into this, we first complete our review of the basic steps of IT
security (more complex models and methods will follow).

Looking back at Figure 2-1, mitigating risks involves a set of specific steps.

1. Analyze the major risks for the organization you are trying to secure so that
you can define procedures that will help prevent these risks from happening.

2. Define a security policy to deal with assets for which it is not possible to
prevent malicious actions without putting one or more protective measures in
place.

3. In situations where protective measures are overcome, have in place an
emergency response plan (generally called an Incident Handling procedure)
that tells you what to do in those cases.

4. Finally, because all those problems are not solved just by defining a security
policy, but only by investing money for certain activities and countermeasures,
it is the final call of senior management as to what residual risk can be
accepted. Insurance carriers can provide coverage for these residual risks.

The rate at which risk can be reduced by defining and applying a security policy
varies on a case-by-case basis; our figure is for illustration purposes only.

2.1.3 The human element

48

To complete our review of the basics, let's consider the most common cause of
security problems: people.

People, and not necessarily the technology in place, are the cause of security
problems in the long run. Generally, security is compromised when employees
make mistakes or perform activities that lay outside of their realm of permissions.
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The actual threat from hackers and viruses is much smaller than most people
would anticipate.

Figure 2-2 highlights to what degree the employees in an organization affect
overall security. Over 80% of security incidents are caused by insiders (the
employees of the organization), in contrast to less than 20% for viruses and
outsider attacks. And of that 80% of the problems generated internally, it is
interesting to note that 55% are caused by employees who are not specifically
intending to cause damage.

Having policies and procedures in place will help you address your risks.
However, they will not directly cover all human factor errors. Managing your
security and auditing it will allow you to perform checks, and discover some
errors and correct them. However, by the time they are discovered, some errors
may have already caused a security breach.

Outsider Attacks

Viruses

Disgruntled
Employees

Dishonest

Employees_— Human Errors

Figure 2-2 Insider attacks and other threats

An important, but often overlooked aspect of the human factors, is the way
system administrators manage and implement the security infrastructure and
follow security procedures.

Many systems are compromised because of system administrators that don’t
patch the servers in the organization properly, and let them become vulnerable to
known exploiters.

Another important issue is the management of user accounts and access rights.
Even today, communication about a new employee or one changing from one
department to another is still being implemented using mail or paper. These
steps, with a lot of human interaction, are error-prone processes that can easily
lead to assigning access rights that are too high, or are the wrong ones, or even
keeping an account alive for somebody who left the organization a long time ago.
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There are ways to mitigate the human factor risks, such as those we just
described. These risk mitigation techniques are incorporated into most
methodologies, including our sample methodology, all of which are discussed
later in this chapter.

2.1.4 Selecting a methodology

By now, it should be evident that using a security methodology is the best way to
ensure organization-wide security and implement it properly.

Thanks to a continual evolution and improvement of security practices, a number
of established methodologies have been created, improved, and made available
from vendors, as well as from standards bodies and international organizations.
Each offers a specific approach for implementing enterprise-wide security.

Depending on the particular security needs of the organization implementing
security, one approach may seem more appropriate than another. It is for the
reader to determine which one suits best the specific needs of the organization
whose systems are to be secured. The goal of the present section and the
subsequent ones is to provide an overview of some of these methodologies and
a description of what their offer. With this in mind, let’s look at the first
methodology, 1ISO17799.

2.2 1ISO17799

50

ISO17799 is produced by the International Organization for Standardization
(ISO), which is a network of the national standards institutes of 146 countries, on
the basis of one member per country, with a Central Secretariat in Geneva,
Switzerland, that coordinates the system.

ISO is a non-governmental organization: its members are not, as is the case in
the United Nations system, delegations of national governments. Nevertheless,
ISO occupies a special position between the public and private sectors. This is
because, on the one hand, many of its member institutes are part of the
governmental structure of their countries, or are mandated by their government.
On the other hand, other members have their roots uniquely in the private sector,
having been set up by national partnerships of industry associations.

Therefore, ISO is able to act as a bridging organization in which a consensus can
be reached on solutions that meet both the requirements of business and the
broader needs of society, such as the needs of stakeholder groups like
consumers and users.
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The Web site for ISO is:
http://www.iso.org

The ISO 17799 standard (more specifically identified as ISO/IEC 17799:2000) is
officially titled “Information technology — Code of practice for information security
management.” It is a monolingual (that is, English only) 71-page document
available from the International Organization for Standardization. The document
itself can be downloaded for a fee at the following URL:

http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=33441&IC
S1=35&ICS2=40&ICS3=

This methodology is a comprehensive set of controls comprising best practices
in information security and organized into two parts. The first part is a code of
practice [ISO17799]. The second part is a specification for an information
security management system [BS7799-2]

ISO 17799 is an internationally recognized generic information security standard
whose purpose is to give recommendations for information security management
for use by those who are responsible for initiating, implementing, or maintaining
security in their organization. It is intended to provide a common basis for
developing organizational security standards and effective security management
practice, and to provide confidence in inter-organizational dealings.

2.2.1 Some history

ISO17799 has quite a history. It was first published as DTl Code of Practice in
the United Kingdom (UK), and then renamed and published as Version 1 of

BS 7799 in February 1995. However, BS 7799 was not widely embraced for a
number of reasons, chief among them being its lack of flexibility, which made it
difficult to taylor to the specific circumstances of the organizations trying to use it
to secure their IT infrastructure.

In light of this lukewarm acceptance by the IT security community, a major
revision of BS 7799 was undertaken, resulting in Version 2, which was published
in May 1999. However, the fact that the ISO and BS standard names have the
same last 4 digits has caused great confusion. We hope to clear this up with the
following explanation.

BS 7799 is a two-part security management standard that was developed by the
British Standards Institution (BSI) and that has been used extensively in the
United Kingdom, under sponsorship of the UK government. The two parts of

BS 7799 are:

» 7799-1 (Part 1): Code of Practice for Information Security Management, is a
UK national standard for a code of practice for information security
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management. BS 7799-1 is not a specification for an organizational
information security management program, which they refer to as an
“Information Security Management System” (ISMS). Therefore, BS 7799-1
cannot be used for certification purposes. Note that the current version of
ISO/IEC 17799 (prior to its planned immediate revision) is entirely based on
BS7799-1.

» 7799-2 (Part 2): Specification for Information Security Management Systems,

a supporting checklist of security controls. The UK considers that BS 7799-2
is a specification for an ISMS and could be used as the basis for accredited
certification. This document has no direct relationship to ISO/IEC 17799.

In order to make the BS 7799 methodology broader and available to a greater
international audience, formal certification and accreditation schemes were
launched in 1999 and a fast track ISO initiative was introduced, resulting in the
first ISO standard in December 2000 and part 2 being published in 2002. The
ISO 17799 Toolkit was published also in 2002.

ISO 17799 has now established itself as the major standard for information
security. Many organizations have embarked upon the process of getting full
certification under the ISO methodology, with a number already fully certified.

2.2.2 What ISO 17799 contains

52

ISO 17799 is a detailed security standard that provides a code of practice for
information security management. However, it's important to understand that as
a general organizational information security management guide, ISO 17799 is
not intended to give definitive details or “how-to’s.” Rather, it addresses topics in
terms of policies and general good practices. The document specifically identifies
itself as “a starting point for developing organization-specific guidance.” It states
that not all of the guidance and controls it contains may be applicable and that
additional controls not contained may be required. Given such caveats, the
document is organized into ten major sections, each briefly covering a different
topic or area. The sections and their objectives are as follows:

1. Business Continuity Planning

To counteract interruptions to business activities and to critical business
processes from the effects of major failures or disasters

2. System Access Control

To control access to information; prevent unauthorized access to information
systems; ensure the protection of networked services; prevent unauthorized
computer access; detect unauthorized activities; ensure information security
when using mobile computing and tele-networking facilities
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. System Development and Maintenance

To ensure security is built into operational systems; prevent loss, modification,
or misuse of user data in application systems; protect the confidentiality,
authenticity, and integrity of information; ensure IT projects and support
activities are conducted in a secure manner; maintain the security of
application system software and data

. Physical and Environmental Security

To prevent unauthorized access, damage, and interference to business
premises and information; to prevent loss, damage, or compromise of assets
and interruption to business activities; to prevent compromise or theft of
information and information processing facilities.

. Compliance

To avoid breaches of any criminal or civil law, statutory, regulatory, or

contractual obligations, and of any security requirements; ensure compliance
of systems with organizational security policies and standards; maximize the
effectiveness of and minimize interference to/from the system audit process.

. Personnel Security

To reduce risks of human error, theft, fraud, or misuse of facilities; ensure that
users are aware of information security threats and concerns, and are
equipped to support the corporate security policy in the course of their normal
work; minimize the damage from security incidents and malfunctions and
learn from such incidents

. Security Organization

To manage information security within the company; maintain the security of
organizational information processing facilities and information assets
accessed by third parties; maintain the security of information when the
responsibility for information processing has been outsourced to another
organization

. Computer and Network Management

To ensure the correct and secure operation of information processing
facilities; minimize the risk of systems failures; protect the integrity of software
and information; maintain the integrity and availability of information
processing and communication; ensure the safeguarding of information in
networks and the protection of the supporting infrastructure; prevent damage
to assets and interruptions to business activities; prevent loss, modification, or
misuse of information exchanged between organizations

. Asset Classification and Control

To maintain appropriate protection of corporate assets and ensure that
information assets receive an appropriate level of protection
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10.Security Policy
To provide management direction and support for information security

Finally, with each section, there are detailed statements that comprise the
standard.

2.2.3 What ISO 17799 doesn’t contain

ISO 17799 provides general guidance on the wide variety of topics listed above,
but typically does not go into depth. It takes the “broad brush” approach.

ISO 17799 thus does not provide definitive or specific material on any security
topic, and it does not provide enough information to support an in-depth
organizational information security review, or to support a certification program.
However, ISO 17799 can be useful as a high-level overview of information
security topics that can help senior management to understand the basic issues
involved in each of the topic areas.

2.3 Common Criteria (International Standard 15408)
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The Common Criteria for Information Technology Security Evaluation (CC)
defines general concepts and principles of IT security evaluation and presents a
general model of evaluation. It presents constructs for expressing IT security
objectives, for selecting and defining IT security requirements, and for writing
high-level specifications for products and systems.

The CC represents the outcome of a series of efforts to develop criteria for
evaluation of IT security that are broadly useful within the international
community. In the early 1980s the Trusted Computer System Evaluation Criteria
(TCSEC) was developed in the United States. In the early 1990s Europe
developed the Information Technology Security Evaluation Criteria (ITSEC) built
upon the concepts of the TCSEC. In 1990 the Organization for Standardization
(ISO) sought to develop a set of international standard evaluation criteria for
general use. The CC project was started in 1993 to bring all these (and other)
efforts together into a single international standard for IT security evaluation. The
new Criteria was to be responsive to the need for mutual recognition of
standardized security evaluation results in a global IT market. Figure 2-3 shows
the roadmap to the Common Criteria.
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Figure 2-3 Roadmap to the Common Criteria

The benefits of the Common Criteria is that is provides a measure of confidence
in the security of a product, system, or service. The Common Criteria can be
used to build such confidence by providing a means to quantify or measure the
extent to which security has been assessed in an internationally standard way.
The use of the standard can assist an organization in understanding its IT
security requirements and specifications.

In terms of its contents, the Common Criteria is presented as a set of distinct but
related parts, namely:

» Part 1, Introduction and general model, is the introduction to the Common
Criteria. It defines general concepts and principles of IT security evaluation
and presents a general model of evaluation. Part 1 also presents constructs
for expressing IT security objectives, for selecting and defining IT security
requirements, and for writing high-level specifications for products and
systems. In addition, the usefulness of each part of the CC is described in
terms of each of the target audiences.

» Part 2, Security functional requirements, establishes a set of security
functional components as a standard way of expressing the security
functional requirements for Targets of Evaluation (TOEs). Part 2 catalogues
the set of functional components, families, and classes.
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» Part 3, Security assurance requirements, establishes a set of assurance
components as a standard way of expressing the assurance requirements for
TOEs. Part 3 catalogues the set of assurance components, families, and
classes. It also defines evaluation criteria for Protection Profiles (PPs) and
Security Targets (STs) and presents evaluation assurance levels that define
the predefined CC scale for rating assurance for TOEs, called the Evaluation
Assurance Levels (EALSs).

In support of the three parts of the CC listed here, some other types of
documents have been published, some being guidance documents. Other
documents are planned for publication, including technical rationale material and
guidance documents.

Complete information on the Common Criteria, including copies of the Common
Criteria documents (available as PDF files), are available at the following URL:

http://www.commoncriteria.org/

Even though the Common Criteria has some very useful information, we will
nonetheless look at other methodologies and utilize some of their contents. We
recommend that you take the time to read further on the Common Criteria and
assess the suitability of using it to address specific security requirements and
needs unique to your organization.

2.4 Method for Architecting Secure Solutions (MASS)

IBM has a method used by IBM Global Services (IGS) employees for security
architecture engagements. It is call the Method for Architecting Secure Solutions
(MASS). It helps analyze and categorize security-related problems and
discussion in today’s e-business driven enterprise IT infrastructures. The
contents of this section were originally posted in a special edition of the IBM
Systems Journal on End-to-End Security, Volume 40, No 3. The article is
available at the following URL:

http://www.research.ibm.com/journal/sj/403/whitmore.html

2.4.1 Problem statement
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A systematic approach for applying security throughout information technology
solutions is necessary in order to ensure that all reasonable measures are
considered by designers, and that the resulting computing systems will function
and can be operated in a correct and reliable manner.
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In IBM Global Services, the requirement for a method for designing secure
solutions is driven from several perspectives:

1. There is a need to “grow” the community of IT architects with a shared
security focus;

2. There is a need to create synergy among the several technical disciplines
within the IT architect profession relative to security issues;

3. There is a need to develop consistent designs because many businesses and
organizations have similar security and privacy compliance requirements
based upon statute, regulation, and industry affiliation, and many enterprises
are multinational, with geographically diverse installations operating under
similar security policies and practices.

To be effective, the resulting method should use existing security paradigms,
integrate with other information technology architectures, and work with today's
technologies.

A logical and systematic technique for designing secure solutions has potential
value beyond IBM Global Services:

» To individuals, by fostering trust within computing environments that would
otherwise be suspect;

» To information technology professionals, by promoting rigor within an
emerging discipline of computing science;

» To enterprises, by providing a technical standard with which the effectiveness
of information technology designs, and designers, can be evaluated.

2.4.2 Analysis

Information technology architects rely on a wide range of techniques, tools, and
reference materials in the solution design process. The results of a design
activity may include an operational computing system or a set of documents that
describe the system to be constructed from one or more viewpoints and at
different levels of granularity. The documents provide a visualization of the
system architecture.

To arrive at a system architecture, architects may use personal experience, or
they may rely upon documented systematic procedures or methods. In addition
to methods, architects refer to prior work and employ data collection techniques
to define the problem space and the solution space. Reference materials can
include a taxonomy of the problem space, a catalog of solution requirements,
and documented models, patterns, or integrated solution frameworks. In general,
as the definition of a given problem space matures, the taxonomy of the solution
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requirements stabilizes. This leads to well-defined reference models, proven
solution frameworks, and mature solution design methods.[3]

IT security architecture fits this model for limited problem spaces such as
securing a network perimeter, where a set of solution requirements can be
defined. A solution framework can be constructed for an enterprise firewall, and a
solution architecture can be documented using known reference models for
“demilitarized zones.” IT security does not, in general, fit this model, because:

1. The security problem space has not stabilized in that the number and type of
threats continue to grow and change;

2. Existing security solution frameworks take a limited view of the problem
space, as with firewalls[4] and network-level security;[5]

3. Methods for creating security solution architectures are generally confined to
the defined solution frameworks. For ill-defined problem spaces like IT
security, the path to maturity of models and methods requires a different
approach.[3]

Security-specific taxonomies, models, and methods

ISO (International Organization for Standardization) 7498-2[6] is a widely
referenced document associated with IT security solution design. Its purpose is
to extend the applicability of the seven-layer OSI (Open Systems
Interconnection) system model to cover secure communication between
systems. Section 5 of this document describes a set of security services and
mechanisms that could be invoked at the appropriate layer within the OSI system
model, in appropriate combinations to satisfy security policy requirements.
Section 8 documents the need for ongoing management of OSI security services
and mechanisms, to include management of cryptographic functions, network
traffic padding, and event handling.

Many security practitioners use the OSI security services--authentication, access
control, data confidentiality, data integrity, and non-repudiation--as the complete
taxonomy for the security requirements for IT solutions. However, the preamble
of ISO 7498-2 specifically states that “ ... OSI security is not concerned with
security measures needed in end systems, installations, and organizations,
except where these have implications on the choice and position of security
services visible in OSI. These latter aspects of security may be standardized but
not within the scope of OSI Recommendations.”
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Security evaluation criteria: Agencies and standards bodies within
governments of several nations have developed evaluation criteria for security
within computing technology. In the United States the document has the
designation “Trusted Computer System Security Evaluation Criteria,” or
TCSEC. The European Commission has published the Information
Technology Security Evaluation Criteria, also known as ITSEC, and the
Canadian government has published the Canadian Trusted Computer Product
Evaluation Criteria, or CTCPEC. In 1996, these initiatives were officially
combined into a document known as the Common Criteria, or CC.[7] In 1999
this document was approved as a standard[7-9] by the International
Organization for Standardization. This initiative opens the way to worldwide
mutual recognition of product evaluation results.

Common Criteria

Common Criteria provide a taxonomy for evaluating security functionality through
a set of functional and assurance requirements. The Common Criteria include 11
functional classes of requirements:

» Security audit;

» Communication;

» Cryptographic support;

» User data protection;

» Identification and authentication;

» Management of security functions;

» Privacy;

» Protection of security functions;

» Resource utilization;

» Component access;

» Trusted path or channel.

These 11 functional classes are further divided into 66 families, each containing
a number of component criteria. There are approximately 130 component criteria
currently documented, with the recognition that designers may add additional
component criteria to a specific design. There is a formal process for adopting

component criteria through the Common Criteria administrative body, which can
be found at:

http://www.commoncriteria.org

Governments and industry groups are developing functional descriptions for
security hardware and software using the Common Criteria. These documents,
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known as protection profiles,[10] describe groupings of security functions that are
appropriate for a given security component or technology. The underlying
motivations for developing protection profiles include incentives to vendors to
deliver standard functionality within security products and reduction of risk in
information technology procurement. In concert with the work to define protection
profiles, manufacturers of security-related computer software and hardware
components are creating documentation that explains the security functionality of
their products in relation to accepted protection profiles. These documents are
called “security targets.” Manufacturers can submit their products and security
targets to independently licensed testing facilities for evaluation in order to
receive compliance certificates.

Common Criteria as a taxonomy for requirements/solutions
The security requirements defined within the Common Criteria have international
support as “best practices.” Common Criteria are intended as a standard for
evaluation of security functionality in products. They have limitations in describing
end-to-end security--because the functional requirements apply to individual
products, their use in a complex IT solution is not intuitive.[11] Protection profiles
aid in the description of solution frameworks, although each protection profile is
limited in scope to the specification of functions to be found in a single hardware
or software product.

Common Criteria as a reference model

The Common Criteria introduce few architectural constructs:[8] the target of
evaluation, or TOE, represents the component under design; and the TOE
security functions document, or TSF, represents that portion of the TOE
responsible for security. Under Common Criteria, the system or component
under consideration is a “black box”; it exhibits some security functionality and
some protection mechanisms for the embedded security functions.

Summary of analysis

For well-understood problem spaces, methods document the prior work and
provide best practices for future analysis. For changing problem spaces such as
IT security, methods can only postulate a consistent frame of reference for
practitioners in order to encourage the development of future best practices. With
time and experience the methods and models associated with IT security will
mature.

The Common Criteria document has important value to the security community,
given its history and acceptance as a standard for security requirements
definition, and its linkage to available security technologies through documented
protection profiles and security targets. Common Criteria do not provide all of the
guidance and reference materials needed for security design.
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To develop an extensible method for designing secure solutions, additional work
is required to develop:

1. A system model that is representative of the functional aspects of security
within complex solutions;

2. A systematic approach for creating security architectures based on the
Common Criteria requirements taxonomy and the corresponding security
system model

2.4.3 System model for security

Eberhardt Rechtin suggests an approach for developing an architecture,
differentiating between the “system” (what is built), the “model” (a description of
the system to be built), the “system architecture” (the structure of the system),
and the “overall architecture” (an inclusive set consisting of the system
architecture, its function, the environment within which it will live, and the process
used to build and operate it).

For the purposes of this project, the type of IT solutions addressed is consistent
with a networked information system (NIS). Furthermore, the overall architecture
is represented by the security architecture found within an NIS, and the security
architecture is represented by the structure of a security system model. With a
generalized system model for security in an NIS environment, architects could
create instances of the system model, based upon detailed functional and risk
management requirements. Rechtin outlines the steps for creating a model as
follows:

1. Aggregating closely related functions;
2. Partitioning or reducing the model into its parts;

3. Fitting or integrating components and subsystems together into a functioning
system.

The security system model will be represented by the aggregation of security
functions, expressed in terms of subsystems and how the subsystems interact.
The security-related functions within an NIS can be described as a coordinated
set of processes that are distributed throughout the computing environment. The
notion of distributed security systems, coordinated by design and deployment,
meets the intuitive expectation that security within an NIS should be considered
pervasive. In an NIS environment, security subsystems must be considered as
abstract constructs in order to follow Rechtin's definition.

For this project, Common Criteria were considered to be the description of the
complete function of the security system model. The classes and families within
the Common Criteria represent an aggregation of requirements; however, after
careful review, it was determined that the class and family structures defined
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within Common Criteria do not lend themselves to be used as part of a taxonomy
for pervasive security. The aggregation is more reflective of abstract security
themes, such as cryptographic operations and data protection, rather than
security in the context of IT operational function. To suit the objective of this
project, the Common Criteria functional criteria were re-examined and
re-aggregated, removing the class and family structures. An analysis of the 130
component-level requirements in relation to their function within an NIS solution
suggests a partitioning into five operational categories: audit, access control, flow
control, identity and credentials, and solution integrity. A summary mapping of
CC classes to functional categories is provided in Table 2-1 on page 62.

Table 2-1 Placing Common Criteria classes in functional categories

Functional category | Common criteria functional class

Audit Audit, component protection, resource utilization

Access control Data protection, component protection, security
management, component access, cryptographic
support, identification and authentication,
communication, trusted path/channel

Flow control Communication, cryptographic support, data
protection, component protection, trusted
path/channel, privacy

Identity/credentials | Cryptographic support, data protection, component
protection, identification and authentication,
component access, security management, trusted
path/channel

Solution integrity Cryptographic support, data protection, component
protection, resource utilization, security management

While redundancy is apparent at the class level, there is only a small overlap at
the family level of the hierarchy defined within Common Criteria and below. Much
of the overlap represents the intersection of function and interdependency
among the categories.

2.4.4 Security subsystems

62

The component-level guidance of Common Criteria documents rules, decision
criteria, functions, actions, and mechanisms. This structure supports the
assertion that the five categories described in Table 2-1 on page 62 represent a
set of interrelated processes, or subsystems, for security. The notion of a security
subsystem has been proposed previously; the authors of Trust in Cyberspace
described functions within operating system access control components as
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belonging to a decision subsystem or an enforcement subsystem. The five
interrelated security subsystems proposed here and depicted in Figure 2-4 on
page 63, expand the operating system-based concept and suggest that function
and interdependency of security-related functions, beyond centralized access
control, can be modeled as well.

Figure 2-4 IT Security processes and subsystems

A brief description of each of the five security subsystems, along with further
detail of the aggregation of CC component-level criteria within each subsystem,
is now provided. The subsystem diagrams are represented as parts of a
closed-loop control system showing the internal processes that each performs,
along with its external interfaces. In this representation, each subsystem consists
of a managing process with a default idle state and several execution paths that
can be invoked either by an asynchronous request signaled by another security
subsystem or by a synchronized request from a non-security process.
Complementary representations composed of component views and interaction
diagrams for the subsystems are being developed.

Chapter 2. Security methodologies 63



64

Security audit subsystem

The purpose of the security audit system in an IT solution is to address the data
collection, analysis, and archival requirements of a computing solution in support
of meeting the standards of proof required by the IT environment. A security audit
subsystem is responsible for capturing, analyzing, reporting, archiving, and
retrieving records of events and conditions within a computing solution. This
subsystem can be a discrete set of components acting alone, or a coordinated
set of mechanisms among the several components in the solution. Security audit
analysis and reporting can include real-time review, as implemented in intrusion
detection components, or after-the-fact review, as associated with forensic
analysis in defense of repudiation claims. A security audit subsystem may rely
upon other security subsystems in order to manage access to audit-related
systems, processes, and data, control the integrity and flow of audit information,
and manage the privacy of audit data. From Common Criteria, security
requirements for an audit subsystem would include:

» Collection of security audit data, including capture of the appropriate data,
trusted transfer of audit data, and synchronization of chronologies;

» Protection of security audit data, including use of time stamps, signing events,
and storage integrity to prevent loss of data;

» Analysis of security audit data, including review, anomaly detection, violation
analysis, and attack analysis using simple heuristics or complex heuristics;

» Alarms for loss thresholds, warning conditions, and critical events.

The closed loop process for a security audit subsystem is represented in
Figure 2-5 on page 65.
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Figure 2-5 Security audit subsystem processes

Solution integrity subsystem

The purpose of the solution integrity subsystem in an IT solution is to address the
requirement for reliable and correct operation of a computing solution in support
of meeting the legal and technical standard for its processes. A solution integrity
subsystem can be a discrete set of components or a coordinated set of
mechanisms among the several components in the solution. The solution
integrity subsystem may rely upon the audit subsystem to provide real-time
review and alert of attacks, outages, or degraded operations, or after-the-fact
reporting in support of capacity and performance analysis. The solution integrity
subsystem may also rely upon the other subsystems to control access and flow.
From Common Criteria, the focus of a solution integrity subsystem could include:

» Integrity and reliability of resources;

» Physical protections for data objects, such as cryptographic keys, and
physical components, such as cabling, hardware, etc.;
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»

Continued operations including fault tolerance, failure recovery, and
self-testing;

Storage mechanisms; cryptography and hardware security modules;
Accurate time source for time measurement and time stamps;
Prioritization of service via resource allocation or quotas;

Functional isolation using domain separation or a reference monitor;
Alarms and actions when physical or passive attack is detected.

The closed loop process for a solution integrity subsystem is represented in
Figure 2-6 on page 66.

Figure 2-6 Integrity subsystem processes
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Access control subsystem

The purpose of an access control subsystem in an IT solution is to enforce
security policies by gating access to, and execution of, processes and services
within a computing solution via identification, authentication, and authorization
processes, along with security mechanisms that use credentials and attributes.
The credentials and attributes used by the access control subsystem along with
the identification and authentication mechanisms are defined by a corresponding
credential subsystem. The access control subsystem may feed event information
to the audit subsystem, which may provide real-time or forensic analysis of
events. The access control subsystem may take corrective action based upon
alert notification from the security audit subsystem. From Common Criteria, the
functional requirements for an access control subsystem should include:

» Access control enablement;
» Access control monitoring and enforcement;

» Identification and authentication mechanisms, including verification of
secrets, cryptography (encryption and signing), and single- vs. multiple-use
authentication mechanisms;

» Authorization mechanisms, to include attributes, privileges, and permissions;

» Access control mechanisms, to include attribute-based access control on
subjects and objects and user-subject binding;

» Enforcement mechanisms, including failure handling, bypass prevention,
banners, timing and time-out, event capture, and decision and logging
components.

The closed loop process for an access control subsystem is represented in
Figure 2-7 on page 68.
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Figure 2-7 Access control and subsystem processes

Information flow control subsystem

The purpose of an information flow control subsystem in an IT solution is to
enforce security policies by gating the flow of information within a computing
solution, affecting the visibility of information within a computing solution, and
ensuring the integrity of information flowing within a computing solution. The
information flow control subsystem may depend upon trusted credentials and
access control mechanisms.

This subsystem may feed event information to the security audit subsystem,
which may provide real-time or forensic analysis of events. The information flow
control subsystem may take corrective action based upon alert notification from
the security audit subsystem. From Common Criteria, an information flow control
subsystem may include the following functional requirements:
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» Flow permission or prevention;
» Flow monitoring and enforcement;

» Transfer services and environments: open or trusted channel, open or trusted
path, media conversions, manual transfer, import to or export between
domains;

» Mechanisms observability: to block cryptography (encryption);
» Storage mechanisms: cryptography and hardware security modules;

» Enforcement mechanisms: asset and attribute binding, event capture,
decision and logging components, stored data monitoring, rollback, residual
information protection and destruction.

The closed loop process for an information flow control subsystem is represented
in Figure 2-8 on page 69.
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Figure 2-8 Information flow control subsystem processes
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Identity or credential subsystem

The purpose of a credential subsystem in an IT solution is to generate, distribute,
and manage the data objects that convey identity and permissions across
networks and among the platforms, the processes, and the security subsystems
within a computing solution. In some applications, credential systems may be
required to adhere to legal criteria for creation and maintenance of trusted
identity used within legally binding transactions.

A credential subsystem may rely on other subsystems in order to manage the
distribution, integrity, and accuracy of credentials. A credential subsystem has,
potentially, a more direct link to operational business activities than the other
security subsystems, owing to the fact that enrollment and user support are
integral parts of the control processes it contains. From Common Criteria, a
credential subsystem may include the following functional requirements:

» Single-use vs. multiple-use mechanisms, either cryptographic or
non-cryptographic;

» Generation and verification of secrets;

» Identities and credentials to be used to protect security flows or business
process flows;

» Identities and credentials to be used in protection of assets: integrity or
non-observability;

» Identities and credentials to be used in access control: identification,
authentication, and access control for the purpose of user-subject binding;

» Credentials to be used for purposes of identity in legally binding transactions;
» Timing and duration of identification and authentication;

» Life cycle of credentials;

» Anonymity and pseudonymity mechanisms.

The closed loop process for a credential subsystem is represented in Figure 2-9
on page 71.
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Figure 2-9 Credential subsystem processes

Summary of the security system model

This study postulates that the five security subsystems described here exist
within every IT solution at the conceptual level, and that the design, integration,
and interworking of the services and mechanisms associated with these
subsystems represent the security functionality of the solution. This “security
system model” needs to be combined with a method for developing the detailed
security architecture for a given IT solution.

2.4.5 Developing security architectures

A system architecture has been defined as “the structure of the system to be
built” In this study, the “system to be built” consists of the security control system
found within a networked information system. Figure 2-10 on page 72 represents
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the solution environment. Here an e-business computing solution serves
information or supports electronic commerce transactions via the Internet. The
e-business computing solution is operated by an enterprise and provides
services to one or more user communities.

INDIVIDUAL
CUSTOMER

CORFPORATION

E-BUSINESS COMPUTING SOLUTION

INFORMATION

SERVER OR

E-COMMERCE BUSINESS BUSINESS
PORTAL APPLICATION DATA

| %
| %

SUPPLIERS

EMPLOYEE

GENERAL POPULATION

Figure 2-10 Networked information system environment

The e-business computing solution can be described as a set of automated
business processes supporting the business context that requires security
assurances and protections. The design goal is to infuse security into the
computing solution and the related IT environment.

From a business perspective, there are two objectives:

1. To ensure that the desired IT business process flow yields correct and reliable
results;
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2. To ensure that the potential vulnerabilities and exception conditions (i.e.,
perils) within IT business process flows are addressed in ways that are
consistent with the risk management objectives.

These objectives show the duality of security design: to support and assure
normal flows, as well as identify and account for all illicit flows and anomalous
events.

2.4.6 Business process model

Figure 2-11 on page 74 represents IT process flows for a generalized business
system. The process flows reflect the events and conditions in which information
assets are acted upon by processes that are invoked by users, or by processes
acting on behalf of users. The left arrow represents the model business flow
within a trusted environment, and the right arrow represents a more realistic view
of the business flow, where perils exist in the operating environment.
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Figure 2-11 The normal and imperiled IT business flow

Security design objectives
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Traditionally, security requirements have been expressed by referencing the
security services within the OSI model: authentication, access control, data
confidentiality, data integrity, and non-repudiation. This practice introduces
ambiguity when applied in the context of business processes. This ambiguity can
contribute to a miscommunication of security requirements and a mismatch of
functionality within the computing solution. As with other architecture disciplines,
the technical objectives of the security design activity need to be articulated in
quantifiable terms. Specific design objectives need to be developed and
validated for each solution. For reference in this project, the following set of
security design objectives were derived as a result of an analysis of the
security-incident handling and reporting system for one corporation:
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1. There is a need to control access to computer systems and their processes,
consistent with defined roles and responsibilities.

2. There is a need to control access to information, consistent with information
classification and privacy policies.

3. There is a need to control the flow of information, consistent with information
classification and privacy policies.

4. There is a need to manage the reliability and integrity of components.
5. There is a need for protections from malicious attack.

6. There is a need for trusted identity to address the requirement of
accountability of access to systems, processes, and information.

7. There is a need to prevent fraud within business processes and transactions,
or to detect and respond to attempted fraud.

2.4.7 Selection and enumeration of subsystems

The security design objectives and the solution environment have a central role
in the selection and enumeration of subsystems. Table 2-2 on page 75 shows a
possible mapping of the example design objectives to security subsystems. It
indicates where a subsystem may be required (R) or supplementary (S) in
satisfying an individual security requirement. Actual subsystem selection
requires documented rationale.

Table 2-2 Mapping design objectives to security subsystems

Security Design Objective Audit Integrity | Access Flow Credentials /
Control Control Identity

Control access to S S R S S

systems/processes

Control access to information S S S R R

Control the flow of information S S S R S

Correct and reliable component S R S S S

operation

Prevent/migrate attacks R R R R S

Accountability through trusted R R S S R

identity

Prevent/mitigate fraud R R R R R

There are many interrelated factors that determine how many instances of a
given subsystem appear in the solution. Table 2-3 on page 76suggests
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motivations for instantiating security subsystems within a design. Actual
subsystem enumeration requires documented rationale.

Table 2-3 Determining the security subsystems in a design

Subsystem Number in Characteristics of the computing environment
a design
Security audit subsystem Few One subsystem for archive of related critical data

One subsystem for analysis of related anomalies
One subsystem for fraud detection in the solution

Solution Integrity Few One subsystem per group of related critical components

Access Control 1ton One subsystem per unique user-subject binding mechanism
or policy rule set

Flow Control 1tom One subsystem per unique flow control policy rule set

One or more flow control functions per OSI layer service:
physical, datalink, network, end-to-end transport, application
One or more flow control functions per domain boundary

Identity and credentials 1tok Some number of credential systems per domain

Some number of credential classes per domain

Some number of disparate credentials or uses for credentials
per domain

Some number of aliases/pseudonyms at domain boundaries

2.4.8 Documenting a conceptual security architecture

Given the agreed-upon design objectives, a conceptual model for security within
the IT solution can be created. Figure 2-12 on page 77 and Figure 2-13 on
page 78 represent a conceptual security architecture. For clarity, security
functions have been grouped by design objective.
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Figure 2-12 Defending against attacks

The diagrams represent the solution environment segmented by risk profile or
operational affinity, along with icons for security functions. The legend for the
diagrams maps the security subsystems to icons. The information flow control
subsystem has a wide range of functions. For this reason, a rectangle is used to
indicate a policy evaluation and enforcement function, whereas an oval indicates
a data flow function, such as a communication protocol with security capabilities.
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Figure 2-13 Ensuring correct and reliable operation

From the perspective of the enterprise deploying the solution, the security design

objectives will dictate where security functionality is desired; however, the
compliance to some or all of the security requirements may be limited by the
enforceability of policies beyond the boundaries of the enterprise. Whether and
how these credential subsystems and access control subsystems can be
integrated into the security architecture can have a major impact on the
trustworthiness of the solution as a whole. These issues and dependencies
should be considered and documented within architectural decisions.

This type of conceptual model forms the baseline for developing and evaluating a

“proof-of-concept” and further refinement of the functional aspects of security
within the target environment.
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2.4.9 Integrating security into the overall solution architecture

There are several steps involved in translating the conceptual security
subsystem functions into component-level specifications and integration
guidance. These include: creating models of the solution environment,
documenting architectural decisions, developing use cases, refining the
functional design, and integrating security requirements into component
architectures.

Solution models

Creating an initial solution model is a critical step in the design process. With skill
and experience, one-of-a-kind solution models can be developed to fit a given
set of requirements. For complex solutions, the practice of using templates
derived from prior solutions is becoming commonplace.

The Enterprise Solutions Structure (ESS) provides a range of reference
architectures for e-business solutions.

Documenting architectural decisions

Previously, the notion of the duality of security design was described, that is,
ensuring correct and reliable operation and protecting against error and
maliciousness. Both motivations are based upon managing the business risks of
the solution and of the environment. Risks represent the likelihood that an
undesirable outcome will be realized from a malicious attack, unexpected event,
operational error, etc. Risks are either accepted as a cost of operation,
transferred to some other party, covered by liability insurance, or mitigated by the
security architecture.

Architectural decisions will dictate how robust the security system architecture
should be, which security subsystems to incorporate into the system
architecture, which functions and mechanisms within each subsystem should be
deployed, where the mechanisms will be deployed, and how the deployment will
be managed.

Examples of architectural decisions include:

» Viability of the countermeasures, including the threats addressed, the
limitations and caveats of the solution, and the resulting window of risk

» Extensibility of the design, including whether or not the design will serve the
total population and if there will be separate designs for defined population
segments

» Usability of the design, including whether or not the mechanisms integrate
with the technology base and the extent of the burden of compliance for users

Chapter 2. Security methodologies 79



» Manageability of the design, including the extent of the burden of life-cycle
management

2.4.10 Use cases

Architectural decisions will also drive the evaluation of prototypes and models of
functions within the solution. One form of prototype is called a use case. Both
security threats and normal interactions and flows can be validated with use
cases.

Example 1: Interception of errant packet or message flow
Figure 2-14 on page 80 represents several levels of detail for the operation of an
information flow control subsystem that is designed to monitor send and receive
operations that cross a boundary between two networks.

PHYSIGAL VIEW

SECURITY DOMAIN
BOUNDARY

L
—

e =

PACKET/MESSAGE

——

SENDING RECEIVING
COMPOMNENT > COMPONENT

POLICY RULES

Figure 2-14 Boundary flow control with security subsystems
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The computer systems are represented in the physical view. In the component
view, an information flow control interface, positioned between source and
destination, will examine one or more aspects of packets or messages sent
across the boundary. Some components of this information flow control
subsystem are shown in the logic view, where the monitored conditions and the
programmed actions are carried out, based upon a set of rules.

Valid packets are allowed to flow across the boundary; however, packets or
messages of a specified format, or from an invalid source, or to an invalid
destination, are disabled by the security subsystem. A record of the event is
generated by invoking an interface to a security audit subsystem.

This example is representative of the type of filtering, analysis, and response that
is performed within packet filter firewalls, or electronic mail gateways.

There are many architectural decisions to be evaluated within each iteration of
the design. The effect on performance due to processing delays, plus the effect
of data collection and analysis on the overall operation of the solution, are
significant factors.

Example 2: Three-tier client/server input flow

Figure 2-15 on page 82 illustrates an input flow for a three-tier client/server
process that is typical of the integration of enterprise computing with the Internet
environment.
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Figure 2-15 Three-tier client/server input flow with security subsystems

Several instances of security subsystems are depicted, spread among three
network security domains. An information flow control subsystem is positioned at
the boundary points between networks. An access control subsystem is
positioned between a receiving component and its corresponding application
component. Interfaces to related credential subsystems and security audit
subsystems are shown in the security subsystem logic view. No integrity
subsystem functions are referenced in this example. The scenario follows:

1. The business process interface is invoked by a user or a process and the
request is transferred via a sending component.

2. The request flows across a security domain in a manner that is acceptable to
the sending and receiving components, based upon the defined information
flow control rules.
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3. Identification, authentication, and access control decisions are made based
upon the external identity associated with the request by an access control
subsystem associated with the middle-tier application.

4. The middle-tier application is invoked via a user-subject binding. The actual
processing is not covered here--it may include business presentation and
data mapping logic, or it may be performed by an application-level information
flow control subsystem, such as a proxy server.

5. The middle-tier application initiates, or relays, a request to the end-tier
application. The request is scrutinized at another network boundary control
point.

6. At the end-tier application, an access control decision may be performed on
the request relative to the identity of the user represented by the middle-tier
application, depending on the design of the application and the exchange
protocols used.

7. The business process is invoked by a user-subject binding if the access
control decision is positive.

This demonstrates how security functions from several subsystems are
distributed throughout the solution. As with the first example, architectural
decisions will guide the design of the security subsystem functions, which in turn
may put constraints on the overall business flow in order to achieve the risk
management objectives.

Refining the functional design

Walk-throughs of complete business processes, including exception conditions
and handling processes, assist in creating a viable solution outline and refining
requirements and interdependencies among the solution building blocks.

Example 3: PKI digital certificate enroliment

This example uses the credential subsystem model to describe the generalized
flow for enrolling a user into an identity or credential system based upon PKI
digital certificates as the first step in developing a security system architecture.
The process involves combining the subsystem model with assumptions about
the business environment, the business processes, the risk management
requirements, the technical specifications, and possibly the legal and business
compliance requirements associated with issuing PKI digital certificates.

In Figure 2-16 on page 84, the yellow blocks represent manual processes, the
blue blocks map to automated processes, and the peach blocks map to
automated audit data capture points. The blue data storage icons represent
sensitive repositories, the pink icons map to cryptographic secrets, the white
icons represent unique contents of the certificate, and the lavender icon is
associated with the certificate.
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Figure 2-16 Sample PKI digital certificate enrollment process flow

The enrollment process flow depicted demonstrates the exchange of sensitive
user information and secrets, plus the export of the credential outside the control
of the issuer. The full enroliment scenario should include processes from a
corresponding information flow control subsystem. For public key credentials, the
format of certificates, along with details of how the credentials are formatted,
transported, and stored are important design considerations. All scenarios must
be validated against existing and proposed business processes. Validation of the
scenarios substantiates the architectural decisions discussed earlier.
Subsequent design steps are needed to develop and map the functions of the
security subsystems to Common Criteria specifications and ultimately onto the
nodes and physical components.
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Integrating security requirements into the architecture

The security functions within the design need to be apportioned throughout the
solution. However, many of the mechanisms and services within the IT solution
that implement security functionality operate within other than security
components, for example: database systems, application systems, clients,
servers, and operating systems. The task of adopting security function into the
network, application, middleware, security, systems management, and
infrastructure architectures is shared by the several architects and integration
specialists involved in the design project. The process involves a structured
approach, considering the purposeful allocation of functions and requirements
throughout the component architectures by:

» Mandate, based upon a legal or contractual compliance requirement
» Best practice for security, or for balance of security and business process

» Component capability, knowing the existence of a mechanism that supports
the required process or action

» Location in the configuration, based upon interaction with components or
flows

» Impact, considering the risk, security objective, or the component capacity to
perform

» Necessity, because there may be no better alternative

Summary of the design process

This section has described the process for translating the conceptualized
security solution into a set of detailed specifications, for an integrated IT security
control system, using the security subsystem construct. The design is
documented, refined, and validated against the business processes through use
cases and scenarios. The detailed security requirements, expressed in terms of
Common Criteria component-level detail, are distributed throughout the
operational model for the IT solution. At this point, integration-level detail can be
finalized, and the implementation plan can proceed.

2.4.11 MAAS Conclusions

This section has examined the issues and circumstances that affect the design of
comprehensive security functions for computing solutions. It has outlined a
system model and a systematic process for security design with the Common
Criteria international standard at its foundation.

Several summary observations can be made relative to this proposed model and
process:

» Security is a shared responsibility among all IT design disciplines;
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» Security design is linked to business objectives beyond the need for
protecting against attack, and conversely, protecting against attack does not
in itself meet all the business requirements for security;

» Many, if not most, security control points within IT solutions are found in
portions of solutions that are not typically considered security components.

Reliable and correct operation of solutions using secure data exchange
protocols, such as IPSec and secure sockets layer, is predicated on functions
within all five of the security subsystems defined in the proposed model and
design process. These protocols are based upon trusted identities that utilize
cryptographic keys requiring storage integrity, reliable key exchange protocols,
strong access control mechanisms, reliable data exchange protocols, and trusted
audit trails for enroliment and key life-cycle management.

Furthermore, the proposed model provides a new perspective for viewing
Common Criteria protection profiles in the context of security subsystems. For
example, the protection profile for an application gateway firewall suggests the
functionality of all five security subsystems. The fact that a front-line security
device, such as a firewall, might fit the definition of a credential subsystem
highlights the critical nature of its design, integration, and operation.

Actions and further study

The concepts and the supporting detailed information presented in this section
were incorporated into training for IBM Global Services architects this year.
Additional work is underway to develop notations, models, and visualization
techniques that enhance its adoption in related methods and architect
disciplines. A patent application has been filed for the system and process,
designated Method for Architecting Secure Solutions, or MASS.

In combination with our sample methodology, covered in the next section, several
of the notations, models, and visualization techniques used in MAAS will be
applied throughout this redbook.

2.5 The ISSL methodology

86

The IBM Software Services for Lotus (ISSL) methodology, which is the
methodology followed throughout the rest of this redbook, is based on a famous
phrase from Bruce Schneier (Cryptographer, and creator of Blowfish and
Twofish), namely: “Security is a process, not a product.”

This is where the ISSL methodology comes into play. Before embarking on the
implementation and utilization of a comprehensive security infrastructure, it's
important to fundamentally understand all aspects of its security. In order to do
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s0, a security methodology needs to be used and put in place. The goal of this
security methodology is to understand the what, when, where, who, why, and
most importantly, how.

2.5.1 Brief introduction to the methodology

This methodology is not quite as far reaching and complex as the other
methodologies presented in this chapter. The reason behind that is twofold. First,
it is meant to be used as a tool to contextualize important concepts that were
covered in the previous chapter. Second, it is meant to be simple enough that the
concepts contained within it can be understood without getting overwhelmed by
the methodology itself.

That said, this sample methodology is based around three types of activity: 1)
What should | do? 2) How should | build 1t? and, 3) How should | manage it?
Which translates in the following three words: Assess, Build and Manage. As
shown in Figure 2-17, this is a cyclical process, which is what a good security
methodology should offer.

What Should I do?

Assess

4 4

Manage - Build

How Should I How Should I
Manage It? Build It?

Figure 2-17 The three phases of our sample security methodology
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The three phases can be broken down further into ten steps, as illustrated in
Figure 2-18. The details about each step are explained in the remainder of this
chapter.

e 1. Know the . \ )
Business What is the Customer's Business?
2. Threat
Analysis Who Would Attack, What are the Impacts?
Assess < :ﬁaﬁ{\}ssli(s What Exactly Needs to be Secured?

4. Celizgenze How Sensitive is the Information?

the Data
_ 5. Policies and What are the Policies and Procedures?
Procedures
6. Counter- .
TEEEIES How can Risks be Controlled or Prevented?
Build
7. Implement oW can this be Implemented and Documented?
& Create Docs
8. User Do Users Know How to be Secure?
Training o Users Know How to be Secure?
Manage 9. Compliance L o
g Testing Is Everything in Place Compliant?
10. Results i aa? 5
Feedback How are Things? Can They Be Improved?

Figure 2-18 The ten steps of the ISSL methodology

2.5.2 Phase 1: Assess

88

The first phase is where all the planning takes place. The activities in this phase
involve both the evaluation of the current state of affairs and the planning of the
security infrastructure to be put in place. Following is a detailed breakdown of the
security-related activities that need to be performed during the assessment
phase.

1. Understand the business of the client

In this activity, we ensure that a solid understanding of the business of the client
organization is developed. To determine the proper security mechanisms to put
in place, you first must understand some basic things about the organization,
such as the core business, the stakeholders, the demographics of the business,
the vendors, the business partners (if any), the competition and the industry
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trends and standards in which the organization operates. This will establish a
solid foundation upon which to do the rest of the security work.

The overall security review process can be divided into the following distinct
steps:
1. Review the current state of the business
a. ldentify the core business
Identify the stakeholders
Compile the demographics of the business
Identify the vendors
Identify any business partners

- 0o a0 T

Identify the competition
g. ldentify the industry trends and standards
2. Perform an initial infrastructure review
a. Review the infrastructure from a hardware point of view
b. Review the infrastructure from a software point of view
3. Perform an initial risk analysis (a more detailed one follows in a later step)
4. Review the security policy if there is one
Policy goals and objectives
Scope
Responsibilities
Physical security
Network security

- 0o o0 T

Data classification
Access control

s @

Password policies and procedures

Incident handling procedures
j- Acceptable use policies

k. Change control

[.  Training

m. Compliance

Once this is done and reviewed, you can move on to the next steps outlined by

this sample methodology. The IT people working for the organization whose
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security is being reviewed may not be able to provide all the information listed,
particularly about the security policy. (Indeed, there might not be a security policy
in place.) This is not a big problem at this stage since the rest of the methodology
calls for the creation of all these items.

2. Perform arisk analysis
The formula used in risk analysis is as follows:

Risk = Impact + Threats + Likelihood
Impact is what will happen to the business if an attack is successful, partially or
completely. Threats are the people and things that can cause harm to the
business. Likelihood is the degree of probability with which this can occur. The
combination of the three determines how much risk the business faces on a
day-to-day basis.
There are five steps in the process of doing a risk analysis:
Identify the assets of the business
Identify the threats to the business
Estimate the probability of occurrence
Analyze the applicable controls and determine their associated costs

AR R A

Implement the appropriate countermeasures

Some security reviews include the threat analysis as an integral part of the risk
analysis. In the present methodology, threat analysis is a separate activity,
because threats are usually under-evaluated and not entirely and fully
understood.

3. Perform a threat analysis
There are two distinct steps in the process of doing a threat analysis:

1. Identify the exposures (or vulnerabilities)
2. Identify the controls (or countermeasures)

The first step involves asking a few simple, but effective, questions: What are the
vulnerabilities? Where are these vulnerabilities located? What is the likelihood of
these being exploited? And, what are the impacts to the IT infrastructure and to
the business?

The second step involves asking these questions: What are appropriate controls
for the exposures identified? How much do these controls cost? And are these
controls appropriate (in terms of effort and cost)?
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4. Categorize the information

Not all information needs to be secured in the same manner. Public information
doesn't need to be secured, while “top secret” information (whose disclosure to
unauthorized parties could result in the death of the business, or worse, the
death of people) needs the utmost security and attention. Most information falls
somewhere between these two extremes. Determining where each piece of
information should be classified within these extremes, and what security to
apply to each category of information, is done in this phase.

5. Define policies and procedures

This is where the security policy is crafted for the business. The security policy
contains all the organization policies and procedures in matters of security.

In most organizations, if there is a security policy, it is generally crafted from
existing, non-IT policies and procedures that were defined for the business, then
overlaid with information about the IT infrastructure and its security tools and
work. This piecemeal approach explains why the security at these organizations
is lacking.

In the ISSL methodology, security policy is based on the work that was
conducted in the previous steps. If the previous steps were not done properly,
the security policy will definitively be lacking. Even if the previous steps were
done properly and attention was paid to details, additional questions need to be
asked at this step, namely: What systems are covered and who will be affected?
How will security be implemented and maintained? What will be secured, how,
and with what tools? Who will be trained to ensure secure behaviors?

As well, the security policy should have the full support and full endorsement of
the highest executive in the organization. The security policy should detail who is
responsible for security within the organization, with roles and responsibilities
being defined from the top down, starting with the organization's executives, then
to the security manager, then to the owners of the different processes in the
organization, then to the developers, engineers, and administrators of the IT
infrastructure, all the way down to the individual users, who generally, in matters
of security, are the chief troublemakers.

2.5.3 Phase 2: Build

The activities in this phase involve the actual implementation of the security
infrastructure. All of the studying, evaluation, and classifying has been done. The
security policy has been built and ratified by management. It's now time for
action. The following steps make up the build phase.
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6. Define the countermeasures

Simply put, countermeasures are security tools and products, and services. In
the category of tools and products, one can find Public Key Infrastructure (PKI)
tools, directory management tools, virus scanners and removers, secure
messaging and secure messaging gateway tools. In the area of services, one
can find the services of security auditors, ethical hackers, security systems and
tools implementors, as well as a whole range of security management services
companies that help you manage the infrastructure, once implemented, and
handle any incidents that do occur.

In this phase, the engineering and architecting into the infrastructure of the tools
and products that are planned for use is done. This is an area where the services
of specialists are often employed; if the skills are available within the
organization, it is done by the local IT staff. How the system will be managed and
monitored when in place is an important consideration that is also looked at
during this phase.

7. Implement the security policy and document it

This is when the actual implementation of the security tools is performed, as well
as when all related documentation is created.

This step can be broken in 4 key phases:

a. The definition of the goals and objectives of the project itself, which
includes the final security design, its implementation and its configuration

b. The security scope of the environment, which includes the performance
benchmarking and the monitoring of the secure environment

c. The plans for roll-out of the new infrastructure, which includes at least one
pilot run (if not more, depending on the complexity and the breadth of the
security infrastructure) which will help test all assumptions made in
previous phases

d. The infrastructure roll-out, which includes defining training requirements
and end-user support

2.5.4 Phase 3: Manage
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The activities in this phase involve the post-implementation aspects of the
security infrastructure, namely its management, the monitoring of possible
security breaches, and the handling of security incidents.

8. User training

A trained user is generally a secure user. A trained user will simply not fall so
easily for social engineering attacks. A trained user will use properly formed
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passwords and will comply with the security policy since its contents will be
understood and the reason for complying will make sense. The trained user will
understand that the policy in place doesn't seek to reduce the user's ability to
work and perform his or her duties, but that it reduces the risk of security
incidents which could definitively prevent the user from perform his or her duties
and could quite likely prevent the company from working properly, if at all.

The training phase is divided into two distinct steps: training the trainer and
training the users. Training the trainer is the first step, of course, because you
have to ensure that someone can explain things to the users. Since the security
infrastructure will be unique for each organization, a custom training curriculum
needs to be designed for the trainer, which explains to that person: the security
infrastructure, the tools used to secure the infrastructure, the scope and
limitations of the tools and of the overall security infrastructure and, perhaps
more importantly, how the trainer should explain everything to the users.

Training the users should then be straightforward, although the trainer will have to
ensure that some of the basics are explained, such as what are threats, what are
attacks (such as social engineering), what the policies and procedures are, and
why it's important to comply with them. If done properly, the training will ensure
that the users are happy with the new security infrastructure and will know
enough to help keep the environment secure — as opposed to being at the top of
the security risk list.

9. Compliance testing

Compliance can be defined as a willingness to abide by rules or regulations. In
order to ensure compliance, the security policy should be enforced, very much

like business rules are enforced. The security policy should also outline, insofar
as compliance testing is concerned, how the rules will be applied, and finally, it
should also outline the measures to be applied to ensure compliance.

Compliance testing will certainly reveal some situations where there is a failure to
comply. In such an event, the security policy should detail the measures that will
be taken to deal with compliance failure, such as the severity of the sanctions,
steps that need to be followed in order to re-establish compliance. Finally, the
policy should provide a feedback mechanism to prevent reoccurrence.

10. Results feedback

Since security is a process and just not a product, it must be understood that it is
based on technology, processes and people; that it evolves over time with the
business; that it also evolves over time with the technology and that, finally, it
evolves over time with changing risks and threats. Thus, as mentioned at the
beginning, it has to be cyclical in nature.
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To ensure that this cycle can repeat itself and can offer a better instance of the
security infrastructure at each new cycle, a feedback mechanism is required.
This feedback mechanism is important since it ensures that security is properly
implemented throughout the organization, that it works as designed, that it works
for the users and not the other way around, and finally and most importantly, it
ensures that the security in the organization evolves as needed.

2.6 Summary

In this chapter, we have looked at various methodologies for designing,
deploying, and managing security in any organization.

We covered are the following topics:

» The notions of threats, risks, and risk mitigation

» The human element and how it factors heavily in security

» A number of methodologies: ISO 17799, the Common Criteria, and IBM’s
Method for Architecting Secure Solutions (MASS)

» The methodology used by IBM’s Software Services for Lotus.

The rest of the contents of this redbook are built upon these methodologies.
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Part 2

Building a
secure
infrastructure

This part delves into the specific concepts and components involved in building a
secure infrastructure. Topics include security zoning, single sign-on (SSO),
public key infrastructure (PKIl), and directory strategies.

This part is most appropriate for those looking to expand their knowledge of the

actual components involved in building a secure infrastructure, and how Lotus
technologies react and interface with such key security components.
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Secure infrastructure
requirements

Doing business on the Internet exposes an organization the possibility of attack,
misuse, and errors that are well beyond those that exist in a non-Internet
computing environment. Even if an organization does not do business on the
Internet, there are ever increasing requirements for organizations to permit
access to their internal IT systems from external networks. Even most small
organizations today have a connection to the Internet to send and receive e-mail.
As organizations move to provide external access to Web-based services, the
security issues increase substantially as the nature of the services expand.

In this chapter we introduce principles of secure infrastructure design. By
“infrastructure,” we mean:

» Network topologies, network components, and server placement

» Data flows (inter-server connections and workstation-server connections)

In the context of the security methodology described in the previous chapter, the
infrastructure design affects all five security functional categories
(Identity/Credential management, Access control, Flow control, Audit, and
Solution Integrity). However, the primary focus of this chapter will be guidelines
for implementing adequate and appropriate flow control and solution integrity
between external networks (the Internet) and internal networks.
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3.1 The need for secure infrastructures
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Just like we might provide different barriers for protecting our personal property,
we need to ensure that we have “adequate and appropriate” security barriers for
our organization’s information systems. By this we mean that, in the simplest
sense, there are multiple protection methods employed at various points in the
infrastructure design to thwart potential attacks. These methods involve a design
that provides several layers of defense. For the purpose of this discussion, the
term “layer” is generic and could represent something physical or something
logical.

For example, a layered-defense approach to protecting your car from theft could
include keeping it in a locked garage, keeping the doors locked, and using a
steering wheel immobilizing lock. But whether or not this is “adequate and
appropriate” is relative. For a person who owns an older model car and lives in
an isolated location, we hope you'd agree that the protection is perhaps above
and beyond what is deemed adequate, so in that sense it may not be
appropriate. On the other hand, the owner of a museum-worthy collectible car,
living in a high-crime area, might agree our example’s layers of protection are
appropriate but less than adequate.

The analogy of protecting a car is a very simplistic illustration of layers of
defense. We can extend the layered-defense analogy by adding or modifying
layers, such as adding alarm systems, perimeter fences, magnetic card building
access, video surveillance, and so forth. However, the analogy of protecting a
physical object such as a car is still overly simplistic since it is concerned with
outright theft only. In the context of IT, “theft” of data is just one of many
concerns, and it has a whole different meaning since data can be copied while
leaving the original in place. Several additional aspects of security apply to
information technology systems and the data residing and flowing within and
outside the organization. These information security issues include broad
concepts, such as confidentiality and integrity. For example, unauthorized
access to data falls under confidentiality, while malicious alteration or deletion of
data falls under integrity.

This chapter presents an overview of security requirements that an infrastructure
must be capable of supporting. It also provides some common-sense guidelines
for infrastructure defense measures, and a “top-down” model of layers of
defense.
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3.2 Infrastructure security requirements

The security needs of any business are traditionally based on risk assessment
and management. How risks are managed is a business decision based on the
business’s assessment of the risks involved in not providing various security
measures as compared to the benefit achieved by those measures. The key
point being made is that you must use multiple measures, or what we also refer
to as “layers of defense.”

The factors that influence the choice of a particular security architecture depend
mainly on the type of application the business is building and the business value
of the transactions and data that the application will support, weighed against the
cost of the security measures.

The security requirements for a business generally include:

» Access control

» Flow control

» Audit control

» Credential management

» Integrity

In the overall scheme of things, access control must be provided end-to-end in
order to support required confidentiality. The general security requirements of an

infrastructure, as well as a “best practices” infrastructure, are expected to provide
both data confidentiality and data integrity.

3.2.1 Data confidentiality assurance

In this section, we describe the following methods for providing data
confidentiality:

» Encrypt confidential and sensitive information where required.

» Facilitate both physical and logical server and network separation wherever
possible.

» Reduce exposure to network sniffing.
» Identify appropriate parties authorized to access and update content.

» Provide protection to back-end application and Web servers using network
proxy layers.

» Protect organizational resources with monitoring utilizing intrusion detection
systems (IDS).
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Encrypt confidential and sensitive information

First, we assume you have a basic understanding of cryptography and
encryption models using symmetrical and asymmetrical keys (shared secrets
and public/private keys). For now, we’ll keep the discussion at a high level and
just say that encrypted data cannot be deciphered by a person or system that
does not posses the correct decryption key. An overview of cryptography is
included in 1.4, “Cryptographic techniques” on page 22, and an in-depth
discussion of asymmetrical key cryptography can be found in Chapter 6, “Public
key infrastructures”.

Second, let us point out that we are not saying that all data needs to be
encrypted in all places. Earlier in this book, we discussed a process of
classification of data. An additional dimension of data classification is
determining the level of protection required depending on where the data is at
any given time. For example, your security policy may require a Notes mail file to
be stored encrypted on an internal Domino server. Remember, when you encrypt
a Domino database on a Domino server, it is encrypted with the server’s public
key. But if a replica of the mail file is kept on a laptop that can potentially be
carried outside of your facilities, your policy might require the local replica to be
encrypted. Encrypting a local replica on a Notes client encrypts the mail
database with the user’s public key. But keep in mind that the Notes Domino
replication process involves transmitting the data across a network link of some
sort. Notes replication (initiated by a Domino server or a Notes client) will present
the data unencrypted to the network port, because database encryption
essentially becomes transparent to the server or client replication task.
Remember, the replication task is running under the ID that encrypted the
database. By default, port encryption is not enabled on the Domino server, so
you end up with the scenario depicted in Figure 3-1.

| =——— L

mymail.nsf — (. mymail.nsf

laptop  (locally encrypted
(server encrypted) 5 "7 (locally encrypted)

Server | CONFIDENTIAL! _

Bill, we just closed
— the Acme deal for m I:I
Ay

one billion dollars.
Press release will
be next week.

packet
sniffer

Figure 3-1 Unencrypted replication

If the data requires cryptographic protection at some (or all) storage points, it
generally requires cryptographic protection across all the network paths it can
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traverse. So in this specific, simple example, we would recommend enabling port
encryption on the Domino server as one means of protecting the data while in
transit. Otherwise, the data is vulnerable to packet capture (“sniffing”) while being
replicated. Alternatively, you might utilize a VPN architecture that encrypts all
client traffic between the workstation and the external network side of the VPN
service. VPN architecture is discussed in more detail later in this redbook.

The infrastructure should be capable of enforcing encryption requirements
across the various network paths (data flows). Generally speaking, data
encryption at storage points (files) is handled by applications on the servers and
workstations. Note that file encryption (such as Domino database encryption)
does provide data confidentiality in the event the file is accessed or copied
through the server or client OS. But as you have just seen, file encryption alone
does not necessarily protect the confidentiality of data.

Tip: The protection afforded by encryption of databases on a Domino server is
dependent on how secure the access is to both the encrypted database file
and the server ID file at the server OS level. Since passwords are rarely used
on Domino server IDs (to enable automated restarts), a compromised server
ID file can be used to open a copy of an encrypted database copied from the
server. So ensure the server ID file permissions are restricted to only the
administrator account on Windows servers, or the Notes and root accounts on
UNIX®.

Separate physical and logical servers and networks

Separation of servers and networks can significantly reduce the breadth of
potential vulnerability. To borrow from modern warfare, a single, large target is
much easier to attack than several isolated smaller targets. Should a small
individual target come under attack, the damage can be limited to that target
alone. To clarify the analogy, the physical and logical design should strive to
eliminate single points of failure, and isolate potential damage by using multiple
defense mechanisms and isolation.

Physical separation requires that multiple network segments or subnets be
implemented. The different networks are connected using some type of filtering
devices or “firewalls.” Logical separation involves access controls and various
application gateways or “proxies.” Firewalls and proxies are discussed in detail in
the next several chapters.

One of the most important separations of servers, or to be more precise,
services, relates to Domain Name Services (DNS). DNS is used to map IP
addresses to host names and reverse lookups of IP addresses to hosthames.
Most organizations have both external IP addresses and internally used, private
IP addresses. Consider that there are servers you need to make available and
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“visible” to external users. These external users need to be able to resolve your
public hosts’ names and mail exchange (MX) records to your publicly available
servers. Also consider that you have an internal user population that has two
requirements: the ability to resolve external servers to IP addresses, and the
ability to resolve all internal servers to their addresses. We describe the concept
of “split DNS” in Chapter 4, “Security components and layers”.

Separation of systems lends itself to limiting the access only to the areas the
user requires for their business functions or transactions. This is with regard to
both end-users and administrators. As was mentioned early in this book, one of
the largest threats is from your internal people, whether from malicious,
intentional acts, or accidental acts. A primary goal is not to allow the actions of a
single individual to introduce a single point of failure. Many IT professionals have
horror stories of mishaps caused by a well-intentioned administrator who
perhaps had too much authority available from a single entry point. So in some
cases, we need to architect the environment to protect us from ourselves!
Another way to look at this is that the burden to reduce the impact of
administrative errors is your own.

Reduce exposure to network sniffing

Data packets on a network are susceptible to being captured and read,
commonly known as “sniffing.” Normally, a host’s network interface card (NIC)
ignores all packets except those with the host’s address in the destination
address portion of the packet. It is possible for any machine on a given Ethernet
network to capture the traffic for every machine on that network because the
nature of the Ethernet is a shared bus architecture. A packet sniffer takes
advantage of this characteristic to monitor all of the Ethernet frame traffic on its
segment of the network, not just the frames it is supposed to receive. Numerous
frame capture and analysis software packages and hardware devices are
commonly available (some at little or zero cost, especially for TCPIP packet
capture). So basically, if someone has physical access to a point on your
network, they can potentially see data moving on the network intended for other
machines.

Exposure can be significantly reduced through two principles:

1. Reduce packet visibility by limiting the physical paths the TCPIP traffic
crosses. For example, an Ethernet switch does not broadcast all packets to
all ports like a simple hub does. Setting host addresses and port filters on
routers can limit the ability to sniff beyond the local LAN segment. TCPIP
packets should be limited to the minimum number of network segments
required to get from point A to point B. Virtual LAN (VLAN) capability is yet
another technology becoming widely available in network switches to provide
granular network segmentation with less hardware.
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2. Encrypt packets across networks that may be susceptible to unauthorized
devices or sniffing activity. Application-level or session-level encryption can
be used alone or in combination. Generally, session-level encryption, such as
SSL, must be used to protect sensitive data where the application does not
guarantee the data is encrypted once it leaves the application server (that is,
it renders the data unencrypted even though it physically stores the data
encrypted). Session-level encryption is also appropriate to protect user IDs
and passwords being passed in an authentication dialog.

With the proliferation of 802.11 wireless Ethernet networks, network sniffing no
longer requires a physical network port. Devices you can clip to a key chain are
now available to detect “hot spots,” and a variety of software tools and sensitive
antenna products are available. A quick visit to the netstumbler.com website
provides links describing “drive-by Wi-Fi surfing” challenges, new scanning tools,
and lots of other information to make a security person think twice about
implementing a wireless LAN. While the highly anticipated IEEE 802.11i wireless
security standard is due to be published in 2004, present security for wireless
LANSs is generally lacking. Wired Equivalent Privacy (WEP) encryption has been
shown to be fairly easily cracked, and its successor, Wi-Fi Protected Access
(WPA) encryption has been shown to be inadequate in some implementations
(usually due to poorly configured systems). What is even more surprising is that
even wireless products that use WEP, with its weak and outdated encryption, are
sometimes disabled (or never enabled) by administrators who get tired of their
users complaining about wireless card compatibility issues. As with many
networking issues, implementing security is sometimes viewed as a trade-off for
ease-of-use.

Identify parties and authorize access

Being able to identify your own organization’s people is usually a straightforward
task. Identification of parties (people) requires storage of data attributes that can
uniquely identify and differentiate each party. Having multiple internal directories
can complicate the task of implementing a single, universal internal credential
system. We discuss issues with multiple directories and user credentials in-depth
in Chapter 8, “Directory strategies”. But regardless of how your employee data is
stored or in how many different places it is stored, you undoubtedly have
procedures in your hiring process to verify the identity of each person, and to
uniquely identify each person. For example, if you have two different employees
named John A. Smith, you have other attributes to differentiate them, such as
employee ID number, e-mail address, phone number, and so forth. Otherwise,
one John A. Smith can get two paychecks and the other gets none — an
intolerable (and hopefully unrealistic) situation. We are assuming that your
organization has a reliable method of uniquely identifying your users, even if
there are disparate systems with their own dedicated directories and
distinguishing attributes.

Chapter 3. Secure infrastructure requirements 103



104

Once your IT infrastructure serves users outside your organization, the situation
changes. The internet allows your organization to do business with people that
you do not know. Your organization has to answer difficult questions:

» How can people's identities be confirmed?

» When you collect and store information about people, how is the information
kept private?

» When you collect information about people, how is the information used?

Data confidentiality or data integrity mechanisms, or both, must be used to
protect important data that flows through the Internet, including information that
identifies people, their credit card information, order or contractual information,
and so forth. Therefore, our recommendation is to treat all user identities and
credentials (such as passwords, challenge question responses, certificates) as
confidential information. This includes both your internal users as well as your
external users. Privacy laws vary in different countries, and often dictate specific
requirements for storage and safeguarding of employee, contractor, business
partner, customer, and supplier information. It is your responsibility to ensure
compliance with all applicable privacy laws; legal advice is well outside the scope
of this book.

Once a party is identified, the second half of the equation is to determine what
systems and data that user is permitted to access and what functions may be
performed. Access controls are governed by three major security principles:

1. Accountability: The ability to trace all system activities to the person who
initiated the action. This has the proactive result of ensuring that users know
anonymous activity is not possible (greatly reducing the temptation to browse
or misuse the system), and enables the reconstruction of the activities leading
to a security incident.

2. Least privilege: The goal of providing users with only that set of privileges
necessary to the performance of each user's authorized duties. This helps
reduce the not uncommon chain of: curiosity, browsing, discovery, fascination,
temptation, and ultimately improper action. “Need to know” is an aspect of
least privilege.

3. Separation of duties: The goal of ensuring that no single person is in a
position to perform, approve, and account for any security-critical action. The
primary goal is not to allow the actions of a single individual to introduce a
single point of failure.

Utilize proxy systems

Utilizing “proxy systems” can provide protection to back-end applications and
Web servers. Think of a proxy as a type of firewall that goes beyond the TCPIP
level. They are sometimes referred to as “application gateways,” although this
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term has been used less frequently of late. The application protocols typically
supported are HTTP, FTP, and telnet, but can include virtually any TCP/IP
protocol. Proxy systems are usually transparent to the end-user. We delve into
the characteristics of firewalls and proxies and the specific functions performed
by proxies in later chapters. The key point you should understand at this stage is
that proxies are an essential component of security best practices.

Not too long ago, security experts regularly used the term “bastion host.” This
term has fallen out of common use in security jargon, probably due to the original
concept of a bastion host serving the role of a “sacrificial host” between the
Internet and the internal network. In the past few years, the functions performed
by the defense layers between the Internet and the internal network have
become more sophisticated. Rather than put a host in an area vulnerable to
attack (and in the worst case, “sacrificed”), the mind set today is to minimize
vulnerability of all infrastructure components as well as avoid storing any data
directly in externally accessible networks. So rather than be willing to sacrifice a
server and potentially the data on it, we employ an architecture that uses
technology and separation methods to remove data from the networks adjacent
to the Internet.

Proxy systems are a valuable tool to provide a high degree of separation of
resources, and provide a bridge to get selected packets from one network to
another. Proxy systems disguise or hide what is on the side opposite from the
end-user’s point of view, which makes reconnaissance by would-be attackers
difficult if not impossible. Unlike a TCP/IP router performing simple network
address translation (NATS), a proxy usually re-writes portions of the application
data headers in addition to network packet header information. If proxy systems
have one general weakness, it is related to performance limitations caused by
the amount of overhead incurred filtering, inspecting, and rewriting data packets
from one network port to another.

Utilize intrusion detection

An intrusion is when a party (or parties) accesses, attempts to access, or
attempts to disrupt a computer resource that they are not authorized to use. The
party involved may be a person or a program, or a combination. The target
computer resource could be a server, an application, database, network link, and
so forth. Intrusion detection systems (IDS) are important security measures
because they can alert you when an attack is in progress (successful or not).
Early detection is an important security consideration because attempted
breaches or attacks commonly begin with a “probing” of the target to look for
possible weaknesses or access opportunities. This probing is usually done by
scanning TCP/IP ports for responsive services in order to identify opportunities
for attacks. ldeally, our intrusion detection methods will detect suspicious activity
during the earliest phases of an attacker’s efforts.
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Utilizing intrusion detection can not only detect an attempted attack in progress,
but it can also alert you to the fact there was a successful attack that breached
some area. While some breaches are obvious, like vandalizing your corporate
Web page, some attacks would easily go unnoticed.

A question we hear some clients ask, “Is [network] intrusion detection considered
wiretapping?” This brings up interesting ethical questions; however, the legal
concerns regarding the definition of wiretapping vary widely in different countries.
In most countries, it is permissible to monitor activity on your own equipment,
although there may be limitations on what content can and cannot be monitored.
It may also vary depending on whether the monitoring is for internal users
(employees) as opposed to external customers. In the U.S., there is legal
precedence that allows an employer to monitor the usage of company-owned
equipment by employees. However, we recommend that all internal monitoring of
employee activity be clearly spelled out in either an employment policy or a
security policy (or both).

There are four basic categories of IDS: network (NIDS), host integrity, activity
monitors, and content scanners. The latter is not always viewed as an “IDS;” but
since most people would agree that an e-mail virus is a type of attack, then a
virus scanner can be considered a specialized type of IDS. We discuss these
different types of IDS in 4.1.5, “Intrusion detection systems” on page 128.

A critical factor in the effectiveness of most intrusion detection is using current
signature files. New vulnerabilities are discovered constantly, and new methods
for attacking systems are also discovered all the time. Signature files provide the
IDS with the latest patterns that indicate a type of attack, such as a denial of
service attempt or a new virus, worm, and so forth. Note that the signature file
updates are not the same as updates to the IDS code itself. We discuss
application and OS code updates in “Apply security vulnerability updates” on
page 110.

3.2.2 Data integrity assurance

106

In this section, we describe the following methods for ensuring data integrity:
1. Ensure data remains unaltered in transit.

Provide integrity access controls for filtering updates and administration.
Support business continuity through redundancy and fail-over.

Utilize secure tools for maintenance activity to required subsystems.

o & D

Require infrastructure components to have all security vulnerability updates
applied in a timely manner.

6. Utilize operational procedures that include auditing and reporting.
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7. Assess system implementation to ensure it fulfills the security requirements.

Ensure data remains unaltered in transit

“Data integrity” in the simplest sense means the data is not altered. In a network
context, there are two parts of concern in a packet: the header and the data
payload. Preventing or detecting changes to the header information facilitates
authentication and access controls from a network (IP) address standpoint.
Authentication (in this context) means we can identify the source and destination
address. From a network standpoint, we can apply network access controls
based on IP addresses and transport protocols. But source and destination
network addresses are typically unencrypted in the packet, so we need a means
to prevent or detect unauthorized data alteration or forgery.

One means of providing proof that data was not altered is through the use of
digital signatures, or more specifically, by including a hash of the data along with
the data itself, where the hash integrity is protected by cryptography. Digital
signature or other encrypted hashes are used to ensure that transmitted data has
not been tampered with or otherwise altered. The sender generates a hash of the
data, encrypts it, and sends it with the data itself. The recipient then decrypts
both the data and the hash, produces their own hash from the received data
(using the same hashing algorithm), and compares the two hashes. If the two
hash values match, there is a very high degree of confidence that the data was
transmitted intact and unaltered.

Non-repudiation means ensuring that data transferred has been sent and
received by the parties claiming to have sent and received the data. A digital
signature provides a means to confirm the identity of the originator. Since no one
else (theoretically) could have created the signature, it provides proof that the
data was originated by the signer. Another aspect of non-repudiation is a means
to obtain proof that data (or a message) was received by the recipient. This
“proof of delivery” mechanism is typically performed at the application level, not
the network level. In this chapter our focus is mainly on network-level issues.

Control access to security administration

We already mentioned a basic concern regarding administrator access in
“Identify parties and authorize access” on page 103. In this section we begin by
defining two categories of “authority” to distinguish what we mean by “security
administration”:

» System authority: The authority given to an individual by the assignment of
attributes, privileges, or access rights that are associated with operating
systems, and that are required for performing system support and
maintenance activities.
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» Security administrative authority: The authority given to an individual by
the assignment of attributes or privileges that are associated with access
control systems and that are required for setting and administering
system-wide security controls.

Users with security administrative authority can improperly use their authority in
a way that allows them to alter system components. Users with system authority
can improperly use their authority in a way that allows them to circumvent the
access control system. Either situation should be considered a misuse of
authority.

Each major system platform and subsystem in the infrastructure must include an
access control system. In order to ensure a reasonable level of system security,
the organization’s security policy should contain:

» Identification of the standard access control systems

» Identification of the security administrative authorities associated with these
access control systems

» Mandatory default control and implementation standards for these access
control systems

Provide availability

Ensure system availability meets your organization’s business requirements with
redundancy and fail-over. Although system availability is not always associated
with security, denial of service (DOS) attacks are very real and systems with
single points of failure become extremely vulnerable. And as the redbook team
experienced first-hand, a DOS attack can originate anywhere in the network
through the unwitting release of a worm virus. So do not assume the redundancy
should focus only on external access coming into your network.

Redundancy for the most part should be architected in a manner that hides the
physical redundancy from a user’s point of view. Not only does this provide a
system that is easier for the end users, it also creates an environment that makes
it more difficult for an intruder to directly attack a specific component.

An additional key component of availability is system monitoring. System and
network failures must be detected and responsible parties notified as rapidly as
possible.

Control administrative maintenance activity

Administrative maintenance activity refers to actions performed by staff who
have either system administrative or security administrative levels of access that
relate to system configuration and operation. In other words, the staff has
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authority beyond that available to a general user based on a valid business need.
Some questions to consider when assigning this authority are:

» Is the scope and acceptable use for such authority clearly defined?

» Are there demonstrable processes for managing authority assignments and
for timely removal of authority when an individual's business need ends?

» Do staff whose job responsibilities include operating system maintenance and
support have system authority assigned to their individual user IDs? If not,
can all activity be traced to a specific individual with absolute certainty?

» Do staff whose job responsibility is security administration have security
administrative authority assigned to their individual user IDs?

» Are service machines and agents (services, daemons, scheduled jobs) that
are part of the operating system assigned to a system maintenance and
support department rather than to an individual?

» Does each person who is able to log on to, or modify, the service machines
and agents have a valid business need?

» Can members of administrative authority groups be individually identified and
managed?

» How often will annual group membership be reviewed to ensure that access
authority is removed on a timely basis when an individual's business need
ends?

Activity performed using system or security administrative authority must be
specifically authorized by management, by a change control process, or must be
consistent with the individual's job description. The organization’s management
must ensure that individuals having authority are made aware of this
requirement. One of the most important procedures you should have defined in
your security policy is how to remove administrative access for an individual
when they are terminated or change job responsibilities.

Processes or controls must be in place for detecting and handling systematic
attacks (attempts to log on) to administrative access points, or use of
administrative logon accounts. A manager or a person designated by
management should be notified whenever the number of invalid logon attempts
exceed an installation-defined limit. On systems where intrusion detection
reporting tools are available, they must be executed at least once a day if they do
not provide real-time alerts. Timely follow-up action must be taken on all alerts
generated by such tools.

Technical factors

Another equally important aspect of controlling administrative access is to lock
down and enforce a minimum number of methods used for accessing system
configuration. For example, telnet is probably the most popular interface to
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remotely access router configuration and administer UNIX hosts. Most network
routers provide a built-in telnet server that uses simple name and password
authentication. There are at least two primary concerns regarding the control of
telnet access to any device on your network:

— Preventing the telnet server/device from external network access attempts

— Ensuring that the login dialog where the name and password are
transmitted is not in clear text on any network link

Secure Shell (SSH) provides a more secure alternative to telnet. SSH uses
encryption for the login names and passwords during authentication. Most Cisco
router platforms support SSH version 1, and we strongly recommend using SSH
instead of telnet for router administrative access.

Disable services that are not needed. A good rule of thumb is to disable any
service on your hosts that is not absolutely required. Host hardening is discussed
more in Chapter 9, “Server hardening”.

Block protocols that are not needed. In addition to disabling unneeded host
services, you should only permit network protocols that are absolutely
necessary. We provide some guidelines for what protocols should be enabled in
different areas of a typical infrastructure in Chapter 4, “Security components and
layers”.

Apply security vulnerability updates

We all know that software updates (patches, PTFs, hotfixes, service packs,
upgrades, and so forth) require time and staff resources to install, test, and
implement. From a security perspective, there is one compelling reason to apply
updates and patches in a timely manner that can be summed up in one word:
“exploits.” We define an exploit as “a gap in system security” What a security
administrator considers to be a gap or hole is often consider by a potential
intruder (or hacker) to be an exploitable opportunity, or exploit. The exploit
typically has the potential to provide some high level of system access that is not
permitted except to the administrators responsible for that system. Other exploits
might provide the potential to inflict damage or other improper system operation
that results in a loss of the service, commonly referred to as a Denial of Service
(DoS) exploit.

A critical aspect of host server defense is to eliminate known vulnerabilities.
Vulnerabilities that are discovered by the software vendor are often fixed or
patched prior to announcing the discovery of the potential exploit. Unfortunately,
the software vendors are not always the first ones to discover vulnerabilities.
There are many people who actively search for vulnerabilities for a variety of
reasons, such as an attempt to negatively affect the software vendor’s image or
reputation, to gain personal notoriety, or to simply seek to improve products for
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the “greater good.” We feel it is pointless to be concerned about the reasons
people are constantly looking for new vulnerabilities. Most vendors react swiftly
to provide updates to fix security vulnerabilities once they become aware of
them.

Software vulnerabilities generally fall into three categories:
1. Operating system defects

2. Application software defects

3. Improper configuration

Administrators can greatly mitigate security risks by applying software updates
and recommended configuration changes in a timely manner. There have been
many instances in the past few years of worm attacks or outbreaks that affect
large number of systems. In many cases, the worms take advantage of known
exploits that the vendor may have provided fixes for months before the worm was
unleashed. It is your responsibility to make a review of vendor updates part of
your security routine procedures. In some organizations, the system “owner” has
the responsibility to monitor relevant vendor sites for updates at least monthly.

Perhaps the biggest mistake an organization can make is to not apply updates
because there is uncertainty over whether or not the exploit represents a risk in
their current environment, or because the exploited feature is not being used.
Should some business reason in the future cause the affected service or
component to become enabled, you cannot rely on someone’s memory of
reading a software product advisory that was not applicable at the time. Another
strong possibility is that the affected service is enabled by default, whether you
are using it or not, and the exploit uses the vulnerability as a doorway to other
parts of a system. So our advice is to apply software updates regardless of
whether you have the affected features implemented or not. There is always the
possibility the feature in question will be enabled down the road, or already is
even though you don’t use it.

In some cases, when a vulnerability is reported or announced, it might become
necessary to disable the component or service affected until a fix from the vendor
becomes available. This type of temporary action must be considered by
weighing the potential business impact against the potential risk. In cases where
the vulnerability is due to default configuration settings, these are often the
easiest exploits to eliminate by following the vendor’'s recommendations.

Workstations must be considered with equal importance to your servers with
regard to applying updates. Human behavior is rarely predictable, therefore it
becomes difficult to foresee all problems that can arise when a user connects to
systems that are outside of your organization’s control. When you consider that
the users’ workstations can connect to your internal systems, they easily can
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become a carrier of worms, viruses, or possibly even a conduit or bridge into your
internal network. If you permit workstations connected to your internal LAN to
also use dial-up services outside your control, those workstations can potentially
form a network-level bridge between your internal “protected” network and the
outside unfiltered Internet. So remember to include acceptable use of modems in
your security policy. This is in addition to standards for workstation virus scanning
software updates and personal firewalls and the means to keep the workstation
security measures up to date.

Information about sources of vulnerability and updates is usually available from
operating system vendors and application software vendors, but you should not
rely on vendor sources as your sole source of information. One of the best
resources on security vulnerability issues is the CERT Coordination Center. Get
the latest information from their Web site, which is updated frequently, at:

http://www.cert.org/

The resources required to perform patch management on servers will vary
depending on the size of the organization, the number of different operating
systems, and the number of applications. Patch management of workstations will
vary widely in the resources needed, depending on whether or not a central
software distribution mechanism is implemented, among other factors. Updates,
patches and other “hotfixes” can be pushed to workstations using traditional
software distribution tools, or specialized patch management products, such as
Patchlink Update (www.patchlink.com), BigFix Patch Manager (www.bigfix.com),
Security Update Manager (www.configuresoft.com), LANguard Network
(www.gfi.com), and others.

Record activity for audit and reporting

No security architecture is immune from unauthorized access attempts. Every
system should anticipate attempts to circumvent the controls designed to protect
the enterprise, and every subsystem should have auditing as a component.

Following are the features that should be incorporated:

1. Alog of system activity must be available in case an investigation is required
to determine actual use (or misuse). Logs should be stored on a system that
is separate from the system generating the log, and is physically located
within a protected network zone. The log must be retained and available to
security administrators for a number of days determined by the organization’s
business security standards and procedures. We recommend keeping activity
logs for at least 60 days, as often an incident investigation needs to cover a
period of several weeks.

2. All access attempts to systems should be logged. Components must have the
ability to create access, system, resource, and activity logs. Exceptions to
compliance should be clearly described in the organization’s security policy.
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3. Systems must be able to log invalid access attempts against the access
control policies defined and approved for the system (in other words, define
what constitutes a log exception). The log should contain all information that
would be pertinent to a security investigation such as: user ID, source
address, destination address, time, date, protocol, port, process, and NETID.

4. Systems must have a process for detecting systematic attacks, or detecting
intrusions against the system. Activity logs are instrumental for this purpose,
but should not be the sole method of intrusion detection. If no dedicated
intrusion detection tool is compatible with a given system, then a procedure
must be implemented whereby logs for the system are reviewed regularly and
frequently, such as weekly at a minimum.

5. The organization’s security policy should define procedures for reporting
incidents related to systems and components. It should cover incidents that
originate from both external and internal sources. Due to increasing
legislation, the procedures for handling and preserving potential evidence
should be defined as part of the organization’s incident response plan.

Assessment

The assessment function includes health checking, vulnerability scanning and
technical testing. Assessments are the processes and procedures, defined in the
organization’s security policy, whereby the organization has the ability to validate
that the security system components are functioning as designed and as a whole
are providing the protection intended. Periodic assessments are also valuable
because they provide an opportunity to evaluate if the current layers of defense
address the latest potential exploits.

When changes are made that affect the security controls implemented within a
system or subsystem, testing must be completed to assure that the controls
specified are active and continuing to function as designed. Documentation of
changes to any component must be maintained and regularly reviewed to ensure
no security measure has been affected. A formal annual security assessment
review is a recommended best practice. If a security assessment reveals a
negative finding, there should be a procedure defined in the organization’s
security policy that describes the actions required and time frame in which they
must be performed.

The most thorough security assessment will engage a test team to inspect the
overall system. Often, a more thorough and objective assessment will be
conducted if people outside the organization are performing the testing. We
recommend that the results of such a test team investigation be incorporated and
documented as part of the annual security assessment process. We strongly
recommend that the appropriate levels of management approval be obtained
prior to conducting any form of vulnerability testing, and all parties that either
support or use a particular system should be identified as the first step in
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assessment planning. Keep in mind that communication is perhaps the primary
success factor when planning the assessment, conducting tests and log audits,
and of course, sharing the findings.

3.3 Summary

In this chapter, we discussed the areas of concern for implementing a secure
infrastructure architecture that meets the requirements of an organization’s
security policy. The two main infrastructure requirements that must be
considered are:

To provide data confidentiality assurance

Encrypt confidential and sensitive information where required.

Facilitate both physical and logical server and network separation
wherever possible.

Reduce exposure to network sniffing.
Identify appropriate parties authorized to access and update content.

Provide protection to back-end application and Web servers using network
proxy layers.

Protect organizational resources with monitoring utilizing intrusion
detection systems (IDS)

To provide data integrity assurance

Ensure data remains unaltered in transit.

Provide integrity access controls for filtering updates and administration.
Support business continuity through redundancy and fail-over.

Utilize secure tools for maintenance activity to required subsystems.

Require infrastructure components to have all security vulnerability
updates applied in a timely manner.

Utilize operational procedures that include auditing and reporting.

Assess system implementation to ensure it fulfills the security
requirements.

In the next few chapters we describe the technologies, components, and
methods utilized to meet these secure infrastructure requirements, and how they
can be used to create multi-layered defenses.
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Security components and
layers

Metagroup defines a security architecture as “an orderly and comprehensive
arrangement of security components.” So, what exactly constitutes an orderly
arrangement? While there is no single answer to this question, we present some
guidelines and recommendations in this chapter. Our sample policies and
guidelines are based on best practices within IBM and on our experience working
with customers.

This chapter focuses on the technical methods used to support the general
infrastructure security requirements we described in the previous chapter. In the
first part of this chapter, we describe the various types of infrastructure
components and their security functions. (You may already be familiar with the
security components, so for you this will be a high-level review.) Next we discuss
infrastructure design from a component placement and data flow standpoint. We
describe a secure architecture model for providing security by utilizing multiple
network zones with data flow boundaries, policies, and controls. And last, we
describe a comprehensive top-to-bottom sequence of technologies and methods
to provide a high degree of security in a computing environment.
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4.1 Infrastructure components

Before we can describe policies and models for designing a secure network
infrastructure, we must define and describe the typical components available.
The high-level components we describe can be categorized as:

» Firewalls

» Routers, switches, and hubs

» Proxies

» Intrusion detection systems

» Enterprise access management systems

» Application servers

Some components clearly perform network boundary functions, while others

provide services within a network. Some components, such as application
proxies, can perform both as boundary controls and network application servers.

4.1.1 Firewall overview

116

A definition from The American Heritage® Dictionary of the English Language,
Fourth Edition:

Firewall

1. A fireproof wall used as a barrier to prevent the spread of fire.

2. Computer Science. Any of a number of security schemes that prevent
unauthorized users from gaining access to a computer network or that
monitor transfers of information to and from the network.

The term firewall is often misused or misunderstood because, in practice, a
firewall is not necessarily one device, nor does it necessarily perform one
function. Perhaps the confusion stems from the early use of the term firewall to
describe single hardware devices that were essentially screening routers
between two different IP networks. The term firewall has evolved to describe a
variety of network defenses.

For our purposes, a firewall is actually a system or a group of systems that
provide some form of boundary, or more specifically, access control between two
networks. A firewall provides two basic functions:

— Permit traffic flow
— Block traffic flow
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There are several different types of functional firewalls that we consider in this
section:

»

»

>

>

>

Packet filters

Stateful packet filters
Virtual LANs (VLANS)
Session proxies

Application proxies

Packet filters
Packet filters intercept IP packets in transit and compare them against a set of
filtering rules. This provides a fairly low-level, basic protection mechanism.
Packet filtering is often performed by a router that analyzes the packets it routes
(a screening router), rather than a dedicated firewall machine. Packet filters
either allow a packet to pass on to its destination or block it, based on criteria
such as:

The source and destination IP addresses
The origin of the packet
The client and server port numbers

The session layer protocol carried by the packet (UDP, TCP, ICMP, and

so forth)

Figure 4-1 depicts a simple packet filter that has been configured to block any
traffic to TCP port 80 on a host in the trusted network.

Trusted network

Connectioné to port 80 allowed

Connections to port 80 blocked

—

|
Packet filtéring router
|

Untrusted network

Figure 4-1 Simple packet filtering router
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Note that routers capable of filtering based on the port and IP session layer
protocol type can be effectively used to limit the types of traffic entering and
exiting the network. The ICMP is a good example of a protocol that needs to be
filtered by the request type rather than a port number because it does not use a
specific IP port.

Packet filtering devices play a valuable role in network design despite the
introduction of devices that are capable of much more sophisticated inspection
and filtering of traffic. The main advantage of a packet filter as a form of firewall is
raw performance. Because they do not do an in-depth analysis of the packet,
they are in most cases simpler, cheaper, and faster than other types of firewalls.
In some cases, the use of a packet filter firewall (typically a router device) in front
of a higher layer firewall can improve the overall throughput by reducing the
amount of packets requiring analysis by the more sophisticated firewall filter.

Stateful packet filters

Some firewall products can filter packets based on the activity or state of a
connection; this capability is known as being stateful. So in addition to the basic
packet filtering functions discussed previously, stateful filters apply access
controls based on specific expected events occurring in a given protocol.

Each time a TCP connection is established for inbound or outbound connections
through the firewall, the information about the connection is logged in a stateful
session flow table. The table contains the source and destination addresses, port
numbers, TCP sequencing information, and additional flags for each TCP
connection associated with that particular connection. This information creates a
connection object in the firewall series. Thereafter, inbound and outbound
packets are compared against session flows in the connection table and are
permitted through the firewall only if an appropriate connection exists to validate
their passage. This connection object is temporarily set up until the connection is
terminated.

Note that a stateful packet filter only inspects the packets predominantly at layer
4 (transport layer), and only inspects the packets at the start of a connection. If
the router access control list (ACL) allows the connection, an entry is created in
the router’s “state table,” so from that point forward the subsequent packets in
the communication are passed through without inspection. By limiting the
number of packets that are inspected in detail, the impact on router throughput
performance can be kept relatively low.

The overhead to examine the data packets in addition to the IP packet header is
significant, so the throughput is generally less than a simple packet filtering
router. Because of this, stateful packet filters are usually used downstream of an
initial packet filtering router. The initial router limits the amount of data packets
that reach the stateful filtering router.
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Session-layer proxies

Although application-level proxies are considered highly secure, they require a
high degree of technical configuration and support. To help solve this problem,
session-layer proxies, also referred to as circuit-level proxies, were developed.
Session-layer proxies are much like application-level proxies. A session-layer
gateway establishes a proxy connection between an internal user and an
external host. However, unlike application-level proxies, session-layer proxies
control the flow of data at the session layer. Working at the session layer means
that the proxy actually establishes a virtual circuit between the client and the host
on a session-by-session basis. Discussions on the advantages and
disadvantages of either type can be found in numerous places. For example, see
the following URL:

http://www.aventail.com

It is important to note the difference between a session-layer proxy and a stateful
packet filter. Unlike stateful packet filters, a session-layer proxy inspects all
packets, so the throughput is generally lower.

SOCKS

SOCKS is an IETF standard (RFC-1928) generic proxy protocol for
TCP/IP-based applications. The SOCKS protocol provides a flexible framework
for developing secure communications by supporting the integration of other
security technologies.

SOCKSV5 is an IETF (Internet Engineering Task Force) approved standard
(RFC 1928), generic proxy protocol for TCP/IP-based networking applications.
The SOCKS protocol provides a flexible framework for developing secure
communications by easily integrating other security technologies.

SOCKS consists of two components, a server and a client. The SOCKS proxy
server is implemented at the application layer, while the SOCKS client is
implemented between the OSI application and transport layers. It is a
session-layer proxy. The basic function of SOCKS is to enable hosts on one side
of a SOCKS proxy server to access hosts on the other side of a SOCKS server
without requiring direct ITCP/IP connectivity. The relationship of the SOCKS
proxy server to the OSI stack is shown Figure 4-2.
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Client SOCKS server Application server
Application
A Application
Transport Transport Transport
Data Data Data
Network Network Network
Physical Physical Physical
~—~—  — —~—— —

Figure 4-2 SOCKS client to application server communication through SOCKS proxy

When an application client needs to connect to an application server, the client
actually connects to a SOCKS proxy server. The proxy server then connects to
the application server on behalf of the client. Acting as a proxy, it relays the data
between the client and the application server. From the application server’s point
of view, the proxy server is the client it is communicating with.

There are two versions of SOCKS: v4 and v5. Both versions make the
connection requests on behalf of the client, set up proxy circuits, and relay the
application data. The main difference is that SOCKSv5 adds a client
authentication function before making the connection request to the application
server. A SOCKS proxy toolkit is freely available to facilitate a proxy service that
is independent of the application client and server. The toolkit consists of the
SOCKS client and a server. Note that the client system must be “SOCKS-ified”,
meaning the SOCKS client is hooked into the client’'s TCPIP transport stack to
redirect certain requests to the SOCKS server. Note that multiple applications
can use the SOCKS client because it is independent of the application, which
means that a single proxy can support a multitude of TCP/IP-based applications.

IPsec

IPsec is a collection of IETF protocols (RFC- 2401 being the main RFC, but there
are multiple RFCs related to IPsec). The three main protocols comprising IPsec
are:

1. Authentication Header (AH): Provides authenticity guarantee for packets, by
attaching strong cryptographic checksums to packets. Unlike other protocols,
AH covers the whole packet, from the IP header to the end of the packet. The
checksum operation will be successful on a packet with AH if the sender and
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the receiving peer share the same secret key. A successful checksum
evaluation means the packet was originated by the expected peer and the
packet was not modified in transit.

2. Encapsulating Security Payload (ESP): Provides a confidentiality guarantee
for packets by encrypting packets with defined encryption algorithms. A
packet with ESP that is successfully decrypted means the packet was not
intercepted and modified.

3. IP payload compression (IPcomp): IPcomp provides a way to compress
packet before encryption by ESP. The purpose of this is to improve effective
data throughput, because once the packet has been encrypted by ESP its
potential for normal data compression is low or impossible.

4. Internet Key Exchange (IKE): AH and ESP need a shared secret key between
peers. IKE provides for secure key negotiation and exchange between
different locations.

The IPsec protocols provide security for transmission of sensitive information
over unprotected IP networks. IPsec acts at the network layer, protecting and
authenticating IP packets between participating peer devices. It is similar to
SOCKS in that it requires a client; however, it does not require a proxy server.
IPsec network gateways are used as the intermediary network proxy. It is
commonly implemented in network routers, since it is essentially a network-layer
proxy. As a result, it is generally more efficient than SOCKS because it is
operating within only the lower three OSI layers (physical, data, and network).
The primary popular use of IPsec has been as a means to provide VPN (virtual
private network) access from unprotected networks (such as the Internet) into a
trusted, protected network.

4.1.2 Firewall products

In our lab scenarios in this book, we were not necessarily concerned with the
firewall products themselves. Rather, we were more interested in what the Lotus
and WebSphere applications were doing, or were likely to do, across a firewall.
In describing the implementation of a multi-zone architecture, it should not matter
which firewall products are used. It is assumed that in each case the important
information for a firewall administrator is primarily the ports and protocols used. It
is up to the firewall administrator to use that information to establish the
appropriate firewall configuration and access control lists.

The following is a brief list of some common firewall products that provide at least
stateful filtering capability and beyond, but fall short of being a full-fledged
application-layer proxy. This is included only as a guide and the descriptions are
based on the vendor’s own marketing material.
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Note: We do not endorse any one firewall product and do not claim to have
exhaustively tested the firewall products listed. Inclusion on this list should
not be considered to imply suitability; likewise, exclusion from the list does
not imply unsuitability.

Check Point Firewall-1

Check Point Firewall-1 is a popular firewall based on the Redbook team’s
experience at client sites. A management module allows the compilation of rules
to determine firewall configuration. Once installed, the default configuration
allows nothing through the firewall in either direction. The rules need to be
defined to start allowing traffic to flow.

Standard features of Firewall-1 include stateful inspection and address
translation (NAT). Check Point has integrated products for facilities, such as
virtual private network (VPN).

For more information, see the Redbook Check Point FireWall-1 on AlIX: A
Cookbook for Stand-Alone and High Availability, SG24-5492, or refer to Check
Point’'s Web site:

http://www.checkpoint.com

Cisco PIX

The Cisco PIX firewall is a dedicated firewall appliance in Cisco's firewall family.
Cisco PIX is an example of a firewall that has the concept of secure and
less-secure sides under the default configuration. This means that one side of
the firewall is trusted by default (for example, the DMZ) and that all traffic from
the trusted or more secure side can flow through the firewall. By default, all traffic
in the other direction is disabled until specific rules are defined to allow traffic to
flow. For more information, refer to Cisco’s Web site at:

http://www.cisco.com

Raptor Firewall

Raptor Firewall is a firewall solution from Axent Technologies, a subsidiary of
Symantec. Features include the Raptor Management Console (RMC) for easy
management of local and remote firewalls, standards-based VPN support (IPSec
and Internet Key Exchange (IKE)) for connecting to remote offices and users,
and firewall-integrated content blockers for filtering WWW and Internet Usenet
groups. For more information, see the Symantec product Web site at:

http://www.symantec.com
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IBM SecureWay® Firewall

This firewall technology was first developed by IBM research in 1985 and has
been protecting IBM and global corporations' assets for more than 10 years. The
IBM SecureWay Firewall contains filtering, proxy, and circuit-level gateway, and
includes VPN support based on the IPSec standard. For more information, see
the Redbooks: A Secure Way to Protect Your Network: IBM SecureWay Firewall
for AIX Version 4.1, SG24-5855, and Redhat Linux Integration Guide for IBM
eServer xSeries and Netfinity, SG24-5853, or visit the IBM product Web site at:

http://www.tivoli.com/products/index/firewall/

TIS Firewall Toolkit (FWTK)

Trusted Information Systems, Inc. (TIS) developed the TIS Internet Firewall
Toolkit (FWTK), a software kit for building and maintaining internetwork firewalls.
This is freely available under a noncommercial use license and is a popular
solution for Linux.

For more information, refer to:
http://www.fwtk.org/

TIS merged with Network Associates in February of 1998. For more information
about their commercial products, see:

http://www.tis.com/ or http://www.nai.com/

4.1.3 Routers, switches, and hubs

Routers, switches, and hubs are grouped together because they are all network
hardware devices that perform functions at the lower four OSI levels: physical,
data, network, and transport layers. Routers and switches are active devices,
whereas hubs are generally passive devices and do not provide any security
functions.

Active network devices, such as switches and routers, are designed with
performance, speed, and convenience as primary objectives. As a result, the
security functions are somewhat unsophisticated except at the higher end of the
price ranges. In addition to lacking advanced security functions, they often have
limited filtering capabilities for common protocols that use multiple ports, such as
FTP. The configuration of filter access lists can be cumbersome and error prone,
which does not follow a “keep it small and simple” rule of security. Switches and
routers have even been known to contain hard-wired back door passwords,
allowing easy reconfiguration by a knowledgeable attacker. Switches and routers
are usually configured by sending plain text (unencrypted) passwords over the
network. These passwords could be captured, or even guessed, and are
reusable. Switches and routers can be used to provide additional filtering and
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alarming, but should never be relied on as a primary and dependable means of
providing security to a business.

Routers

A simple description of what a router does is forward data packets from one
network to another. This description conjures up images such as a ferry for
passengers between two land masses. However, routers today have become
extremely diverse in their range of functions and capabilities. So now the image
is more sophisticated, like perhaps that of a major airline’s hub airport for
passengers and cargo, with transfers to trains, buses, trucks, cars, and so forth.

Routers are always the first line of defense for network traffic coming to your
organization from the Internet. They are also the last point of control for traffic
from your organization bound for the Internet. The router under your control that
immediately connects to your Internet service provider (ISP) is often called your
border router. In the times before ISPs, the telephony world called this the
demarcation point. It is where the service provider’s control (and responsibility)
ends and your organization’s responsibility and control begins. Note that many
large organizations have more than one Internet connection and potentially more
than one border router.

As we discuss later, a router is typically performing at least basic packet filtering
as a form of access control. Think of this access control as a traffic cop, deciding
who can turn down different roads and who can’t. In this case we will identify the
router as a type of firewall. Note that not all network routers can, nor should,
perform filtering; just keep in mind that they can. Again, we are saying when we
employ any filters on a router, it becomes a very basic type of firewall.

Switches and hubs

Switches and hubs provide a virtual ethernet bus, and for the most part have
completely replaced ethernet using a coaxial cable physical bus architecture.
The days of having to drill taps into “thick ethernet” coax are (thankfully) behind
us. As previously mentioned, a security benefit of switch technology is the fact
that all packets on the segment are not transmitted to all devices connected to
the switch. This greatly reduces the packets that can be “seen” by a sniffer
connected to one port on the switch. The exception to this is broadcast packets
that some protocols use where the packets get transmitted out all the switch
ports.

NAT

Originally, Network Address Translation (NAT) was proposed in IETF RFC-1918
as a short-term solution to the problem of IP address depletion. In order to be
assured of any-to-any communication on the Internet, all IP addresses have to
be officially assigned by the Internet Assigned Numbers Authority (IANA). This is
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becoming increasingly difficult to achieve, because the number of available
address ranges is now severely limited. Also, many organizations have in the
past used locally assigned IP addresses, not expecting to require Internet
connectivity. NAT is defined in RFC1631.

The idea of NAT is based on the fact that only a small number of the hosts in a
private network are communicating outside of that network. If each host is
assigned an IP address from the official IP address pool only when the host
needs to communicate, then only a small number of official addresses are
required.

NAT modifies the IP address of an outgoing packet and dynamically translates it
to an externally routable address. NAT translation applies to the address in the
IP header only; IP data is not altered. For incoming packets, it translates the
external address to an internal address. From the point of view of two hosts that
exchange IP packets with each other, one in a secure, private network and one
in the non-secure external network, NAT looks like a standard IP router that
forwards IP packets between two network interfaces. So typically we employ
NAT wherever possible to hide details of the internal network’s private network
addressing.

It is important to note that only TCP and UDP packets are translated by NAT.
The Internet Control Message Protocol (ICMP) is used for messages and will not
operate in a NAT environment. For example, ping is an ICMP service; when you
ping a host from a non-NAT environment to a NAT environment, you will not get
an answer back because the IP address cannot be resolved.

There is another router function related to NAT called port address translation
(PAT). This allows a specific port coming from a host on one side of a router to
be represented as a different port and IP address on the other side of the router.
PAT is more commonly implemented as part of a session-layer firewall rather
than a network router.

VLANs

Virtual LANs (VLANS) are fairly recent (since around 1998) features incorporated
into the higher end switch products available. Their primary purpose is to provide
flexibility in partitioning switches into multiple LAN broadcast domains and to
facilitate spanning a broadcast domain across multiple switches. VLANs are
frequently used to improve network performance by grouping systems together
that rely on broadcast-intensive protocols such as NetBIOS and IPX. Properly
configured VLANSs can be useful in security when they are used for separation
and isolation, and can eliminate the need for large numbers of smaller, dedicated
switches. They also have the advantage of not being limited to the boundaries of
a single switch, allowing the grouping criteria for systems not to be limited by
physical location. And another big advantage is being able to create multiple
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subnets, yet have a relatively small number of physical network devices to
monitor and maintain.

When improperly configured, VLANs present some security risks that do not
occur when using dedicated switches to define security boundaries. Although the
subnets defined on a switch are considered “virtual,” they still need a router to
send and receive traffic from other subnets. If our security design requires
firewall functions between two subnets, we can implement the connection
between the subnets using separate (external) routers and firewalls. But most
high-end switches, such as Cisco Catalyst switches, are capable of providing at
least packet filtering access controls between subnets within the same switch.
Because the VLANSs are physically connected in the same switch, there is a risk
that some configurations might permit spoofed packets to be able to “jump” from
one VLAN to another and bypass the router or firewall controls between the two
subnets.

Because the VLAN can span multiple switches, it provides a great deal of
flexibility in being able to group systems (such as file and print servers) in the
same broadcast domain despite possibly being located on different floors of a
building. But this same flexibility also has the potential to provide diverse paths
through a network that bypass firewall access controls if an intruder is able to
“jump” between VLANSs.

In order to understand the potential security vulnerability of VLANSs, you need to
have a basic understanding of how they work. Basically, a “tag header” is
inserted in the ethernet frame immediately after the source MAC address. The
tag is used to identify which VLAN a frame belongs to, and enable the VLAN to
span multiple “trunked” switches. The details of VLAN “frame tagging” are
defined in IEEE 802.1q, and may be found at:

http://standards.ieee.org/reading/ieee/std/Tanman/802.1Q-1998.pdf

The actual vulnerability is that a frame could potentially be crafted, or spoofed, to
appear to belong to a VLAN that is different from the actual source’s VLAN in the
case of trunked switches. This can cause the frame to be switched to the target
VLAN without the frame passing through the integral router that has access
controls defined. Switch vendors point out that the VLAN functionality was
designed for performance, not security. Also, the three conditions required for
VLAN jumping (access to the first VLAN, use of trunked switches, and the ability
to craft a frame with a spoofed tag header with an ID corresponding to the target
VLAN) are an unlikely possibility except from, perhaps, someone within the
organization with intimate knowledge of the VLAN configuration.
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4.1.4 Proxy servers

Application proxies

Application-level proxies were developed to provide more sophisticated levels of
security. Application-level proxies stand between two networks and relay data
between clients on one network to servers in the other. Instead of a direct
connection between internal and external networks, application-level proxies
typically serve as a middleman for Internet services. The proxy intercepts all
traffic and relays packets of data back and forth between the client application
and the server-based application. Application-level proxy technology can serve
important security roles in the infrastructure. Application proxies fall into two
categories: reverse proxies for inbound connections, and forward proxies for
outbound connections. We discuss these two types of application proxies later in
this section.

Proxy servers are somewhat unique in that they perform network separation
functions like a firewall, yet they might also behave like a server from a user’s
point of view. As previously mentioned, a proxy can perform at either a session
level (layer 4) or an application level (layer 7). Some firewall products provide
session-level proxy capabilities, but as a general rule, application-level proxies
are dedicated systems. Because application-layer proxies inspect all packets
including the application data “payload,” the throughput performance of an
application proxy will be considerably less than a packet or stateful packet
filtering router.

Proxies can work in different directions, although they are usually dedicated to a
single client-server data flow direction. In order to make sense of the proxy
nomenclature, remember that it is based on the internal network as the reference
point of view.

Reverse proxies

Reverse proxies were developed to meet a need to provide access from
external networks (the Internet) into corporate resources. They facilitate the
elimination of data storage from outer network zones. A multi-zone
architecture is discussed later in this chapter. A reverse proxy basically
handles incoming requests from external clients, then performs the request
against the back-end application server on behalf of the client. The client
never directly connects to the destination service or application.

Forward proxies
Forward proxies were developed to control access from workstations within
the corporate controlled network to services on external networks. Similar to a
reverse proxy, the internal client request goes to the forward proxy, which
then passes the request on to the external service.
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These high-level descriptions of the two types of proxy servers is sufficient for
infrastructure data flow design. A more in-depth discussion of how proxies work
and advanced functions they provide can be found in Chapter 5, “Proxies” on
page 165.

4.1.5 Intrusion detection systems
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There are several types of intrusion detection methods or “systems.” An intrusion
detection system (IDS) is a system specifically designed and implemented for
detecting intrusions. An IDS will fall into one of the following four main
categories:

1. Network intrusion detection systems (NIDS): These are systems, usually
integrated in network hardware devices, to monitor the TCPIP packets and
check for prohibited connection requests. They also can have algorithms to
determine if there is a denial of service (DOS) attack. A NIDS monitors
network data packets and attempts to detect the connection requests of a
potential intruder. An “intrusion” can consist of a simple attempted connection
or an abnormal volume of connection requests that might cause a denial of
service attack. NIDs should have the ability to detect patterns of connection
requests that are atypical. For example, a NIDS should detect a large number
of TCP connection requests to several different ports on a target machine,
and identify this event as a potential TCP port scan. A NIDS is implemented
typically as an independent, dedicated machine transparently watching all
network traffic. Because they are operating in network devices, such as
routers, hubs, and switches, they can protect several systems. It is also
possible to perform NID on a single host, and it has recently become common
practice to deploy some form of NIDS on workstations to function as a
“personal firewall”

2. Host data integrity assurance: This approach monitors a host at the OS level
for any changes to system files and configuration or registry settings and in
some cases, application data files. The monitoring tools assure the integrity of
data by establishing a baseline of system data in its desired state and then
detecting and reporting any changes to the baseline. Generally, the changes
are logged and the logs are used to generate reports, so these types of
detection systems do not always report events in real time. Recently,
products such as Tripwire have begun to support integration into real time
monitoring systems, such as IBM Tivoli® Risk Manager and Tivoli
Enterprise™ Console. For more information see the following URL:

http://tivoli.tripwire.com/

3. Log activity monitors: Similar to data integrity assurance monitoring, this type
of monitor is designed to scan through log files and look for unusual patterns.
An “unusual pattern” is determined by matching certain activities to a known
signature. For example, a signature might define a potential buffer overflow
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attack attempt as a repeated series of HTTP server access attempts using
very long URL “get” strings.

4. Content scanners: Although generally in a class by themselves, we are
including content scanners such as virus scanners, spam filters, and Web
filters as a special category of intrusion detection system. Content scanners
in one sense are designed to detect passive attacks, where the intrusion is
potentially embedded within the data itself. Scanning data in transit is a line of
defense intended to prevent potential attacks on the destination systems,
which could be servers or workstations. In the case of Web filters applied to
HTTP traffic, and spam filters for e-mail, we might consider this to be more of
a technique for providing some measure of access control with respect to
misuse or abuse of an organization’s network bandwidth and other resources.
We think you will agree that receiving unsolicited e-mail (“spam”) is indeed a
type of intrusion and that you would like to detect and ideally prevent or
greatly limit the extent of the disruption it causes.

A sample of an activity monitor program for detecting invalid logon attempts on a
Sametime server can be found in the IBM Redbook Working with the Sametime
Community Server Toolkit, SG24-6667, pp. 63-84. This simple example might be
usable as a basis to create your own rudimentary host IDS for Lotus Sametime.
But note that it does not contain any algorithms for detecting any patterns of
failed logons. Because patterns, or signatures, indicating attacks can be complex
and ever changing as new attack methods are devised, we do not recommend
that you attempt to create your own IDS. A large variety of open source and
commercial IDS products are available. A list of both public domain (open
source) IDS and commercial IDS that appears to be kept reasonably up-to-date
can be found at the Purdue University COAST (Computer Operations, Audit, and
Security Technology) site at:

http://www.cerias.purdue.edu/coast/ids/ids-body.html#systems

Placement of IDS varies depending on the type used, although network IDS and
content scanners tend to be most appropriate at or near network perimeters or
borders. NIDS are generally not deployed on LAN segments because of the high
volume of data packets that would need to be inspected. Host-based IDS and
content scanning has become the “best practice” standard on most servers, and
limited content scanners (such as virus scanners) have become a commonplace
practice on every workstation. “Personal firewalls” are also quickly becoming the
norm on workstations, allowing both an administrator and the end-user to block
web site tracking cookies, “pop-up” ads, and provide inbound and outbound
port/application blocking.
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4.1.6 Enterprise access management and identity management

systems

Ideally, organizations need a unified approach for making authorization
decisions, instead of relying on individual access control services for each
server, application, or environment in the enterprise. Enterprise access
management systems provide a centralized identity and credential repository in
conjunction with centralized application access controls. Centralized identity and
access management systems are, of course, dependent on a centralized
directory or credential repository strategy.

The IBM Tivoli brand provides an entire suite of identify management products,
with Tivoli Access Manager providing the authorization and access control
aspects. For in-depth information regarding IBM Tivoli Access Manager, and
other Tivoli products, please see the following IBM publications:

» Identity Management Design Guide with IBM Tivoli Identity Manager,
SG24-6996

» Enterprise Security Architecture using IBM Tivoli, SG24-6014
» IBM Tivoli Access Manager for e-business, REDP3677

4.1.7 Application servers
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The term “servers” covers a broad spectrum of types of hosts and services. With
the integration of core networking services, such as DNS and DHCP, into
“network devices,” the concept of a server as a physical host machine has
changed in the past few years. From an infrastructure standpoint, we must be
concerned with both the inherent security defenses our core servers have
available as well as the additional security we must provide by their placement
within the overall architecture in conjunction with other defenses external to the
server itself.

Core infrastructure servers
The core infrastructure servers are:
» DNS

» SMTP relay hosts
» FTP repository servers

They are described in detail in the following sections.

DNS

The purpose of your domain name service, or DNS, is to translate host names
into IP addresses, and support the ability to do a reverse-lookup, meaning
translate IP addresses into host names. Another function is to provide other
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domains with mail exchanger, or MX records that list what hosts accept SMTP
mail for your domain.

An important concept that we enthusiastically consider a best practice is to have
a separate DNS made available to the Internet, rather than your internal DNS.
Sometimes this is called a split DNS, however, in most cases it is not really
distributed, as a “split” might imply. To avoid confusion, we will say you should
have a different DNS for external users and servers than the DNS you make
available to internal users and servers. The internal DNS provides name services
for all hosts operating within your IP domain. The external DNS only provides
name services for the servers that are reachable from the Internet.

At the minimum, the external DNS will provide name and address translation for
the name server itself (an NS record), and at least one MX record. After all, if you
do not want to list a public mail exchanger host, then you probably would have no
need for a public DNS host. In practice, most organizations will have at least two
name servers that are connected to the Internet, a primary and a secondary. It is
also typical to have at least two mail exchanger hosts listed. Beyond these two
minimum types of hosts, the external or “public” DNS must also list all hosts that
can be directly connected to from the Internet, such as Web servers, FTP
servers, and proxy servers. The main idea of the external DNS is to publish the
least amount of information for people to connect to the services you are making
available to Internet users.

Internal DNS should be separated so that there is no visibility or access to them
from the Internet. Generally, the externally reachable servers previously
mentioned will not be listed in the internal DNS. The exception to this rule is
limited to machines that are “dual-homed” hosts, such as proxy machines that
have two network interfaces. The proxy servers should, of course, have the
external network interface address listed in the external DNS, and the internally
facing network interface address listed in the internal DNS.

External DNS hosts should not need to be “dual homed” since all access should
be via the host’s public Internet address. An exception would be to provide
administrators a means to connect to the external DNS host from an internal
network. This could be done by using a second network connection on the DNS
host that cannot be reached from the Internet, but can be reached from specific
internal IP addresses only.

SMTP relay hosts

SMTP relay hosts are dedicated servers used to handle all SMTP messages
from the Internet addressed to recipients within your internal domains. Your
SMTP relay hosts should not perform any functions or services other than SMTP,
and a variety of SMTP servers (such as UNIX sendmail and Domino) can be
used. Many different SMTP relay architectures are popular today, and the
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number of relay hosts implemented varies by the size of the organization. Best
practices involve having at least two independent SMTP relay hosts to provide

redundancy. Often, organizations will designate one or more relay hosts as

preferred “inbound” message relays, and one or more as designated “outbound”
relays. The relay hosts can perform both inbound and outbound functions, both
for redundancy as well as for some load balancing. For increased capacity, the
number of relay hosts can be expanded horizontally. Figure 4-3 shows a typical

SMTP relay host implementation that provides both inbound and outbound

redundancy, and isolates the SMTP relays from the internal network.

Internet

External DNS entries:

acme.com
acme.com

MX preference = 10, mail exchanger = smtp1.acme.com
MX preference = 20, mail exchanger = smtp2.acme.com

Firewall

)

DNS
(external)

FTP server

SMTP1 relay
server

SMTP2 relay
server

Firewall

O

Administration Workstation

Administration Network

Internal DNS entries (for outbound relay host):

relay.acme.com MX preference = 10, mail exchanger = smtp2.acme.com
relay.acme.com

Mail server

Internal mail server network

DNS
(internal)

Mail server

MX preference = 20, mail exchanger = smtp1.acme.com

Figure 4-3 SMTP relay host implementation example

In this example, the external DNS entries have two mail exchanger (MX) records,
and they are weighted to favor smtpl as the preferred choice to accept mail on
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behalf of the acme.com domain. If the smtpl host is down or unreachable, then
external systems would deliver messages to smtp2. For outbound messages, we
configured the mail servers in the internal network to send all messages
addressed outside the internal domain to a virtual relay host called
relay.acme.com. Then, within the internal DNS, we define MX records for the
virtual host relay.acme.com to point to both of the actual SMTP relay hosts, with
the weighting set to favor smtp2 as the preferred route. We refer to this as a
virtual host because there is no host (A) record. Note there would be “A” records
for smtp1 and smtp2 hosts. This scheme provides outbound redundancy and
fail-over: if smtp2 is down or unreachable, the internal mail servers will deliver
outbound messages to smtpl. It is important to note that the internal DNS entries
should resolve to the network addresses of the internally reachable network
adapters on the relay hosts. Likewise, the external DNS should resolve to the
externally reachable network adapter addresses.

For detailed information on “spam” (unsolicited e-mail) prevention and relay host
operation best practices, we recommend the Redbook Lotus Domino 6 spam
Survival Guide for IBM e-Server, SG24-6930.

FTP servers

FTP servers are servers dedicated to receiving files from the Internet using File
Transfer Protocol. They are typically set up as repositories only, although
depending on the business needs of the organization, they may permit certain
users to have the ability to retrieve files from the Internet. FTP servers are
generally required to exchange files that are too large to be sent as SMTP
message attachments. The definition of “large” will vary depending on the
message size limits imposed by partner organization’s SMTP relay hosts. You
should ensure the accounts used by external users are highly restrictive, and
anonymous FTP should be limited, or restricted to yet another dedicated host. If
your FTP server supports passive mode, and you have decided to permit it,
ensure the range of data IP port numbers is limited to a relatively small, finite
range, with all other ports blocked by the firewall.

SSL

The primary goal of the Secure Sockets Layer (SSL) protocol is to provide
privacy and reliability between two communicating applications. The protocol is
composed of two layers. At the lowest level, layered on top of some reliable
transport protocol, is the SSL record protocol. The SSL record protocol is used
for encapsulation of various higher level protocols. One such encapsulated
protocol, the SSL handshake protocol, allows the server and client to
authenticate each other and to negotiate an encryption algorithm and
cryptographic keys before the application protocol transmits or receives its first
byte of data. One advantage of SSL is that it is application protocol independent.
A higher level protocol can layer on top of the SSL protocol transparently. An
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SSL session always begins with an exchange of the SSL handshake. The steps
involved in the SSL handshake are as follows:

1. The client sends a request to connect.
2. The server sends a signed certificate back.

3. The client verifies the certificate signer is on its acceptable certificate
authority list.

4. The client then generates a session key to be used for encryption and sends
it to the server encrypted with the server’s public key (from the certificate
received in step 2).

5. The server uses the private key to decrypt the client-generated session key.
6. Client HTTP request and server HTTP response are made.

4.2 Security architecture model

Within the past three or four years, the number of services we have needed to
provide public access to have grown beyond Web servers. We still have the
same requirements for public Web access, but now we need to provide secure
methods for trusted people (such as business partners, customers, dealers,
suppliers, and so forth) to have Internet access to a variety of extranet services.
And we also have employees who, for various reasons, require access to internal
business systems from the Internet. In order to provide the different types of
external access in a secure manner, we need a flexible model with a wide variety
of access control measures as well as a great deal of compartmentalization.

In this section, we describe a security architecture model which is based loosely
on the IBM global Web architecture model. The model has three high-level
concepts that we will address in the next several sections:

1. Security zones
2. Zone boundaries
3. Data flow rules

4.2.1 The DMZ model: a retrospective
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An important concept regarding data flows is the idea of multiple network zones.
Historically, we have seen infrastructures described using a DMZ, or
demilitarized zone. The term DMZ was used to identify the 38th parallel
demilitarized zone established at the end of the Korean War in 1953 as a
separation buffer between the military forces in the north and the south. It gained
more widespread use in later military conflicts and grew to mean: “an area
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between two enemies that both sides have agreed not to occupy.” How the term
came into use in computer security jargon is anyone’s guess.

The frequent use of the term DMZ in an IT security context has lead to a great
deal of confusion because there are at least two different yet equally popular
interpretations of what it represents.

One interpretation is that a DMZ is the area between a border router and a
firewall system. This seems to fit the analogy of the military “no man’s land”
because there are no hosts on this part of the network.

The other interpretation is that the DMZ is a “screened subnet” or network that is
neither inside the private network nor part of the Internet. In the screened subnet,
as its name implies, IP filters are employed to screen this network from the other
two networks. Depending on the placement of a screened subnet DMZ, it can be
designed to allow inbound sessions to reach the services being offered, but still
provide some protection by isolating externally reachable servers in the DMZ
from internal servers. The second interpretation most likely arose as more
organizations started implementing some basic firewall functionality on their
border routers, such as IP and port filtering. With some basic firewall functions
now in front of what was the original DMZ area, this part of the network
effectively became a screened subnet and people started to locate a limited
number of host systems and services there. The two interpretations of the term
DMZ are depicted in the next two figures.

Internet

=
s—= /| Border router (no filtering)

< Firewall (filtering) >

Internal network

Figure 4-4 DMLZ referring to network between border router and firewall
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Internet

==

Border router
< Firewall (filtering) )

DMZ network

< Firewall (filtering) >

\—\

Internal network

Figure 4-5 DMLZ referring to a screened subnet

In the second model, the DMZ is not completely isolated from the private
network. It logically lies between the Internet and the internal, trusted private
network. To secure this architecture, we must use more sophisticated firewall
defenses to protect the private network. So within the DMZ we employ proxy
servers and application gateways to separate the private network from the
Internet. We make the inside invisible from the outside, while nonetheless
allowing local users access to the outside world and external access to selected
services on both the DMZ and the private network. Ingress and egress through
the DMZ is carefully protected through firewall defenses. This is a simple “three
zone” security model, which has been refined to various degrees over the past
few years with respect to what functions need to be provided in the DMZ and at
its boundaries. The firewall defenses can be distributed and replicated within the
DMZ and at the boundaries to reduce potential single points of failure.

In this simple DMZ model, we have servers that are publicly available in the
DMZ, and servers that are on the internal, private network. The application
server separation is basically split into two corresponding categories: public and
private.

The three-zone model was considered adequate when the number of services or
applications made externally available was fairly limited. These services were
typically Web applications (HTTP), and possibly file transfer (FTP), often using a
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bastion (sacrificial) host. But now we are seeing business demand for additional
services such as instant messaging, virtual meetings, collaborative workgroup
Web spaces, extranet and intranet portals, remote employee access, and the list
seems to keep growing. The three zone model with the DMZ as the middle limits
the flexibility we need to improve the levels of defense required by a diverse
number of services.

4.2.2 The four zone model

Moving forward, we define a zone in the simplest sense as a network segment or
subnet where all devices located in the same zone can connect to each other
without network or application-level filtering. Subnets provide a reliable method
of separating resources because the connections between subnets can be
controlled and regulated by the devices that are used to interconnect them.

By grouping our resources into security zones, we can keep resources with
similar security-related characteristics together. Another way to define a security
zone is: “a logical grouping of systems, networks or processes that have similar
levels of acceptable risk.” We also want to separate resources with different
security characteristics to limit an intruder’s potential areas of access or
influence. We call this model a multi-zone architecture.

The criteria used to group and separate resources vary by factors such as the
size of the organization, the number of different resources, geography, types of
data and their different levels of classification or sensitivity, and of course the
cost involved to build the infrastructure. In addition to dividing or segmenting the
network, we may need to utilize dedicated servers for specific functions in order
to provide the maximum level of separation. In this section we discuss methods
to segment networks and provide recommendations regarding the separation of
certain key services.
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Note: It is theoretically possible on some platforms to provide some level of
service separation in a single host by running the services under different
non-root-privilege accounts. We say separation within a single host is
“theoretically” possible because in reality it is complex to configure properly,
meaning it is prone to errors that can lead to unintentional vulnerabilities. For
example, on UNIX systems it is possible to isolate daemons (background
processes or services) such as bind using chroot; however, if not configured
properly, an attacker may still be able to break out of the “chroot jail” and affect
other parts of the system. A simple Google search on “chroot breaking out”
locates numerous Web articles, such as the following reference:

http://www.bpfh.net/simes/computing/chroot-break.html

We do not recommend using service separation on a single host as a network
security method because service isolation cannot be guaranteed.

The focus of our multi-zoned architecture will be on the placement of servers,
applications, and services to provide separation. As previously mentioned,
determining which zone a server or service belongs in can be based on
sensitivity of data and risk.

The ideal architecture can provide granularity of access to data as dictated by
the requirements of the business application owners. The requirements must be
consistent with corporate security policies. In order to provide granularity,
flexibility, and future extensibility, we need to determine a reasonable number of
security zones we can classify and locate our host systems into. The four
categories, or types of security zones we define in our model are:

1. Internet zone

2. Proxy zone

3. Data access zone
4

. Intranet zone

As we define these four types of security zones, note that many of their
characteristics are derived from the connection restrictions we must have for a
given zone type to or from another type of zone. So as we define the zone, we
list some recommended guidelines that we use later for more specific policies for
connecting to the zone. Also note that we use language in our policy guidelines
such as “will have”, not words like “should have”. As you formulate your own
policies, be aware that they must make a clear distinction between what is
permitted and what is restricted, and do not allow critical restrictions to appear as
if they are something optional. In other words, avoid any ambiguous language.
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Zone definitions and policy guidelines

1. Internet zone

This zone is basically the Internet with no filtering. This zone is identified
because we need to depict how we connect to the Internet from other zones. We
accept the fact that we have no control inside this zone; however, we can (and
certainly will) implement boundary controls between the Internet and the other
types of zones we do have control over. Characteristics of resources in the
Internet zone are:

— The Internet zone is not considered to be part of the organization’s
network.

— A system in the Internet zone will only be allowed to access a Proxy zone
resource through the use of pre-defined controls.

— Asystem in the Internet zone is not permitted to initiate communications to
Data access or Intranet zone resources. Any resources controlled by the
organization that directly connect to an Internet zone segment must be
addressed with a non-internal address.

2. Proxy zone

An isolated subnet where servers accessible to the public are located. This could
include services we make available to users in the Internet zone, such as our
external DNS, mail relay servers, content servers with public information, as well
as proxy servers. Characteristics of resources in the Proxy zone are:

— The resource is under the physical control of the organization. Physical
control requires the resource to be located at an organization facility, a
facility operated by a subsidiary, or a facility operated by a trusted
outsourced operation provider.

— The resource is permitted to be accessed from an external network.

— The resource has a domain name contained in the organization’s public
domain reserved for external use only. Systems not representing
themselves as the organization and not storing or processing any of the
organization’s business information may use other domain names
specified by contractual agreement with an external entity.

— The resource does not have an internal IP address on any network
interface.

— Access to the Proxy zone and the resources in the Proxy zone may be
granted to external entities.

— A resource created or contained in a Proxy zone must not store
confidential information. For the purposes of this model, temporary
memory caching of confidential information is not considered storage.
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The resource has a process for detecting intrusions.

A resource in the Proxy zone must be in compliance with applicable
organizational security policies.

A resource that populates data in a Proxy zone must be in compliance
with applicable organizational security policies.

A system that is designated as a security firewall implementing a logical
barrier for data flows.

A resource creates an approved remote access facility for accessing the
Intranet zone (for example, dial modems, cable modems, ISDN, ADSL,
VPN, and so forth).

3. Data access zone

This is for storage of sensitive data and servers that are not publicly available,
yet are not within the internal IP network to provide compartmentalization. This
zone is also used for staging public data created in the Intranet zone that needs
to be moved to the publicly available servers, as well as other data that needs to
be synchronized from the internal network to publicly available systems.
Characteristics of resources in the Data access zone are:

The resources must either be addressed with a non-routable address (as
defined in RFC 1918) or must be addressed within a portion of the
organization’s own external IP address range which is not advertised as
being routable across Internet zones or Proxy zones.

The resource is protected from foreign networks and systems by a secure
perimeter managed by the organization. This secure perimeter restricts
system and application data flow between the Data access zone and any
Intranet zone entity. The perimeter must implement security controls,
defined by the organization, which limit data flows to only those required
for the services used by the resource.

The resource is under the physical control of the organization or
authorized agent. Physical control requires the resource to be located at
an organization facility.

The resource must be administered and operated by organization
employees or an approved I/T provider.

The resource must be in compliance with applicable organization security
policies.

A resource connected to a Data Access zone may transmit confidential
information to another resource on the same Data Access zone without
cryptographically obscuring the information.
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The resource does not permit communications or access to (or through)
the resource by any external entity (that is, routing to an Intranet zone
system).

The resource may store and process classified information in accordance
with the organization’s security standards.

Access to resources on a Data Access zone must require strong
authentication of any entity requiring access to the resource or data
storage.

4. Intranet zone

This is the internal IP network. All internally reachable servers and workstations
are in this zone. Characteristics of resources in the Intranet zone are:

The resource’s IP address is within the internal IP address ranges
assigned to the organization and the resource’s Domain Name is only
contained in the internal domain reserved for internal use only.

The resource is protected from foreign networks and systems by a
managed secure perimeter.

The resource is under the physical control of the organization. Physical
control requires the resource to be located at an organization facility, a
facility operated by a subsidiary, or a facility operated by a trusted
outsourced operation provider.

The resource must be administered and operated by organization
employees, subsidiary employees, or the organization’s approved I/T
provider.

The resource must be in compliance with applicable organizational
security policies.

The resource does not permit communications or access to (or through)
the resource by any non-organization entity unless designated as an
infrastructure component (for example, routing to an external entity).

Note that we have four types of zones, not necessarily just four actual zones. For
example, we could have multiple Proxy zones in order to separate different
externally reachable services. We might include a special, dedicated Proxy zone
just for administrative access. We can also have multiple intranet zones to isolate
critical business systems such as financial systems and HR systems. In this
model, we have a key assumption that all servers in zone types 2 through 4 must
be in controlled premises and managed by trusted personnel.

Now that we have defined the four types of zones, our model appears to be
relatively simple, but it is far from complete. We next need to describe the
controls we will use to connect and or isolate systems in different zones.

Chapter 4. Security components and layers 141
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Security zones should be separated with zone boundaries. Before we can identify
the specific boundary functions needed, we describe the general objectives and
principles of a zone boundary. The functions of the zone boundary are to:

» Protect the organization’s data and resources from tampering, misuse, and
theft

» Provide logical and physical separation of server and network resources in
the environment

» Deny all traffic, by default, except that which is specifically required to
facilitate application enablement for business needs

» Reduce exposure of information that indicates the structure of the
architecture itself, including the hiding or obfuscation of back-end server
resources and networks

» Log boundary ingress and egress activity and attempt to identify suspicious
data traffic patterns where possible

Zone boundaries, from a network design point of view, consist of firewalls. Recall
the literal definition of a firewall as a physical barrier to prevent the spread of fire?
We will apply this metaphor to using network firewalls to block or limit an
intruder’s ability to “spread” influence across zones. Also recall that there are
several different types of firewalls. We will define firewalls placed throughout the
architecture in terms of what functions are needed at that particular boundary.
For example, a router that has IP filtering enabled is technically a firewall, at least
in the strictest sense of the definition. Granted, this is a very low-level type of
firewall. But perhaps we need both IP filtering and application-level proxy
functions. To build this type of firewall, we might need two devices back-to-back.

The point is, we cannot simply draw a firewall as a cute cartoon of a brick wall
and provide any real meaning in our network diagrams. We have to indicate the
functions that are performed at the boundary, then the physical manifestation will
be dictated by the functions and the products available that provide the functions
and performance we require. As you document your environment with diagrams,
be prepared to explode any logical firewalls and clouds into the underlying
detailed network and components. Just keep in mind that a zone boundary can
begin to appear as a zone itself when the number of defenses employed grows.
The zone boundaries can become quite non-trivial.

One of the principles stated previously is that by default we should deny all traffic
except that which is necessary. This is considered a “best practice” in IT security,
but it is often a challenge to enforce. The challenge comes from being able to
accurately identify all addresses, ports, and protocols in advance, then configure
the various filters to allow just the things identified. In addition, some protocols
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and applications are not compatible with certain firewall functions; for example,
using IPSec across a NAT firewall is highly dependent on the IPSec protocol
being used and the NAT device. We realize that in most organizations, the
decision to deploy an application is driven by the business departments, not the
IT department. There needs to be IT security involvement in the planning stages
of new applications to identify potential application dependencies that may have
compatibility issues if the application access takes place across various firewall
defense technologies. It is the responsibility of the IT security administrators to
minimize potential security exposures and limit overall risk to business
application owners and the organization.

Before we get into some detailed firewall specifications, we first provide a list of
general firewall configuration specifications that we recommend. We hope you
will incorporate the specifications in the following list into your organization’s
security policy. Note that each recommendation can easily be converted to a
policy statement by simply changing the word “should” to “will”:

— When utilizing multiple firewalls, a naming scheme should be in place to
avoid conflicts with host names.

— Firewalls acting on Internet zone traffic should have vulnerability scanning
and penetration-testing services performed on a frequent, regular basis.

— Intranet zone firewalls may have firewall interfaces enabled with approved
monitoring protocols for use by IT firewall management teams.

— Logging and security violations should be handled according to the
security policy’s Security Incident Management processes and
procedures.

— Anti-spoofing filters should be enabled.
— Firewalls should be configured with “deny all” as the default rule set.
Now that we have described the recommended firewall configuration policies, we

will begin describing a “best practices” set of firewall functionality that is broken
down into mandatory functions, and recommended functions:

Mandatory firewall functions
» [P filtering capabilities to port, host, and network specifications

» Network Address Translation (NAT)
» Logging and alert notification services
» Support Virtual Private Network (VPN) tunneling services

— SSH tunneling services (as preferred support for administration and
maintenance activity)
— High-availability support for load-balancing and fail-over configurations
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Recommended firewall functions (zone boundaries)

» SOCKS V5

» Ease of administration, maintenance, back-up, recovery

» Field-upgradeable components

» Ability to provide stateful inspection

For our logical design purposes, we will consider the firewall functions as a single
service that provides different types of filters: content monitoring and virus

scanning, intrusion detection, and system monitoring and logging. From a
functional standpoint, a logical representation is often sufficient.

Network Zone 1

( Zone boundary firewall >

Network Zone 2

Figure 4-6 Firewall logical depiction

Once we can map out a logical design, we then need to figure out the physical
design. Just like an architect needs to convert design elevation view drawings
into construction drawings or blueprints, so do we. Please understand that
network engineering is outside of the scope of this book. But to illustrate what we
might need to implement the logical firewall, we show one possible physical
collection of components that could provide the firewall service in Figure 4-7.
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Network Zone 1

router

Paritioned network

Firewall appliance switch

Cisco 3600 sexes

(to other switches)

Network switch

I

Packet filtering router

Network Zone 2

Figure 4-7 Physical representation of firewall components

In this example, we have both a firewall appliance and a packet filtering router. In
this case, the Cisco PIX firewall appliance provides functions that our routers
alone do not, such as stateful inspection packet filtering, protocol and application
inspection, VPN, in-line intrusion protection and rich multimedia and voice
security. Again, we emphasize that this is not a book about network engineering,
and we are not recommending specific products. Keep in mind that different
network hardware vendors will utilize different design approaches and
incorporate different functions into their boxes or appliances. From here on in this
chapter, we will only use logical representations.

Core infrastructure services that are available on the public network (Internet)
typically require dedicated, hardened hosts. We classify the high-level core
functions as:

— HTTP proxies
— DNS
— SMTP mail relay services
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At this point we have defined the four types of security zones and the various
types of firewall functions we can implement at the zone boundaries. The last
stage of the model involves defining the criteria we will use to determine what
zone a particular system should be located in, and what firewall functions we
need to provide on the data flows between zones. We will be able to make these
determinations by defining our data flow policies, meaning how must we protect
data of various classifications that is traversing two zones.

4.2.4 Interzone connectivity: Data flow policies
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Now that we have defined our four types of security zones and the firewall
functions we can employ at the various boundaries between any two adjacent
zones, we next need to know how to apply these building blocks in a practical
network architecture design. We need to define rules for connectivity between
zones that support our organization’s security policy.

In fact, the data flow policies are an integral part of our security policy. We do not
want to undermine or bypass the business purpose behind separation of
resources into specific zones by providing improper connections. We need
specific security controls for communication between different zones. Some of
the controls we will require are provided by the zone boundary firewall devices,
while other controls must be provided by the hosts, the host applications, or both.

We first describe the criteria we use to categorize data flow policies. So what do
we mean by data flow policies? We simply mean we have policies or rules for a
client in “zone x” to communicate with a server in “zone y.” This is assuming a
client in zone x is permitted to connect to a server in zone y under at least one
set of criteria. Keep in mind that data flows are defined uni-directionally. The
requirements for one direction of data flow may be different for flow in the
opposite direction. Our data flow policies are directionally dependent.

In our four-zone model, we allow for multiple Proxy zones and Data Access
zones. There is by definition only one Internet zone, and for practical purposes,
one Intranet zone. In some organizations, there are multiple Intranets, but in our
experience this is usually not by intention but is a product of circumstances such
as mergers or international organizational separations. Although the typical
Intranet has several subnets and routers, there is normally little to no filtering
being done within the Intranet itself. Figure 4-8 depicts the logical connections
we are going to allow for our four types of zones.
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Internet Zone
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Intranet Zone

Figure 4-8 Inter-zone logical architecture

In the figure, we indicate the general direction of data flows as either Inbound or
Outbound. Note that we use the Intranet as our base point of reference regarding
direction. Also note that we depict the interfaces to the zone boundary firewall
routers. As we previously mentioned, it is possible (and desirable in large
organizations) to have multiple Proxy and Data Access zones. However, notice
that even though we may have two Proxy zones (for example), they do not
directly connect to each other. They may only connect to each other via one of
their common firewall routers. Remember that our zone definition is “a network
segment or subnet where all devices located in the same zone can connect to
each other without network or application-level filtering.” We use multiple zones
of the same type to provide more granular network separation or redundancy
with separation.
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One final point regarding Figure 4-8: the firewalls and depicted connections are
not meant to imply that one zone cannot connect to another non-adjacent zone.
For example, a workstation in the Intranet zone is going to be permitted in our
model to connect “directly” to the Internet zone (or the Proxy zone). It does show,
however, that this type of connection will need to traverse multiple firewall
routers.

Now that we have shown the logical inter-zone connections and firewalls, we can
put this together with our physical representation of the firewall routers to depict
the physical inter-zone connections. We only show the physical router
connections; a more detailed physical diagram would include the switches and
hubs used for the actual NIC connections. In Figure 4-9, we show a single series
of routers. In actual practice, redundant firewall routers would be preferred as this
is a widely accepted best practice.

Internet Zone

0 Publie 1P )
@ Publie: faulﬁg—FP—. )
Proxy Zone
Fire e Proxy Zone Proxy Zone Proxy Zone
Host Host Host
PruAy Zone 1P )
———Pata-Access HP— ) Data Access Zone 2
Data Access Zone 1 Data Access
Zone Host
Data Access Data Access
Zone Host Zone Host + DataAd
I IntranetiP——— )
\
Intranet Zone

Figure 4-9 Firewall physical separation of Inter-zone communications

In this figure, the number of firewalls with filtering routers was arbitrarily selected.
And remember from our firewall descriptions earlier, the “firewall router” may
consist of more than one physical box. The important point is that all connection
paths between any two adjacent zones must go through a firewall so we can
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apply policy restrictions. Also, we only show one Proxy zone; again, there could
be multiple lateral Proxy zones. In the example, we have two Data Access
zones, so the host in Data Access zone 2 is isolated by a firewall from the hosts
in Data Access zone 1. Another thing you should notice is that there is no direct
path from the Intranet zone to the Internet. This example shows an architecture
where all data flows must pass through a proxy server. Some organizations
allow direct connections from Intranet workstations to Web servers in the Internet
zone. If this was the case, the top-most firewall in the diagram would need a
connection to one of the lower two firewall routers.

4.2.5 Data access models

Categorizing data flows requires us to identify the authentication requirements,
the authentication entity types, and data classification and access models. We
need to make these distinctions to be able to formulate our final policies for
inter-zone communication. We previously discussed single-factor authentication
and dual-factor authentication in 1.3.3, “Identification and authentication” on
page 19. You should understand these two authentication types since they are
referenced as we continue to build our security architecture model.

Authentication entities

Following are some additional terms needed to distinguish the authentication
entity types.

Client-to-server authentication

We define this authentication type as a user (meaning an individual) being
authenticated by the server or an application or service on the server. The
authentication may consist of a challenge-response dialog method, or the client
may provide credentials to the server in the form of a certificate or other verifiable
token. A certificate could be an X.509 user certificate or a Notes certificate. An
example of a “verifiable token” would be an LTPA token HTTP session cookie.
The authentication process verifies the identity of the user. Note that this
authentication may or may not provide a means for the user to verify the identity
or trustworthiness of the server.

Server-to-server authentication

This type of authentication is the means by which one server can verify the
identity of another server. It uses some form of certificate, such as X.509 or
Notes. There is no password challenge-response method in this model. Note that
this type of authentication may be uni-directional or bi-directional. In a
bi-directional authentication, each server verifies the identity of the other.
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Channel security

When we say channel security, we mean that the session communication either
between a client and a server or between two servers is encrypted. This
generally means that SSL is required, although we have alternatives for securing
Notes client-to-Domino server and Domino server-to-Domino server using
Domino port encryption.

Data classification and access models

We briefly discussed data classification in Chapter 1, “Fundamentals of IT
security” on page 3. A key part of our interzone communication model is
dependent on using three different data classifications tied to different user
authentication types.

World-readable data access

The first data access model is for data which has been identified as public or
world-readable. A large portion of data falls into this category. The majority of the
data within your external sites does not require any formal authentication or
encryption based upon the “public” classification of the data. It does not mean we
need to allow anonymous access; however, without authentication, we do not
have a means to verify the identity of a user. We might want to note the IP
address the client appears to connect from, but it is for tracking purposes only.
There should be designated data access paths for each application. Data access
controls are consistent with those in the second and third data access models
except that no authentication is required and encryption is not used.

Simple authentication

The second model is to provide a method for the application to authenticate the
user using single-factor authentication. If the client is on the intranet network, no
encryption will be required. If the client is in any other zone, encrypt all follow-on
transactions for a session with Secure Sockets Layer (SSL). This capability is
required by applications which process sensitive data. In addition to simple
authentication and encryption, subsequent access to the application data is
provided through proxy servers and application-level access controls.

Strong authentication, encrypted data

The third, and most secure model, is to provide a method for the application to
authenticate the user and then to encrypt all follow-on transactions for a session
with Secure Sockets Layer (SSL). This capability is required by applications
which process customer’s sensitive or internal confidential data on the Internet.
In addition to strong authentication and encryption, subsequent access to the
application data is provided through proxy servers and application-level access
controls. Regardless of zone location, all confidential data will be stored on disk
using encryption at the highest key strength supported by the application.
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If we consider client-to-server and server-to-server as the two connection types,
that connections can be initiated in one zone to a destination in another zone,
and we have defined four types of zones, we can break down the different data
flow permutations into simple tables. Because our policies impose restrictions on
what zones are allowed to connect directly to one another, we do not need to
define tables for every possible permutation. We only need to define the
permitted protocol connections between zones that we permit to have direct
interconnectivity. For example, our policy does not allow a host in the Internet to
connect directly to a host in the Intranet zone, so we don’t need a policy table for
this. The tables in the next section represent our recommendations for best
practices, taking into account the types of applications (protocols) shown. You
may choose to have more or fewer protocols in your own organization’s data flow
policies.

4.2.6 Data flow policies

Recall in 4.2.3, “Zone boundaries”, we stated that one of our underlying policies
was “Deny all traffic, by default, except that which is specifically required...”. This
means to define the policies, we must explicitly list what types of protocols and
inter-zone connections using those protocols will be permitted. If a connection is
not listed in one of the tables below, it is not permitted.

The permitted inter-zone connections were defined previously in 4.2.4,
“Interzone connectivity: Data flow policies”. We now list our application data/port
connection policies for the following permitted inter-zone connections:

Internet to Proxy

Proxy to Internet

Proxy to Data Access

Data Access to Proxy

Data Access to Intranet
Intranet to Data Access
Data Access to Data Access
Data Access to Internet

© ©® N o 0o~ 0 Db~

Intranet to Internet

In the nine tables that follow, we use the following common legend regarding
each side of the zone boundary firewall:

— H - Host specific filters (only specific host network addresses permitted in
the boundary filters; all others blocked)
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— X - Network filters (the protocol is permitted across the boundary for all
network addresses of hosts residing in the zone)

Figure 4-10 is an example of how to interpret the table entries using the “FTP”

application row in Table 4-1.

Internet Zone

FTP: *X”

Allow connection from any host

P

Zone boundary firewall
router

FTP: “H”

Allow connection to specific hosts only

R

Proxy Zone

Figure 4-10 Graphical depiction of Internet to Proxy zone FTP policy table entry

Note: The following tables are for illustration purposes only, and may not be
all-inclusive. You should determine your own policies based on your specific
business and security requirements.
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1. Internet to Proxy zone policies

Table 4-1 Internet to Proxy zone flows (Inbound)

Application Protocol Port Internet Proxy Comments

HTTP TCP 80 X X Denies should be in place to
prevent port 80 access to
non-HTTP infrastructure hosts
(DNS, SMTP, etc.).

HTTPS TCP 443 X X Denies should be in place to

(SSL) prevent port 443 access to
non-HTTP core infrastructure
hosts (DNS, SMTP, etc.).

FTP TCP 20 X H For anonymous FTP
repositories only.

FTP TCP 21 X H For anonymous FTP
repositories only.

DNS UDP 53 X H

H - Host-specific filters

X - Network filters

2. Proxy to Internet zone policies
Table 4-2 Proxy to Internet zone flows (Outbound)

Application Protocol Port Proxy Internet Comments

SMTP TCP 25 H X Core servers (SMTP relay hosts
only).

DNS ubP 53 X X Allows admins to query Internet
DNS servers from any DMZ
server.

HTTP TCP 80 H X Limited to NAT flows initiated
from Data Access Zone.

HTTPS TCP 443 H X Limited to NAT flows initiated

(SSL) from Data Access Zone.

H - Host-specific filters

X - Network filters
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Table 4-3 Proxy to Data Access zone flows (Inbound)

3. Proxy to Data Access zone policies

Application Protocol | Port Proxy Data Comments
Access

HTTP TCP 80 X X Proxied connections. Restrict
access to allow non-authenticated
access to world-readable data only.

SSL TCP 443 X X Proxied connections.

(HTTPS)

DNS ubP 53 X H All hosts in Proxy Zone must be
able to resolve Data Access Zone
addresses for proxying.

LDAP (SSL) | TCP 636 X H Confidential Data: Mutual
Authentication Required

SMTP TCP 25 H H Core server to Core server only.

SNMP Trap UbDP 162 H H Restricted to system and network
mgmt traps to Data Access Zone.

NTP ubP 123 H H Synch to intermediate source on
Data Access Zone.

TSM/ADSM TCP 1500/ X H Tactical backup solution for config.

Backups 1501 files. Little to no data for backup in

Proxy Zone. Required for
dual-homed Proxy Zone servers
that must route to Data Access
Zone.

H - Host-specific filters
X - Network filters
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Table 4-4 Data Access to Proxy zone flows (Outbound)

4. Data Access to Proxy zone policies

Application Protocol Port Data Access | Proxy Comments

SMTP TCP 25 H H Core server to Core server.

SSH TCP 22 X X Secure Login & File Transfer (scp);
Permit secure login from all hosts
in Data Access Zone to all hosts in
Proxy Zone.

LDAP (SSL) TCP 636 X H Confidential Data: Mutual
Authentication Required

DNS UDP 53 X H For admin/manual queries against
external DNS.

HTTP TCP 80 X H NAT to Proxy Zone side address of
Proxy/Data Access firewall.

HTTPS TCP 443 X H NAT to Proxy Zone side address of

(SSL) Proxy/Data Access firewall.

H - host specific filters

X - network filters
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5. Data Access to Intranet zone policies

Table 4-5 Data Access to Intranet zone flows (Inbound)

Application Protocol | Port DataAccess | Intranet | Comments

SMTP TCP 25 H H Core server to Corp. Mail Relay
/ Specific IP Addr

DNS UDP 53 H H DNS Forwarder needed to
prevent recursive queries.

NTP UbpP 123 H H Synch to source on Intranet.

SNMP Trap UDP 162 H H TMR/GW/Netview to Internal
Netview. System and Network
Mgmt Traps.

Domino TCP 1352 X X

Replication

MQ Series TCP 1414 H H Channel encryption/shared key

MQ (HACMP™) TCP 1415 H H Channel encryption/shared key

DB2® TCP 37xx H H 3700-371x variances based on

(JDBC-DPROPR)

geography

H - host specific filters

X - network filter
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Table 4-6 Intranet to Data Access zone flows (Outbound)

6. Intranet to Data Access zone policies

Application Protocol Port Intranet | Data Access | Comments

FTP TCP 20 X H For zOS/390 data feeds

FTP TCP 21 X H For zOS/390 data feeds

DNS UDP 53 X H

SNMP UDP 161 H H

SNMP Trap UDP 162 H H

LDAP TCP 389 X H Non- Confidential Information

DB2 Admin TCP 523 X H

LDAP (SSL) TCP 636 X H Confidential Data: Mutual
Authentication Required

Domino TCP 1352 X X

Replication

MQ Series TCP 1414 X H

MQ (HACMP) | TCP 1415 X H

DB2 (JDBCor | TCP 37xx X H 3700-3719 variances

DPROPR)

net.commerce | TCP 4444 X H

ESM TCP 5599,5600, | H X ESM Mgr to Agent Access

5601 5599 used for ESM updates
Tivoli TCP 20001 H H dmproxy Solution

H - host specific filters
X - network filters
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7. Data Access to Data Access zone policies

Table 4-7 Data Access to Data Access zone (Site-to-Site)

Application Protocol Port DataAccess | DataAccess | Comments

HTTP TCP 80 X X Inter-site Admin / XML
Non-Confidential Data)

HTTPS TCP 443 X X Inter-site Admin / XML

(SSL) (Confidential Data)

LDAP TCP 389 X X Master and Replicas (Non
Confidential Data)

LDAP (SSL) TCP 636 X X Master and Replicas
(Confidential Data)

Domino TCP 1352 X X Master and Replicas (Non

Replication Confidential Data)

H - host specific filters
X - network filters

8. Data Access to Internet zone policies

Table 4-8 Data Access to Internet zone flows (Outbound) - NAT/PAT

Application Protocol Port DataAccess | Internet Comments

HTTP TCP 80 H X Via NAT/PAT on Data Access
to Proxy firewall.

HTTPS TCP 443 H X Via NAT/PAT on Data Access

(SSL) to Proxy firewall.

H - host specific filters
X - network filters

9. Intranet to Internet zone policies

The Intranet to Internet flow policies are data services that are not part of
providing external access to internal resources, but are used for internal network
clients accessing external resources. These are generally workstations in the
Intranet zone that need to access external servers. Your policies may vary widely
from what we allow within IBM. For example, some organizations only permit
HTTP connections from their Intranet zone to a Proxy zone where a forward
HTTP proxy resides. In this case, only the forward HTTP proxy would be
permitted to connect on ports 80 and 443 to a resource in the Internet zone.
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Table 4-9 is valid assuming there is no forward proxy requirement. Also note that
more than a single firewall will be traversed in this flow, so the firewall interfaces
referenced are not on the same firewall.

Table 4-9 Intranet to Internet zone flows (Outbound)

Application Protocol Port Intranet Internet Comments

SMTP TCP 25 X X Corporate access of Internet
SMTP resources.

DNS UDP 53 X X Corporate access of Internet
(public) DNS.

HTTP TCP 80 X X Corporate access of Internet
Web resources.

HTTPS TCP 443 X X Corporate access of Internet
Web resources.

H - host specific filters
X - network filters

4.3 Design validation

We have now described three types of access models and our data flow rules.
The last part of the secure architecture model is procedural. No matter how
carefully we specify our zone placement guidelines and data flow rules, every
design should be carefully analyzed and validated to ensure that it satisfies the
security policy. This validation step should be mandated as part of your overall
security policy.

The data flows between our four different zone categories need to have some
general rules that we can then use to determine both system placement and
system connectivity requirements and options. In fact, we have two methods with
which we can apply these data flow rules:

1. Inthe case of a new application system, we can use them to determine where
each subsystem or component can reside.

2. In the case of an existing application system, we can determine if we can
implement the required controls, or if some of the components need to be
relocated to a different zone.

We’'ll look at the first of these scenarios in the next section.
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The last step in our design model process is to analyze the design’s possible
data flows and data access to ensure the design meets our security policy. The
primary focus of the design validation review is to ensure:

1. Adherence to our flow control policy tables in the previous section. This
means that we need to examine all client-server and server-to-server network
data flows.

2. Data access methods used match the data classification assigned to the
data.

Next we will walk through an example of an application data flow review.

4.3.1 Data flow example
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In this section we describe a fictitious infrastructure design that incorporates our
different security architecture concepts. The Acme company is designing a Web
portal for external suppliers. One part of the portal content is being served by a
Lotus Domino application. Other content will be provided by WebSphere
Application Server. The suppliers will be issued user IDs, and the credentials
(passwords) will be stored in an LDAP directory. Tivoli Access Manager will be
used for access controls to different portal content back-end URLSs.

Based on the data classification policies at Acme, any data deemed “sensitive”
that is accessed from any network other than the internal network (Intranet) must
provide minimal access control of simple authentication with encryption. Data
deemed “confidential” that is accessed from any network other than the internal
network (Intranet) must provide minimal access control of strong authentication
with encryption. We have classified the supplier directory information as
“confidential,” and the portal content as “sensitive.”

Figure 4-11 depicts our logical architecture.
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For the architecture example depicted in Figure 4-11, we must examine the data
flows and ensure they meet our security policies and models. To simplify the
example, we will only discuss two of the potential data flow paths.

The first data flow we examine is the data flow required for the supplier/user to
initially access our portal server. Assuming the user accesses the portal using a
URL, the URL is resolved by the user’s workstation using our public DNS server.
We have pointed the URL to a public IP address corresponding to an IP load
balancer in Proxy Zone 1. Our diagram number 1 shows the path the browser’s
HTTP GET request takes to one of the two proxy servers. Since the user has not
been authenticated (based on no LTPA token provided), the proxy in conjunction
with the Tivoli Access Manager (number 2) challenges the user for credentials.
The user returns the credentials (user ID and password, circle 3), which is
provided through the proxy back to Tivoli Access Manager (circle 4). Tivoli
Access Manager validates the credentials against the LDAP directory (circle 5),
and assuming they are valid, the proxy server then creates an LTPA token, and
passes it in the GET request (circle 6) to the portal server (circle 7). The portal
server is providing content from the WebSphere Application Server and the
Domino server (circles 8). Although we simplified the actual handshaking that
occurs between the browser and the different servers, this provides a general
description of the data flow. Now we check our data being accessed to see if we
are meeting our security policies:

1. The supplier directory information cannot be directly accessed from the
Internet zone. We have configured our boundary firewall between the Proxy
zones and Data Access zones to only permit our Tivoli Access Manager
server to connect to the Directory Server's LDAP SSL port 636. Because the
user needs to securely transmit his credentials, we will require SSL
encryption between the user and the proxy servers, the proxy servers and
Tivoli Access Manager, and Tivoli Access Manager and the Directory Server.
Our data flow policy tables tell us we need mutual authentication for LDAP
SSL from the Proxy zone to the Data Access zone. We fulfill this using server
X.509 certificates for server-to-server SSL.

2. The portal Web content can be accessed from the Internet zone using simple
authentication. We also must use SSL encryption since our data is deemed
confidential; however, we can meet our policy by using SSL only between the
proxy servers and the user. The data flow table dictates our boundary firewall
between the Proxy zones and Data Access zones must only allow HTTP to
specific hosts. We will only allow port 80 connections from Proxy zone 1 hosts
to our three Web hosts in Data Access zone 1.

The second data flow we examine is the data flow between an internal
administrator and our Domino content server and the Directory Server. The
administrator (circle 9 in Figure 4-11) on an Intranet workstation makes a change
to the Domino content by changing it on the Domino staging server (circle 10).
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The updated data is then replicated to the Domino content server (circle 11).
Again, we check our data being accessed to see if we are meeting our security
policies:

1. The administrator uses strong authentication (Notes ID and password) to
access the staging server; however, our Intranet to Data Access policy does
not require this flow to be encrypted. The Domino replication between the
staging server and the content server meets our Data Access to Data Access
policy because the data is not confidential.

Although this may appear to be a somewhat complex example, in fact it has been
greatly simplified. In practice, servers are usually duplicated for redundancy.
Also, we did not show in all cases how an administrator in the Intranet can
access each server in the different zones. One way this is done is by using yet a
fifth type of zone just for administrative access, an “Admin Zone.” And we did not
attempt to depict every possible network connection. In most cases, hosts in the
Proxy zones and Data Access zones are dual-homed, meaning they do, in fact,
have separate network connections to the upper and lower zone boundary
routers and firewalls. Remember, even though they might have physical network
connections, we block all traffic at each boundary by default, except what is
explicitly required and permitted by our policy tables.

4.4 Summary
In this chapter, we have discussed several topics that comprise security
architecture:
» Infrastructure components
» Using multiple network zones
» Data flow and data access policies
» Analysis of data flows to ensure policy fulfillment
We presented a multi-zone architecture model that is based on four types of
network zones:
1. Internet zone
2. Proxy zone
3. Data access zone
4. Intranet zone

These zones were described in terms of what types of data we recommend
locating in each, as well as the data access requirements. We also presented a
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sample series of data flow policy tables that define what types of firewall filters
we might require between two adjacent zones.

To put the different components and design concepts in perspective, we can
summarize the best practices for security architecture using security components
or measures in the following lists:

Network (IP)

Routers with filtering

Firewall (advanced filtering)

Latest SW patches on all active devices

NAT

Intrusion detection

All of the above between each segmented network zones

IPsec or SOCKS, or both, for external access to any host below Proxy zone

vVVvyVvYyVvYyYvYYyvyYy

Application servers

Dedicated external DNS hosts with OS hardening and latest SW patches
Reverse Proxy servers with OS hardening and latest SW patches

Dedicated SMTP relay hosts with OS hardening and latest SW patches

Only proxy and core servers (Proxy Zone hosts) reachable using external IP
Dual-homed proxy servers and data access servers

Intrusion detection (specifically, DoS detection and host tampering detection)
Encryption (SSL)

Redundancy

Virus and content scanning

YyVVYyVYYVYVYVYYVYYY

Workstations

Latest SW patches
Virus scanning
Intrusion detection
Forward HTTP proxies

vyvyyy
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Proxies

The separation of security zones is a key concept in the secure deployment of
applications within a given infrastructure. Typically, security zones are separated
by instruments like firewalls that prevent all non explicitly authorized traffic
between zones. However, another method to control access in and out of trusted
network zones is through the use of a proxy server.

A proxy server (also known as an application gateway) is an application that
mediates traffic between a trusted network and an untrusted network. This does
not remove the need for a firewall to manage the traffic at an IP level, but
provides for an application-level firewall.

This chapter describes the different classes and categories of proxies, not just
classifying them based on their intrinsic characteristics, but primarily by their
possible usage in different topologies. It is the positioning and purpose of the
proxy function that will indicate what products or instruments to use and how to
configure them.
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5.1 Proxies defined

“Proxy,” like many other English words that have become popular computer
terms, may have lost its original meaning for some of us. According to the
dictionary, a proxy is somebody (or something) that is authorized to act on behalf
of the user of the proxy, and that “procures” things for the user.

You can think of a proxy as an envoy or ambassador that is appointed to be
somewhere where the user cannot directly be (or prefers not to be), for security
or convenience reasons. Ambassadors usually know the local language and
customs, and can translate a raw request from the user into a form that is
acceptable locally in the other zone, and of course, then translate back the
answer received. In computer terms, an ambassador could receive https (443)
requests and translate them over port 80 into http requests.

Proxies, in more everyday or mundane computer terms, are processes that run
on computers typically having been granted access (in the firewall) to more than
one zone. It is this capability that makes them useful. Typically, a proxy will
simply “get stuff” on behalf of its users, to some extent bridging zones
(application wise), doing and getting things from one zone that are otherwise
forbidden to be contacted or acquired by individual processes and users from
another zone.

Another way to look at a proxy is as a “man in the middle.” We have seen in the
previous chapters that one of the fundamental concepts in overall security—not
just in cryptography—is the concept of the “(evil) man in the middle” attack, which
is the interception and relay of communications between two parties by a third,
uninvited, “evil” party.

Proxies can be thought of as a “good” listener or man in the middle. That is, they
intercept communications, and relay them along, but with some defined and
beneficial purpose to the network infrastructure.

5.2 The proxy process

166

In general, a computer proxy is a basic server process. This server process is a
listener that “listens” to a particular port (referred to as binding to it), expecting
requests in a particular protocol. When a connection from a client is established,
and a valid request is received, it will “repeat” the request to another server on
behalf of the client, as defined in its rules for that type of request. When a reply is
received from the server, the proxy then repeats the answer back to the client
user or process who originally requested it, applying any necessary translations.
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When looking at it in this simple manner, proxies really exists in many different
products. For example, most portal technologies that are readily available today
request content on behalf of the user and assemble the content into a single
“portal view.” The Notes “passthru” that has existed in Lotus Notes for a number
of years and that allowed remote access into Notes environments during the
early Internet years is another example of a proxy. Nevertheless, we will focus on
standalone proxy products for the rest of this section because the most generally
accepted best practice today is to use standalone proxy services.

5.3 Types of proxies

This section defines the various types of proxies that exist in the marketplace,
and in the average infrastructure. As stated earlier, it is common that a given
proxy product will actually implement or support multiple types of proxy services.
For example, a proxy server may provide caching and authentication capabilities
in addition to the basic application proxying. However, we will treat these key
capabilities of proxies as separate proxy types to simplify this discussion.

The key proxy types that we define and discuss in this section are:
» Forward proxies

» Transparent proxies

» Caching proxies

» Security proxies

» Reverse proxies

5.3.1 Forward proxies

A forward proxy is a proxy that serves users from one security zone by fulfilling
requests for content from the “next” zone, following a direction that is typically,
but not necessarily, outbound (that is, the client is inside and the server is
somewhere in the open Internet).

From a security point of view, a simple proxy has the security goal of hiding the
identity (in internal network topology terms) of the requester user workstation or
process. It can also be used to mask out some other attributes of the user
session.

A typical example of the type is the corporate proxies that serve internal users,

allowing them to access external sites for Web browsing or any other kind of
Internet connectivity.
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From a topology point of view (both generally and bandwidth-wise), forward
proxies are always relatively closer in network speed terms to your users,
compared to a slower (WAN) link that typically separates the forward proxy from
the actual contents on the Internet.

5.3.2 Transparent proxies

Transparent proxies are proxies that “are there,” but that do not make users
explicitly aware that the proxy is there. In forwarding proxies, these are typically
Linux/UNIX boxes that listen to a/l the traffic for a particular protocol for a
particular segment of a network, and intercept the traffic without the user process
actually knowing about their existence. In fact, the user process is not talking to
the proxy, but talking to another (the end) site, and the proxy is effectively
becoming a man-in-the-middle, highjacking the connection.

A proxy is non-transparent, or declared, when users know that they are talking
via a proxy, because they are talking (in proxy-speak: HTTP) fo the proxy. In
other words, if | declare my proxy to be proxy.mydomain.com, then my processes
will talk to proxy.mydomain.com, asking “it” to contact the ultimate destination of
my requests. I'm fully cognizant of the existence of the proxy, that | have to talk
“proxy-speak” to it (that is, HTTP), and that | have to tell it where to go and fetch
the content from.

You can have declared, non-transparent proxies that are automatically declared,
are configured, or are discovered. Regardless of how they become declared,
these proxies are visible and known to the requesting user or process. In other
words, it does not matter how you or your process know the proxy exists, what
matters is that you do know the proxy exists, and that you are talking to the

proxy.

A transparent proxy is not truly a type of proxy on its own, but rather any proxy is
either transparent or declared by design.

5.3.3 Caching proxies
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A caching proxy, as the name indicates, is a proxy that is configured to reuse
cached images of content when available and possible. When a previously
cached piece of content is not available, then it fetches and serves the content
but also tries to cache it.

The most important aspect of caching proxies is to ensure that caching proxies
only cache what is truly cacheable. Dynamic, regularly changing content would
not be a good choice to cache since this could affect the stability of the
application relying on the content. In the case of HTTP content, HTTP headers
indicate if it is possible to cache the content or not via the “cache” directives.
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In most cases, forward proxies are also configured to be caching proxies. This is
so often true that IBM incorporates it into the name of it's Edge Server
component: IBM Caching Proxy. Figure 5-1 depicts a typical forward caching

proxy.

1 - Client
2 - Caching proxy
3 - Cache

4 - Router/gateway
5 - Internet

6 - Web server

Figure 5-1 A caching proxy acting as a forward proxy

5.3.4 Security proxies

On top of their essential simple proxy functionality, proxies can also be
configured to enforce security policies. Such security proxies can handle, or
proxy, both authentication and authorization requests. In these cases, the
authentication of the client user, and the client’s authorization to access specific
content, are verified by the proxy server itself. The security credentials are then
sent to the back end servers by the proxy with the request, and the back end
server must be configured to trust the credentials provided by the proxy.

There are many different products and offerings, and as many topologies to
choose from, but from a proxy-function point of view, security is an extra function
that the proxy can do.

In most cases, security functionality can be added to a standard proxy as a
security plug-in (for example, IBM Tivoli WebSeal Plug-In for IBM WebSphere
Edge Server). There are also stand-alone products, like IBM Tivoli Access
Manager for e-Business, which serve only as security proxies.

See 4.1.6, “Enterprise access management and identity management systems”
on page 130 for some additional discussion of such security proxies.
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5.3.5 Reverse proxies
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Earlier in this chapter we stated that separating security zones is a crucial
concept in deploying a secure topology. In this context, what a reverse proxy
allows one to do is to expose more sensitive content that sits behind the proxy
(typically in an inner zone) in a controlled and secure way, without having the
actual raw content, databases, and so forth, sitting exposed in the external zone.

Reverse proxies share a lot of common code with forwarding proxies: in fact,
typically the same products can be configured one way or the other, or both!
However, from a functional and practical point of view, our discussion considers
reverse proxies as a complete different tool.

1 - Client 4 - Caching proxy
2 - Internet 5 - Cache
3 - Router/Gateway 6 - Content host

Figure 5-2 A typical reverse proxy

Reverse proxies and transparency

Reverse proxies are transparent, sort of by definition. The idea behind a reverse
proxy is that the user does not know they are talking to a proxy at all. The user
believes they are talking to the real thing, the server that actually hosts the
content.

Not only will the user believe he’s talking to the server hosting the contents, but
the user can also interact and authenticate with the reverse proxy and be subject
to its policies.

Reverse proxies with cache

Reverse proxies are usually chosen and implemented to isolate content and
zones. However, you can also add caching functionality to a reverse proxy to
provide performance as well as security benefits.
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Note that in this kind of scenario the performance benefit of caching is network
performance, since the reverse proxy is normally sitting close to the back-end
server. A significant motive for caching with a reverse proxy is to offload the
serving of static cacheable content from back end application servers. This
leaves the often more expensive back end application servers free to focus their
CPU bandwidth on more complex dynamic and transaction-oriented tasks.

However, when caching is enabled on a reverse proxy, it is important that the
reverse proxy be properly protected. All content, even if it is completely static,
still needs to be protected. You do not want to wake up and find that the static,
non-confidential part of your Web site has been completely defaced by hackers
within the reverse proxies cache.

Reverse proxies with additional security

Reverse Proxies Secure Servers (RPSS) combine, in one box or product, the
functions of a pure reverse proxy and the functions of a security proxy as
described earlier.

Often, such RPSS products will have a plug-in component on the reverse proxy
that handles access control and authorization requests, combined with a back
end enterprise access system that actually verifies the access and authorization
rights of the user or client. This plug-in component is sometimes referred to as a
blade. For example, you may be using IBM Tivoli Access Manager as your
Enterprise Security Solution; you still have the choice of what blade to use at the
proxy level (WebSeal or the lighter plug-in sometimes called WebSeal-lite).

5.4 Reverse proxies and Lotus technologies

The majority of the Lotus Domino-based technologies have supported reverse
proxy scenarios for a number of years. That is with the exception of the Lotus
Sametime product, which only recently gained reverse proxy support. This is
described in more detail in the next section.

For the traditional Lotus Domino-based technologies (Notes/Domino, iNotes,
QuickPlace, and so forth) the following reverse proxy requirements for Domino
must be considered.

5.4.1 Domino caching considerations

The first consideration for caching is that Domino-based applications, sites, and
technologies can be very dynamic in nature. Based on this, any reverse proxy
implementation with caching enabled should be sure to honor the HTTP header
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cache directives. This prevents dynamic Domino content from being cached
when it should not be.

Additionally, the main elements cached by caching reverse proxy servers are
images, Java class files, and image resources. Unfortunately, Domino handles
some images in a manner in which most proxy servers will not recognize them by
default. To provide support, the proxy server must be configured to recognize
two Domino design elements as cacheable entities:

?0penImageResource
?0penElement&FieldETemFormat=gif URL

In IBM WebSphere Edge Server, this is implemented via “Last Modified Factor”
settings.

5.4.2 HTTP Methods required for Domino

The HTTP Methods support of most proxy servers allows you to define request
types serviced by the proxy server. There are several turned on by default in
most proxies, but the only ones Domino needs to function are GET, HEAD, and
POST. The others are unnecessary and could pose a security risk.

5.4.3 URL mappings required for Domino and Domino-based
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products

It is possible to configure a proxy rule for a “pass everything” type of
implementation that will support Domino-based technologies. In fact, this may be
the default setting on many proxy servers.

requests for /* go to http:// XXX.XXX.XXX.XXX/*

In such a case, the rule specifies that if the request does not match any in the
default rule set, then the proxy forwards the request to the server requested,
regardless of what is being requested on the server.

While such a setup may be simple, it is risky, because it allows direct access to
any resource on the Domino server accessible via HTTP.

As an alternative, a specific set of rules can be defined to limit access to only the
functionality needed. For example, the rules for a typical Domino infrastructure
utilized for iNotes would look as follows:

requests for /mail* go to http://xxx.xxx.xxx.xxx/mail*
requests for /iNotes/* go to http://xxx.xxx.xxx.xxx/iNotes/*
requests for /inotes5/* go to http://xxXx.xxx.xxx.xxx/inotes5/*
requests for /icons/* go to http://xxx.xxx.xxx.xxx/icons/*
requests for /domjava/* go to http://xxx.xxx.xxx.xxx/domjava/*
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requests for /names.nsf go to http://xxx.xxx.xxx.xxx/names.nsf

With these rules, only content within the /mai1* subdirectories is served. The
rules are defined so that if sites have multiple mail subdirectories (for instance,
/mail[1-3]), they are included. If you want to restrict access to only a subset of
mail databases, move these to a special folder such as /pubmail/*.

The other rules allow access to supporting content needed to provide the iNotes
Web Access experience to the end user. The other important rule to consider is
the /names.nsf rule used for authentication. This allows access to the Domino
Directory from the Internet, but none of the content is available other than the
default folder list.

This is a result of how Domino builds URLs. When a user with session
authentication logs into Domino, the default login screen sends a request to
/names.nsf?Login. The proxy server matches this request and passes it to
Domino. If, for example, a user tries to open the Groups view with
/names.nsf/Groups?0penView or
/names.nsf/85255ed5006cafef852556d4006ca21c?0penView, then both the
Domino and proxy server requests fail because they do not match the rule. The
user receives an error 403 message stating access is forbidden.

URL terminator considerations for Domino

Most proxy servers also have the capability to consider URL terminators, which
tell the proxy server that this value should be treated as part of the base URL for
mapping. URL terminators (referred to as the SignificantUrITerminator setting in
IBM WebSphere Edge Server) must be created for Domino since most Domino
URLs contain “?”, and thus are treated as query URLs by the proxy server for
possible caching. These terminators tell the proxy server to start after this point
of the URL to look for dynamic content.

The specific URL terminators required to support Domino are:

SignificantUrlTerminator ?0penImageResource
SignificantUrlTerminator ?0penElement
SignificantUriTerminator /?0penImageResource
SignificantUr1Terminator /?0penElement

Handling redirection responses from Domino

The ReversePass directive of most proxy servers intercepts the standard
redirection 302 responses from Domino and rewrites them to a new location.
This new location should be the valid external URL name so that when the end
user requests the renew redirected page, it is still valid:

ReversePass http:// xxx.xxX.XxxX.xxx/* http://proxy.formymailserver.web/*
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For more information

More information on configuring Domino for use behind a reverse proxy can be
found in the Lotus Developer Domain article “Configuring iNotes Web Access
with a WebSphere Edge reverse proxy server.” This article can be found on the
LDD web site at:

http://www-10.71otus.com/1dd/today.nsf/62162847467a8f78052568a80055b380/ff0e8350
68e03¢c3685256cda0054a213?0penDocument&Highlight=0,reverse,proxy

5.5 Lotus Sametime 3.1 proxy support

While other Lotus technologies have supported reverse proxy infrastructures all
along, this support just started for Lotus Instant Messaging and Web
Conferencing (Sametime) with version 3.1. This section discusses the specific
issues related to using reverse HTTP proxy servers with a Sametime 3.1 server
because the issues are more complex and involved than with the other Lotus
technologies we have discussed so far.

More details on the reverse proxy support in Sametime 3.1 can be found in the
Sametime 3.1 Administrators Guide that is part of the product documentation.
Product documentation is available from the Lotus Developers Domain:

http://www.lotus.com/Tdd

5.5.1 Overview of Sametime 3.1 proxy support

When a Sametime 3.1 server is deployed on an internal network behind a
reverse proxy server, the reverse proxy server operates as an intermediary
between the Sametime server and the Sametime clients. All Sametime data
flowing between the Sametime server and its clients passes through the reverse
proxy server.

To accomplish its security objectives, a reverse proxy server manipulates the
data that passes through it. The manipulation of Sametime data by the reverse
proxy server imposes specific requirements and limitations on the use of reverse
proxy servers with the Sametime server. That is, only certain types of proxy
servers are supported, and only certain types of proxy features may be enabled.

5.5.2 Reverse proxy server requirements

This section lists the requirements that a reverse proxy server must meet to be
utilized with Sametime 3.1.
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URL specification requirement (affinity-id requirement)

Only reverse proxy servers that support the use of an affinity-id (or server alias)
in the URLs that are associated with internal servers can be used with
Sametime. Specifically, the reverse proxy server must support this URL
specification to access protected internal servers:

http[s]://hostname:port/affinity-id/

In this example, the "hostname" represents the FQDN (DNS name) of the reverse
proxy server and the affinity-id is an alias for an internal server that is protected
by the reverse proxy server. A specific example of this URL format is:

http[s]://reverseproxy.ibm.com/st01/stcenter.nsf

In this example, the text string "st01" is the affinity-id. The affinity-id is an alias for
a specific Sametime server (such as sametime.ibm.com) that is protected by the
reverse proxy server. The affinity-id is used by the reverse proxy server to direct
incoming requests to the specific internal Sametime server.

Multiple reverse proxy servers environments

If you have deployed multiple reverse proxy servers in your network
environment, and you expect users to access your Sametime servers through
multiple reverse proxy servers, there are some specific requirements for your
environment:

» Each of the reverse proxy servers must have the same DNS name and
the same mapping configurations.

For example, if one reverse proxy server is named reverseproxy.ibm.com, all
other reverse proxy servers must be named reverseproxy.ibm.com. If the
reverse proxy servers have different DNS names, the Sametime clients will
be unable to maintain communications with a Sametime server deployed
behind the reverse proxy servers. A connection dispatching device (such as
an IBM WebSphere Edge Server) should be used to distribute connections
from Web browsers to the multiple reverse proxy servers.

» Multiple reverse proxy servers must have similar mapping
configurations.

Each reverse proxy server must use identical mapping rules and
configurations to govern the translation of URLs sent by Web browsers to the
reverse proxy server for the purpose of accessing an internal Sametime
server. If the translation of these URLs to the URLs of the internal Sametime
servers does not occur in exactly the same way on each of the reverse proxy
servers, the Sametime clients will be unable to maintain communications with
a Sametime server deployed behind the reverse proxy server.

Chapter 5. Proxies 175



The reverse proxy server must use cookies for authentication.

Reverse proxy servers that rewrite URLs for authentication purposes are not
supported. Some reverse proxy servers append authentication and session
information to the end of URLs embedded in HTML that passes through the
proxy back to the client. The client will include this appended data on subsequent
requests to the reverse proxy server.

When the reverse proxy server receives these subsequent requests from the
client, the reverse proxy server strips the authentication data and rewrites the
URL to accomplish the internal routing of requests. A Sametime server cannot
operate behind a reverse proxy server that handles authentication data in this
way.

Reverse proxies that utilize cookies for authentication information must therefore
be utilized. Additionally, the administrator should specify a lengthy time-out value
for authentication cookies generated by the reverse proxy server. Setting a
lengthy time-out value for authentication cookies can prevent unexpected user
disconnections due to an authentication cookie expiration. Generally, the
authentication cookie should be valid for the entire length of the longest meetings
that are routinely conducted on the Sametime server deployed behind the
reverse proxy server.

5.5.3 Sametime limitations when using reverse proxy servers
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While Sametime 3.1 does support reverse proxy environments, there are some
limitations to normal Sametime functionality.

Client limitations and JVM requirements

Not all Sametime clients can communicate with Sametime servers through a
reverse proxy server. The following clients are supported:

» Sametime Meeting Room and Sametime Broadcast clients

The Sametime Meeting Room client and the Sametime Broadcast client can
communicate with a Sametime server through a reverse proxy server when
running with the following Web browsers and Java Virtual Machines (JVMs):

— |E 6 browser + MS VM or Sun Microsystems JVM 1.4.1 + Java Plug-in).
— Netscape 7 + Sun Microsystems JVM 1.4.1 (and associated Java Plug-in)

» Sametime Connect for browsers (the Java version of Sametime Connect) and
Sametime Links applications built with Sametime developer toolkits

The Sametime Connect for browsers client and Sametime Links applications
can communicate with a Sametime server through a reverse proxy server
when running in an Internet Explorer 6 or Netscape 7 browser that operates
with the Sun Microsystems JVM 1.4.1.
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The Sametime Connect for browsers client and Sametime Links applications
may not function appropriately with other JVMs, including the native Microsoft
VM provided for Internet Explorer.

Restriction: The Sametime Connect for the desktop client (that is, the
Microsoft Windows version of Sametime Connect) cannot be used with a
Sametime server that is deployed behind a reverse proxy server.

Server limitations

The following limitations apply to Sametime server features when the Sametime
server is deployed behind a reverse proxy server.

» Audio/video is not available - Audio/video streams cannot be transmitted to
Sametime clients that access the Sametime server through a reverse proxy
server.

» TeamRoom and Discussion databases are not available - A user that
connects to the Sametime server through a reverse proxy server cannot use
the TeamRoom and Discussion databases on the Sametime server.

» Access to the Sametime Administration Tool is not available - A user that
connects to the Sametime server through a reverse proxy server cannot
access the Sametime Administration Tool. The user can open a Web browser
that is installed on the Sametime server to access the Sametime
Administration Tool. The user can also connect to the Sametime server from
an internal network location that does not route HTTP traffic through the
reverse proxy server to access the Sametime Administration Tool.

» Sametime Enterprise Meeting Server restrictions - The Sametime 1.0
Enterprise Meeting Server that operates with Sametime 3.1 servers cannot
be deployed behind a reverse proxy server

5.5.4 SSL and client certification considerations and issues

Secure Sockets Layer (SSL) can be used to encrypt data transmitted between
the Sametime clients and the reverse proxy server. However, SSL cannot be
used to encrypt data transmitted between the Sametime servers and the reverse
proxy server. Thus, the connection between the reverse proxy and the Sametime
server should be secure.

Tip: If SSL is used to encrypt data transmitted between Web browsers and the
reverse proxy server, the administrator must perform the mapping
configurations on the Sametime server necessary to map the HTTPS data
received from the Web browser to the HTTP required by the Sametime server.
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When SSL is utilized in a reverse proxy environment with Sametime, much of the
Sametime functionality will run within the Java Plug-in on the Web browser (that
is, the connect client, meetings client, and so forth). This Java Plug-in must be
made aware of the SSL certificates utilized by the reverse proxy so that it can
communicate via SSL.

The certificates that the Java Plug-in may need to be aware of are:

Signer certificates

When a reverse proxy server is configured to support SSL, the reverse proxy
server sends an SSL server certificate to the Web browser during the SSL
connection handshake. The Java 1.4.1 Plug-in used by the Web browser must
have access to a Signer certificate that is signed by the same Certificate
Authority (CA) as the server certificate that is sent by the reverse proxy.

By default, the Java Plug-in has access to several different Signer certificates
that can be used for this purpose. To view the Signer certificates that are
available to the Java Plug-in 1.4.1, use the Java Plug-in Control Panel as follows:

1. From the Windows desktop, open the Control Panel (Select Start —
Settings — Control Panel).

2. Double-click the Java Plug-in 1.4.1 icon to open the Java Plug-in Control
Panel.

3. Click the Certificates tab.
4. Select the Signer CA radio button.

The server certificate sent by the reverse proxy server to the client Web browser
must be signed by one of the CAs that appears in the signer CA list for the SSL
connection handshake to succeed.

Client certificate authentication issues

If the reverse proxy server is configured to require client certificate
authentication, the client certificate for an individual user must be imported into
the Java Plug-in 1.4.1 Control Panel on that user's machine. You can use the
Certificates tab of the Java Plug-in Control Panel to import the client certificate
into the Java Plug-in key store. For example:

1. From the Windows desktop on a user's machine, open the Control Panel
(Select Start — Settings — Control Panel).

2. Double-click the Java Plug-in 1.4.1 icon to open the Java Plug-in Control
Panel.

3. Click the Certificates tab.
4. In the Certificates column, select Secure Site.
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» Click the Import button to import the client certificate.

5.5.5 Mapping rules on the reverse proxy server to support Sametime

When a Sametime server is deployed behind a reverse proxy server, the
administrator must configure mapping rules on the reverse proxy server.

These mapping rules enable the reverse proxy server to translate (or rewrite) a
URL associated with the reverse proxy server to the URL of an internal
Sametime server.

When a user connects to a Sametime server through a reverse proxy server, the
reverse proxy server must be configured with “mapping rules” to support the
following actions that enable Sametime users to attend meetings and participate
in chat sessions:

» The user must be able to click on links in the Sametime server home page
and navigate to the various HTML pages of the Ul. This capability requires
the reverse proxy server to rewrite the URLs of the HTML pages that
comprise the Sametime User Interface.

» The Sametime Java applet clients that load in a user's Web browser must be
able to connect to the services on the Sametime server. Since these
connections must occur through the reverse proxy server, the reverse proxy
server must also be able to rewrite the URLSs required to establish these Java
applet connections to the services on the Sametime server.

This section provides some guidelines on how mapping rules are configured on a
reverse proxy server to accomplish the translation (or rewriting) of URLs when
the reverse proxy operates with Sametime.

Alias considerations and multiple servers
Any reverse proxy server that operates with a Sametime server must support the

affinity-id (or server alias) in URLs.

For example, if the incoming URL from the Web browser is:
http[s]://reverseproxy.ibm.com/st01/stcenter.nsf

then the mapping rules on the reverse proxy server map the "st01" affinity-id to

the Sametime server named "sametime.ibm.com" and the affinity-id ensures the
reverse proxy server rewrites the incoming URL to:

http[s]://sametime.ibm.com/stcenter.nsf
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If you have multiple Sametime servers deployed behind a reverse proxy server,
each Sametime server must have an individual affinity-id, for example:

http://sametime2.ibm.com/* /st02/*
http://sametimel.ibm.com/* /st01/*

Use wildcards to simplify the Sametime Ul mappings

A single mapping rule can be used to translate all URLs associated with the
Sametime server user interface.

Through the use of wildcards, the administrator can create a single mapping rule
on the reverse proxy server to translate all URLs associated with the Sametime
server interface. For example, the administrator can create a mapping rule that
translates the following URL from the Web browser:

http[s]://reverseproxy.ibm.com/st01/*

to this Sametime server URL:
http[s]://sametime.ibm.com/*

A single mapping rule that accomplishes this type of URL translation should
enable users to access all entities of the Sametime user interface through a
reverse proxy server.

Four mappings are required for the three Java applet servers
When creating URL mappings to enable the Sametime Java applet clients
running in a user's Web browser, support must be provided to connect to the
Community Services, Meeting Services, and Broadcast Services on the
Sametime server. Four mapping rules are actually required for these three
services: two for the Community Services, one for the Meeting Services, and one
for the Broadcast Services.

Example mapping configuration for Community Services

This example illustrates the mapping configurations that enable a Java applet
client to connect to the Community Services.

If the incoming URLs from the Java applet are:
http[s]://proxy.ibm.com/st01/communityCBR/
http[s]://proxy.ibm.com/st01/CommunityCBR/

the mapping rules on the reverse proxy must translate these URLSs to:

http://sametime.ibm.com:8082/communityCBR
http://sametime.ibm.com:8082/CommunityCBR
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Tip: The mapping configuration for the Community Services connectivity
should contain two case-sensitive mapping rules as indicated here. Some
pieces of the Java code contain the lowercase “c” in “communityCBR” and
some pieces of the Java code use the uppercase “C” in “CommunityCBR.”
This difference may prevent connections if the proxy is case-sensitive.

Example mapping for Meeting Services
This example illustrates the mapping configurations that enable a Java applet

client to connect to the Meeting Services.
If the incoming URL from the Java applet is:
http[s]://proxy.ibm.com/st01/MeetingCBR

the mapping rule on the reverse proxy must translate this URL to:
http://sametime.ibm.com:8081/MeetingCBR

Example mapping for Broadcast Services

This example illustrates the mapping configurations that enable a Java applet
client to connect to the Broadcast Services.

If the incoming URL from the Java applet is:
http[s]://proxy.ibm.com/st01/BroadcastCBR

the mapping rule on the reverse proxy must translate this URL to:

http://sametime.ibm.com:554/BroadcastCBR

HTTP tunneling simplifies the Java applet mappings

During a Sametime server installation, the administrator has the option of
allowing or not allowing HTTP tunneling on port 80.

If the administrator does not allow HTTP tunneling on port 80 during the

Sametime server installation, it is necessary to configure separate mapping rules

for each of the three Sametime services (Community Services, Meeting
Services, and Broadcast Services) as just shown.

When HTTP tunneling on port 80 is not allowed, each of the Sametime services

listens for HTTP connections on a different port, and separate mapping rules

must be established for each of the services. The mapping rule must specify the

port on which each of the services is listening for connections.

If the administrator allows HTTP tunneling on port 80 during the Sametime server

installation, the Sametime clients connect to all of the services on a single port.
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With this configuration, the single mapping rule that enables users to navigate
the Sametime server user interface will also enable the Sametime clients to
make connections to the Sametime services.

When HTTP tunneling on port 80 is allowed, the Community Services multiplexer
on the Sametime server listens for HTTP connections on behalf of the HTTP
Services, Community Services, Meeting Services, and Broadcast Services on
the Sametime server. The Community Services multiplexer listens for
connections to all of these services on a single port (port 80).

When the Sametime server is operating in single port mode (meaning HTTP
tunneling on port 80 is allowed), the mapping rules for Java applet connectivity
are much simpler. Since all connections from the Sametime Java applet clients
occur on the same port, it is not necessary to specify individual ports for each
service in the mapping rules.

In this scenario, the administrator would only need to ensure that this incoming
URL from the Sametime Java applets:
http[s]://proxy.ibm.com/st01/*

is translated to this URL by the mapping rules on the reverse proxy server:
http://sametime.ibm.com/*
Tip: Server performance is not as efficient when the Sametime server is

configured to support HTTP tunneling on port 80 because of the connectivity
burden placed on the Community Services multiplexer.

5.5.6 Configuring Sametime 3.1 for reverse proxy support
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To enable Sametime 3.1 to understand and support reverse proxy requests, the
administrator must use the Sametime Administration Tool on the Sametime
server to configure the Sametime server to operate with a reverse proxy server.

» Ensure Sametime is set up for HTTP tunneling

Tunneling over HTTP is required, as most reverse proxies will only support HTTP
protocols.

» Enable reverse proxy support

Expand the Configuration section of the Sametime Web Admin GUI, then click

Connectivity. At the bottom of the screen is a section for “Reverse Proxy
Support”

Enable reverse proxy support by checking the box, and then enter the reverse
proxy “junction name” in the Server Alias box.
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» Enable reverse proxy discovery on the client

Selecting the Reverse Proxy Discovery setting allows the administrator to enable
or disable the reverse proxy support.

This setting enables the logic in the Sametime clients that enables them to
connect to a Sametime server through the reverse proxy server. This setting is
disabled by default.

Tip: Enabling this setting does not require that all users on your corporate
intranet access the Sametime server through the reverse proxy server.
Enabling this setting enhances the existing logic in the Sametime clients by
adding the reverse proxy connection logic to the existing logic. The existing
logic is still present and operable within the clients. This design enables clients
that do not connect to the Sametime server through the reverse proxy server
to follow the standard Sametime client connection processes when connecting
to the Sametime server.

5.6 General reverse proxy tips

This section contains some general reverse proxy hints and tips that are not
specific to any Lotus or IBM technology or product.

Consider performance impacts

Consider the potential performance impacts when utilizing any reverse proxy.
Even with caching enabled, the extra steps of URL mapping, HTTP header
modification, any translations required, and so forth, by the reverse proxy can
have a negative performance impact on applications which are “chatty”

For an example of the performance impact of a reverse proxy on the Domino
Web Access (iNotes) functionality, see the article “Running iNotes Web Access
with reverse proxies and other security features” available at the Lotus
Developer Domain Web site at:

http://www-10.lotus.com/1dd/today.nsf/62f62847467a8f78052568a80055b380/a96b7591
a013173185256¢79005claf3?0penDocument

Consider client affinity

If more than one server could be the potential target for serving a request (that is,
a high availability, failover or load balancing situation), and if the requests involve
dynamic content, then you must ensure that the same server is used for all the
transactions coming for a particular client for a particular time interval.
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This is called client affinity or sticky sessions. It can be implemented with
cookies, rules, and so forth, but usually requires a load balancer component to
be placed in front of a cluster of proxy servers. An example is the Network
Dispatcher module within IBM WebSphere Edge Server.

The concept is simple: as long as the server is available, you get served by the
same server during the session you are having. If that server becomes
unavailable, you fail-over (gracefully transition) to another one.

Test all possible “holes”

When creating and building a new reverse proxy infrastructure, test all the paths
through the infrastructure. When most reverse proxies are implemented, it is
intended that only traffic passed by the reverse proxy is allowed through the
firewall, and that only certain types of traffic are allowed to pass through the
reverse proxy.

In addition to checking that all communications you want to work do so, be sure
to check that all other communications do not work. Only what is explicitly
allowed should work, everything else should not work. A common problem in
deployments is failing to actually “close” all the alternate and direct routes from
the requesters to the back end servers.

Verify what addresses are being listening at

You can verify if a proxy is running, and on what ports, by checking at the proxy
server if you have a process listening for the expected ports. This is also useful
to verify that the proxy is not accidentally configured to listen on more IP
addresses than intended.

You can use the operating system command NETSTAT to check if you have a
listening process for a particular port, and for what remote address.

netstat -an | find "LISTEN" | find "8080"
TCP  0.0.0.0:8080 0.0.0.0:0 LISTENING

If youget 0.0.0.0:8080 (or *.*:8080) in the local (first) address, as shown, it
means that the proxy is listening to a// the TCPIP addresses declared and
enabled in the local machine. In other words, in the case of a computer which
has more than one network card and IP address, the requester can connect to
any of those addresses and communicate through the proxy.

This is important to verify, as it is sometimes extremely important to listen to
specific addresses. For example, for security reasons you may prefer to listen to
127.0.0.1:xx for traffic in the same box that should only be accessed via a local
reverse proxy, and not listen on the box’s external IP address.
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Do not “over cache” when using a caching proxy

From a security best practices point of view, the single most relevant thing you
want to ensure is that the a caching proxy caches what is cacheable and does
not cache what is not cacheable. The results of ignoring no-cache directives by
proxy servers configured as “bandwidth-savers” can range from authentication
problems, to SSO not working as expected, to key pieces of functionality such as
Sametime awareness not functioning.

Lotus products actively rely on proxies not over-caching non-cacheable content,
otherwise results are truly unpredictable.

Troubleshooting tip: When debugging a connection between two entities,
say Alice and Bob, if you have even the remote suspicion that somebody (your
friendly network people or even your ISP) could have configured a transparent
proxy in the middle between Alice and Bob, then look for this clue: additional
response headers that include “via”

In many field cases, we have found (protocol analyzer in hand) that some of
those transparent forward proxies over-cache or aggressively cache content,
which means that they are configured to save bandwidth, no matter what.
Thus, they behave as if “they know better’ or “are smarter proxies,” in effect
ignoring the “no-cache” and “expires” directives that the Web server may have
imposed on the content.

Your security policies should specify that network administrators should never
over-cache contents. Most administrators will understand and agree to a
sensible policy since security must not be compromised to achieve better
network performance.

Track client IP addresses

By default, many reverse proxy servers will hide the client’s original IP address
when making requests to back-end servers. Thus, all requests will appear to
come from the same IP address. Privacy settings of many proxy products allow
additional HTTP headers to be passed along with the requests. Thus, one can
enable the forwarding of the client’s IP address to a destination server. This adds
an additional HTTP header value containing the requesting client’s actual IP
address. Which is of great security value since it enables you to track and
troubleshoot any client connections.

Turn off DNS lookups

Many proxy servers allow for DNS lookups of connecting clients. This option
causes the proxy server to resolve each incoming client’s IP address with a host
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name, resulting in processing overhead on the server. Unless there are security
or logging reasons for doing so, this option should generally be turned off.

Log and monitor your proxy

Proxy servers are generally deployed in external zones, which leaves them open
to an increased level of attack from would-be hackers. Therefore, you should
regularly log and monitor your proxy systems.

Keep up with the latest system patches

While we understand internal deployment complexities and timing issues, having
a security product installed at anything less than the latest available patch/level is
an open invitation to get in trouble. There is no point in spending money
maintaining sub-standard security. While you can use it to prevent certain
mistakes, there is no such thing as half-secure. Malicious hackers have access
to the same information about known vulnerabilities that the rest of us have, and
they are quick to exploit them.

5.7 Summary
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In this chapter, we have introduced the concept of proxy servers, and described
the various types of proxies utilized in current computing infrastructures. We then
focused on the reverse proxy concepts, as reverse proxies provide a key building
block for creating multi-zoned secure environments. Various considerations and
hints were then provided for implementing reverse proxies with IBM and Lotus
technologies.

The reverse proxy concept is used later in this redbook, in Part 4, “A secure
scenario” on page 579, to help build a secure environment for a fictitious
company.
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Public key infrastructures

In this chapter, we apply all the theoretical knowledge we’ve acquired in the early
chapters of this redbook and discuss public key infrastructures (PKI) and the way
that they are used within Notes and Domino.

We not only look at the native implementation of the PKI in Notes and Domino,
but also at the Web-oriented PKI implementation, which is aimed at offering
standards-based Internet-related security services and technologies.

We define Certificate Authorities and Registration Authority and the distinctions
between them. We then explain the concepts of key rings and public key
certificates and see how to create them with the help of the tools that come with
the Domino Server.

Once we have the proper key rings created and the certificates generated, we
describe how to set up an SSL configuration and explain how SSL works. We
also provide some best practices to get the most security out of SSL while at the
same time reducing the impact this has on the Domino Server.
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6.1 The Notes PKI

We begin our discussion with the native PKI implementation in Lotus Notes and
Domino. There are two reasons for this:

» The PKI implementation is so transparent in Notes that it is easy to use and
understand. This is what has made it the largest PKI implementation in the
world, well ahead of anything else currently in use on the Internet.

» People who administer their Notes and Domino environment are already
familiar with the terms, tools, and technologies that make PKI implementation
happen.

There is a lot of information to cover. In Chapter 1, we discussed the key security
services that a secure system should offer. These are: confidentiality,
authentication and identification, integrity, and non-repudiation.

In this chapter we show that the public key infrastructure natively built in Notes
and Domino provides these services. Since confidentiality, integrity and
non-repudiation are dependant on authentication, we’ll primarily focus on this
security service.

The specific enhancements for Notes version 6 are discussed in a later section.

6.1.1 Registration and certification
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Before we detail the PKI natively present in Notes and Domino, it is important to
talk about registration and certification, since these are frequently confused
terms.

Registration

Registration is the action by which a user’s details are entered in a directory. The
directory in question is the Domino Directory. The work product of registration in
Notes and Domino is the Notes ID.

Certification

Certification has two meanings that are pertinent to this chapter and to Notes
and Domino. To certify is to confirm formally that something is true, accurate,
genuine and that it meets a standard. To certify is also to issue a license or
certificate to. The work product of certification in Notes and Domino is the
creation of Notes certificates and their inscription in the Notes ID.
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6.1.2 Certification hierarchies

When Lotus was first introduced, it offered only one type of certification: Flat
certification. Hierarchical certification was introduced with Release 3 of Notes.
Both flat and hierarchical certification were supported, in that it was possible to
generate flat and hierarchical certificates. With the advent of Release 5, it was no
longer possible to perform flat certification; however, previously generated flat
certificates are supported in versions 5 and 6 for backwards compatibility.

Flat certificates

Flat certificates are a remnant of the way things were done in the early days of
Lotus Notes and the fact that they are still supported in version 6 shows the
commitment by Lotus in regard to backwards compatibility. And, by discussing
them here, we are demonstrating our commitment to addressing all aspects of
security in this redbook. However, we will cover mainly differences and points of
interest. Readers can consult previous documentation on Lotus Notes to
acquaint themselves fully with flat certificates.

The following are the key differences between flat certificates and hierarchical
certificates.

» Flat certificates generate IDs with flat names, which are stamped by one or
more Notes certifier IDs. In contrast, hierarchical certificates create structured
names, which include the name of the Notes certifier IDs, which are
organized in a well-defined hierarchy.

» Flat certificates are stored solely in the Notes ID file, whereas hierarchical
certificates are also stored in the Public Address Book.

» In regard to user authentication, with flat certificates, authentication is only
performed in one direction, the server authenticating the user. A user can
access any server with which they share a common certificate, provided that
the certificate is trusted by the server.

» In regard to server authentication, with flat certificates, authentication is
performed in both directions, as both servers have to authenticate each other.
If the organization’s server and an external server share one common
certificate, they can only authenticate if both servers trust that certificate. This
means that one of the servers has to trust a certificate that does not belong to
their organization. If this is your organization, the result is that any other
server that holds that external certificate can access your server. This is a
huge security risk! It means that any users or servers the external
organization has also given their certificate to can now access your
organization’s server. This is therefore not a viable option if the goal is to
restrict who can access your organization’s server. It is far more secure to
have two certificates in common, one from each organization, and to only
trust the certificate your organization owns.
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Since Lotus Notes and Domino 6 cannot create new flat server and user IDs, it is
necessary to have a Notes R4 client in order to generate new IDs.

Hierarchical certificates

Where hierarchical certification is concerned, the server and user IDs have only
one organization certifier, and optionally up to four layers of organizational unit
certifiers under the organizational certifier. When users or servers are registered
with a hierarchical certifier, they receive a certificate signed by that hierarchical
certifier and inherit the certification hierarchy of the layers above.

For example, consider the certification hierarchy shown in Figure 6-1. This shows
an organization named Acme, subdivided into three organizational units,
Switzerland, USA, and UK. The USA organizational unit is subdivided into two
organizational units, East and West.

Crganization Lewel
Certifier

Crganization Unit 1
Swwtzerkand Level Certifier

Cerify

Crganization Unit 2
Lewel Certifier

Figure 6-1 Hierarchical certification

When registering Sandy as a new user, the Administrator of Switzerland/Acme
registers her. One of the results of this process is a new, randomly-generated,
RSA private/public key pair. The administrator then creates a certificate for
Sandy by signing her new public key using the Switzerland/Acme certifier private
key. As a result, Sandy's user ID inherits the certification hierarchy of the
Switzerland/Acme certifier.

In the case of Dave, it's very similar. When registering Dave as a new user, the
Administrator of West/USA/Acme registers him. One of the results of this
process is a new, randomly-generated, RSA private/public key pair. The
administrator then creates a certificate for Dave by signing his new public key
using the West/USA/Acme certifier private key. As a result, Dave's user ID
inherits the certification hierarchy of the West/USA/Acme certifier.
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Users and servers in the organization have fully distinguished names based on
their certifiers. Each layer in the certification hierarchy inherits the fully
distinguished name of the certifier used to create it, and is in turn an ancestor to
the layers below it.

In this example, the organization level certifier Acme has the fully distinguished
name "o=Acme". The organizational unit certifier Switzerland has the fully
distinguished name “ou=Switzerland/o=ACME”. The organizational unit certifier
USA has the fully distinguished name “ou=USA/0=ACME” and the organizational
unit certifier East has "ou=East/ou=USA/o=ACME"

For Sandy, her fully distinguished name is “cn=Sandy/ou=Switzerland/o=Acme”.
For Dave, his fully distinguished name is “cn=Dave/ou=East/ou=USA/o=Acme”.

When registering a server, the same applies, with the only difference being that a
server ID is created instead of a user ID.

With regard to authentication, users and servers may authenticate with each
other if they have at least one common ancestral certificate. In our example, this
means that all users in the organization can authenticate with each other
because they have the Acme certifier in common. Entities that don't share at
least one common ancestor can still authenticate by going through a
cross-certification process, which is covered later in this section.

Finally, hierarchical certification is definitively the way to go, and organizations
that are still using flat certification should seriously consider converting to
hierarchical certification (and thus hierarchical certifier, server, and user IDs), for
the following reasons:

» Increased security
» Increased flexibility of access control
» Easier and better organized Notes ID file generation and certification

» Improved maintenance

6.1.3 Notes IDs

At the core of the Notes PKI is the Notes ID. The Notes ID is a small file
(meaning it is only a few kilobytes in size), which contains many things that are
necessary to use the services provided by the PKI built into the Notes client. We
review these and cover the different types of Notes IDs in this section.
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Certifier, server, and user ID files

The Notes ID is essentially a “container” for certificates and encryption keys.
There are three different types of Notes IDs, as follows:

» Certifier IDs are IDs that are used to generate other IDs. They come in two
types: Organization (O) certifier IDs and Organizational Unit (OU) certifier
IDs. When IDs are generated, the organization certifier ID is created first; this
is the master ID for the Domain. This ID (if the organization is large enough) is
used, in turn, to generate organizational unit certifier IDs. These certifiers are
then used to generate the two other types of IDs: Server IDs and Notes IDs.

» Server IDs, as their name implies, are used for servers which are part of the
Domino domain. They uniquely identify every server in the domain.

» User IDs are created for users who are part of the Domino domain. They
uniquely identify ever user in the domain.

Because of their ability to generate user and server IDs, certifier IDs should be
afforded more protection than the other types. They should be saved on floppy
disks and put in a safe place, other than on the hard drive of the server. If you
use Domino 6, you have the option of using the Domino 6 CA, which lets you
avoid circulating Notes certifier IDs for administrators to use.

Domino uses IDs to identify users and to control access to servers. The certifier,
server, and user IDs contain the following:

» The owner's name: A user ID file may also contain one alternate name. A
certifier ID may contain multiple alternate names.

» A permanent license number: This number indicates that the owner is legal
and specifies whether the owner has a North American or International
license to run Domino or Notes.

» A pair of Notes certificates from a certifier ID: Notes certificates, which are
discussed in the next section, are digital signatures added to a user ID or
server ID. This signature, which is generated from the private key of a certifier
ID, verifies that the name of the owner of the ID is correctly associated with a
specific public key. As mentioned, there are two:

— The first certificate is for North American use, both for data encryption and
for electronic signing. Each key in the key pair in this certificate is 630 bits
in length. They are called the primary keys. This certificate is referred to in
Notes 6 as the Notes multi-purpose certificate.

— The second certificate is for international use, solely for data encryption.
Each key in the key pair in this certificate is 512 bits in length. This
certificate is referred to in Notes 6 as the Notes international encryption
certificate.
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» Ancestral certificates: There is a certificate for each ancestor certifier (at a
minimum, one for the organization certifier and one for each additional
organizational unit certifier).

» A private key: Notes uses the private key to sign messages sent by the
owner of the private key, to decrypt messages sent to its owner, and, if the ID
belongs to a certifier, to sign certificates.

» (Optional) One or more secret encryption keys: These are created and
distributed by application developers or users with special privileges to a
database, to allow other users to encrypt and decrypt fields in a document.

» (Optional, Notes client only) Internet certificates: An Internet certificate is
used to secure SSL connections and encrypt and sign S/MIME mail
messages. An Internet certificate is issued by a Certification Authority (CA)
and verifies the identity of the user. The user's private key associated with an
Internet certificate is stored with that certificate. We discuss this later in this
chapter.

Finally, the private key and the encryption keys in the ID file are encrypted using
a key computed from the user's password, so that only the owner can access it.
Public information such as the user's name and public key are not encrypted.

Figure 6-2 illustrates the structure of a Notes ID, showing both the standard part
that is created for every Notes ID, and the optional part (which can be added to
the ID later on).

Mame License# || Cerificate ey keys) Certificatels)

|D Cwner | Permanent Motes Frivate SecretEncwptiun// Internet /K

L A A

Standard Part Cptional Part

Figure 6-2 The Notes ID

Two things must be noted here:

1. If a user is in the process of requesting a new private key or a name change,
the pending information is also stored in the ID file. If a Notes private key is
changed, the obsolete information is also stored in the ID file for backwards
compatibility (for example, you would need the obsolete information to read
old encrypted e-mail).

2. There is some confusion on the part of certain users who download the Notes
client, install it, and launch it. At that time, the client configuration process is
started and a new Notes ID is generated for the user, which apparently
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doesn’t require a Certifier ID. This is a flat Notes ID that contains little
information and will not be of any use the moment the Notes client tries to
connect to a server in the domain.

Notes certificates
Lotus Notes authentication relies in large part on Notes certificates, which are
stored in Notes IDs.

Casually speaking, a certificate is an electronic “stamp” that indicates a trust
relationship among the entities in the Notes world.

More formally, a certificate is a unique, digitally signed message added by a
certifier to a Notes ID file that identifies a user or server. While the client can
store and work with both Notes and Internet certificates, the rest of this section
refers specifically to Notes certificates.

When a Lotus Notes user attempts to connect to a Lotus Domino server, whether
it is a mail server or another type of Domino server in the organization, that
person needs a certificate to identify himself (or herself) to that server, and the
server needs a certificate to identify that person. Thus, the Notes client and the
Domino server involved in the authentication process present their certificates to
each other. By examining the certificates, the Notes client will identify and
authenticate the Domino server, and the Domino server will identify and
authenticate the user.

In order to permit this trust relationship to be established, a number of pieces of
information must be present in the certificates. A Notes certificate, like a Notes
ID, contains a number of elements, such as:

» The name of the certifier that issued the certificate.
» The name of the user or server to whom the certificate was issued.

» A public key that is stored in both the Domino Directory and the ID file. Notes
uses the public key to encrypt messages that are sent to the owner of the
public key and to validate the ID owner's signature.

» A digital signature.
» The expiration date of the certificate.

The whole thing is then certified, meaning that it is digitally signed by the certifier
using the certifier's private key, in order to prove its authenticity.

Figure 6-3 illustrates the structure of a Notes certificate within a Notes ID.
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Figure 6-3 The Notes certificate

As mentioned, certificates are stored in Notes ID files. They are also stored in
Person, Server, and Certifier documents in the Domino Directory.

Given the nature of the contents of Notes ID files, it is best to think of them as
being a kind of specialized database that stores Notes certificates and
private/public key pairs. This database is then encrypted with the user’s
password.

When servers and users are registered, Domino automatically creates a Notes
certificate for each server and user ID file. These Notes certificates have
expiration dates, which means that a Notes ID must be recertified when its
expiration date approaches.

In addition, if a user or server name changes, the corresponding Notes ID must
be recertified so that a new certificate can bind correctly the public key to the new
name.

Note: Changing a name on a user ID may also affect the Internet certificates
present in that Notes ID file. We cover Internet certificates a little bit later;
however, it's worth mentioning that more than just the Notes certificate is tied
to the server or user name in the Notes ID file.

Types of certificates
There are three types of Notes certificates you can have in your user ID:

» Notes multi-purpose certificates are used to identify the user for most
Notes purposes, such as logging in to Notes and accessing Notes databases
on Domino servers. The Notes multi-purpose certificates allow for strong
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cryptography (for example, when a user receives an e-mail protected with
strong encryption where the user’s Notes multi-purpose certificate was used
by another user to send that user encrypted mail). Most users use Notes
multi-purpose certificates only.

» Notes international certificates are used for encryption only. They allow
anyone who can't use strong encryption to send encrypted e-mails. They are
generally not for the user’s personal use. Every user has an international
certificate in their User ID, even if it is not used.

» Flat certificates were used in Notes 4.6 and earlier and are used to access
pre-Release 5 servers that still use flat certificates to identify themselves. Flat
certificates do not have hierarchical names. Since Release 5 of Notes and
Domino, it is not possible to create new flat certificates, which means that in
order for a user to have a flat certificate and be able to use it as the Notes
login certificate in that user’s ID, that user had to have already had it when
they upgraded to Notes 5 or later.

Viewing Notes certificates

You can to view all of the certificates present in a Notes user ID by choosing
File — Security — User Security (for Apple Macintosh users, the command is
Notes — Security — User Security). Then enter the password that protects
the Notes ID and click Your Identity — Your Certificates. There are two options
for which Notes certificates to view. Choose “Your Notes Certificates,” as shown
in Figure 6-4, to view the certificates that can be used to log in to Notes, to
access Notes databases, and to exchange secure mail with other Notes users.
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Figure 6-4 Notes certificates in the Notes ID, “Your Notes Certificates”

For a more comprehensive list of Notes certificates choose “All Notes
Certificates,” as shown in Figure 6-5 on page 198, which shows you all the Notes
certificates present in your ID, including your Notes certificates as well as
certificates for the Notes CAs that issued your certificates.
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Figure 6-5 Notes cetrtificates for selection “All Notes Certificates”

This is one of the dialog boxes that has changed significantly since R5.0. For one
thing, the display of the information in your Notes ID has been greatly simplified
and is easier to read. Nonetheless, let’s take a moment to review the list of Notes
certificates that are displayed in Figure 6-5.

The two entries labeled Frederic Dahm/Switzerland/IBM are two certificates for
Frederic Dahm, both signed by the Switzerland/IBM certifier. One is an
international key with a restricted key size; the other is a full-strength North
American key. The entry labeled /Switzerland/IBM is the Switzerland certifier,
which was in turn certified by the IBM certifier. Finally, the entry /IBM is the IBM
certifier, which is the top-level certifier in the domain.

Viewing Internet certificates

The Domino Server and Notes client in R5.0 added full support for x.509 v3
certificates. This means that starting in R5.0 and continued in version 6, it is
possible for the Notes client to request a certificate from any certificate authority,
including a Domino 6 certificate authority, and store the x.509 v3 certificate in the
Notes ID file. To view these certificates right now, simply select “Your Internet
Certificates,” then “All Internet Certificates.” Alternatively, you can select “All
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Certificates” to see an aggregated list of Notes and x.509.v3 certificates. We
revisit Internet certificates later in the chapter.

Public keys

Turning our attention back to the Notes ID, the public key is also referred to as a
Notes certified public key. It is stored in the Notes certificate. Its counterpart, the
private key is stored in another part of the Notes ID file (as shown in Figure 6-2
on page 193) and can only be found in the Notes ID.

Public keys are not secret, hence their name. Any user can look up another
user's public key and use it to send encrypted mail to or authenticate the user.

Users must be able to obtain the public key of the certifier that issued the
certificate before they can authenticate the certificate's owner. If a user has a
certificate issued by the same certifier as another user or server, the first user
can verify the public key for the certificate and then reliably know the public key
associated with the server or user name. If a user doesn't have a certificate
issued by the same certifier, the user needs a cross-certificate for authentication.

Alternate naming

Beginning with R5.0, it is possible to add to the Notes ID file an alternate name or
alias for the Notes user. This feature allows a user to be referenced by either
their primary name or their alternate name. This may be desirable in an
international organization where users are registered using a standard name
format but prefer to be addressed by a more convenient name in their native
country.

The alternate name can then be used for mail addressing and in database ACLs.
An alternate name, like a primary name, is hierarchical in format and must not be
the same as any existing primary name or alternate name. During network
authentication, both the primary name and the alternate name are authenticated.
This means that users may be listed in ACLs, or in groups listed in ACLs, using
either their primary name or their alternate name.

Alternate names are not compatible with Notes versions earlier than R5. In
particular, the following limitations exist:

» Earlier versions of Notes/Domino servers are not able to authenticate with a
user assigned an alias.

» Earlier versions of Notes/Domino servers and workstations are not able to
validate a signature from a user assigned an alias.

» Earlier versions of Notes workstations are not able to use an ID file that
contains an alternate name or alias.
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6.1.4 Notes passwords
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The main reason for having and using a Notes ID is for authentication. We
describe the complete authentication process with a Notes ID later in this
chapter; for now, let’s take a look at passwords.

User passwords

The password assigned to a Notes user ID during registration is a mechanism to
protect the Notes ID file from unauthorized use. A Notes user attempting to use
the Notes ID file will be required to enter the password for that Notes ID file.

There is some confusion in regard to the Notes ID password. It is used solely to
to unlock the Notes user ID file itself — and nothing more. It’s the key pair
contained in the ID that is actually used to identify the user.

Users may have more than one copy of their Notes ID file and these different
copies can have different passwords. This basically means that to change the
password the user must know the existing password for each copy of the ID.

Although a Notes ID recovery feature was introduced in the previous version of
Notes (and is still available in version 6), it is still considered good practice to
back up the ID files and to remember their passwords.

Anti-spoofing password dialog box

To defeat dictionary or brute force attacks on ID file passwords and to reduce the
risk of password capture, Notes employs an anti-spoofing password dialog box.
This was introduced in R4 and has been retained in version 6 of Notes.

If a user enters an incorrect password, Notes waits for several seconds before
allowing them to try again. This delay increases with each incorrect attempt to a
maximum of thirty seconds. The delay feature makes it difficult to try many
passwords in rapid succession in the hope of guessing the right combination.

The anti-spoofing aspect of the Notes password dialog box resides in the
changing pattern to the left of the password input text field.

In R4 and R5, this was a set of four Egyptian hieroglyphic symbols. In version 6,
these hieroglyphics have been replaced by a picture of a key ring, with the
attached objects (such as keys, flashlight, pocket knife, and so forth) changing
after the fifth character is typed in. This new design is shown in Figure 6-6.
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Figure 6-6 Notes password dialog box

These dynamic symbols make it more difficult to substitute a false dialog box that
captures passwords in place of the Notes Password dialog box. Users should be
made aware of the particularities of this dialog box and of the fact that the
symbols change as they enter their passwords. If they notice that the symbols do
not change or are not present, they should stop entering their password and click
Cancel. As well, they should memorize the last image after they’ve typed their
password because the algorithm behind the symbols will always compute to the
same symbol in the end. (However, the algorithm is complicated enough that it is
not easy to sort out the password just by looking at the symbols and the way they
change).

Multiple passwords

To provide tighter security for certifier and server ID files, it is possible to assign

multiple passwords to an existing Notes ID. By doing this, it is possible to require
that more than one person, generally administrators, act together when using the
Notes ID.

It is important to dispel some confusion that generally exists here. When multiple
passwords are applied to a Notes ID, the original password for the Notes ID (or
the previous one, if the password differs from the original password) is no longer
valid. These multiple passwords replace the original password and are not
cumulative (that is, they don’'t add themselves to the original password).

It is also possible to specify that only a subset of the assigned passwords be
required to access the Notes ID. For example, It is possible to assign four
passwords to access a specific Notes ID, but to define it so that it requires only
any two of the four passwords to access the Notes ID. This feature is useful
when the security policy states that giving authority for a certifier ID to a single
person should be avoided.

Note: We recommend that only Notes server IDs and Notes certifier IDs be
assigned multiple passwords. Notes user IDs should not have multiple
passwords assigned to them.
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To set up multiple passwords on a Notes ID, it is necessary to have present all
the people who will provide a password to the Notes ID. Use the following steps
to set up multiple passwords:

1. From the Domino Administrator, click Configuration — Certification.
2. Select Edit Multiple Passwords.

3. Select the Notes ID to which multiple passwords are to be assigned and click
Open.

4. Enter the password for the Notes ID (if required).

5. Each individual whose password is to be applied to the Notes ID should
complete the following steps:

a. Enter the person’s name in the “Authorized User” field.
b. Enter the password in the “New Password” field.

c. Retype the password in the “Confirm Password” field.
d

. Click the Add button. The person’s name and password is added to the
Notes ID file.

6. Enter the number of passwords required to access the Notes ID. The
maximum number must be less than or equal to the number of persons who
assigned passwords to the Notes ID.

7. Click OK.

Password quality and length

The weakest part of the Notes PKIl is the passwords chosen by users because —
and this is a well-known fact — users simply don’t choose good passwords. The
passwords most users invent are too short and too easy to guess (or worse, in
some cases, they are written on a piece of paper next to the computer).

In previous releases of Notes and Domino, an administrator could, when creating
or recertifying Notes ID files, specify a minimum number of characters for
passwords.

However, not all passphrases of equal length are equal in strength; some are
more vulnerable to passphrase guessing attacks than others. Unfortunately,
choosing good passphrases can be difficult. A completely random collection of
uppercase and lowercase alphabetic characters combined with numbers and
punctuation marks (for example, "T3-%9&4#_6!") would be ideal, but such a
passphrase is not easily remembered and may need to be written down. In
contrast, a passphrase consisting of one lone word (for example, “password”)
provides little security.
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Mixed-case passphrases and passphrases containing numbers and punctuation
are generally stronger per character than passwords consisting entirely of
lowercase characters. Passwords that contain words found in the Notes spell
check dictionaries are generally much weaker per character than any other kind
of password.

With Domino R5, a new feature was introduced which built upon the minimum
password length feature which it replaced. Administrators of R5 systems can
specify a level of password quality when registering the Notes user.

The difference between password length and quality is simple:

» Password length: The user’s password must have the number of characters
shown in the “Change Password” dialog box.

» Password quality: The higher the number shown in the “Change Password”
dialog box, the stronger quality the user’s password must be (0 is the lowest,
16 is the highest). The stronger the quality, the harder it is for others to guess
the password. It is worth pointing out that the quality of the password is
influenced by the mixture of lowercase and uppercase letters, numbers, and
punctuation marks used. If the quality is set to a certain level and the user
tries to enter a low-quality password, such as words found in the dictionary,
common names, or repeating characters, Notes may reject the password and
ask the user to enter a new one.

The password quality levels are stored in the ID file as equivalent password
lengths, so that an ID file created by a Notes 6 client can be used in a previous
release of Notes.

Because users are not good at generating sufficiently complex passwords to
meet the quality level imposed by the system, this feature generated a lot of
frustration on the part of the users and requests were made to reinstate the

password length feature.

In Domino 6, Administrators can now require a minimum password length or a
minimum password quality. They are no longer constrained to use password
quality to enforce slightly better passwords than users generally use. This can be
accomplished through policies, specifically with a security policy settings
document. (For more information, consult the Lotus Domino 6 product
documentation or the Lotus Domino 6 Administrator Help file).

When a user changes his or her password using Domino 6, if a minimum quality
level is enforced, the quality of that password is estimated and then compared
against the minimum password length specified for that ID file. If the password
specified is not sufficiently complex, the user’s attempt to set that password is
rejected and the user will receive a dialog box with the error message “Your
Password is Insufficiently Complex.”
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Password checking

Starting with R4.5, Notes added a password checking process to the server,
which continues to be supported in version 6.

When password checking is enabled, information dependent on the user's
password and the date the password was provided is kept on the server in the
Person document.

The user must enter the password corresponding to the information stored in the
Person document to gain access to the server. The password checking facility
adds the capability to require user password change intervals and to keep the
previous 50 old passwords from being reused.

This is a very good way to ensure that proper passwords are kept by the users
and that they are changed periodically. If used in conjunction with the password
quality/length settings, it ensures that passwords created by users meet the
minimum requirements set forth in the organization’s security policy.

As we explain in our discussion of authentication later in this chapter, Lotus
Notes uses the RSA key pair for authentication. This means that even if
someone guessed the user's password, that person would still need to steal the
user ID file to be able to impersonate the user. The information stored in the
Domino Directory is not subject to dictionary attacks unless the attacker also has
the ID file.

Password checking during authentication requires that both Notes clients and
Domino servers run R4.5 or later. If you enable password checking on a server
running a release prior to R4.5, authentication occurs without password
checking. If you enable password checking on a client running a previous
release, authentication fails when the client attempts to connect to a server that
requires password checking. The first time a user for whom password checking
is required authenticates with a server, the user ID is altered and it cannot be
used with a previous release.

The Notes ID file and Notes ID recovery

The Notes ID recovery feature was introduced in R5 and continues to be
supported in version 6. It allows administrators to recover a Notes ID file if a user
loses, damages, or forgets their password for the Notes ID.

Notes ID file and password recovery is a mechanism that allows a quorum of
authorized administrators working in an organization to gain access to the Notes
ID files of users within their domain.
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Recovery information is stored inside each ID file. Encrypted backup copies of
each ID file, which do not expose any private information, user passwords, or
bulk keys, are stored in a centralized location.

The certifier for a site can choose up to eight Recovery Authorities (not to be
confused with Registration Authorities, or RAs), who are authorized for Notes ID
file recovery, and require between one and all of the Recovery Authorities to
work together to access a Notes ID file.

For example, a site could be configured with five Recovery Authorities, three of
whom are needed to unlock any given ID file. No single Recovery Authority could
illicitly gain access to Notes ID files, so employee and job turnover would not lead
to a breach of security.

User passwords, which could be used to attack other accounts outside of the
Domino servers, are not exposed. Any recovery Notes ID file will not have the
same password as the original ID file. Therefore an attacker would have difficulty
using a recovered Notes ID file without the legitimate user noticing a loss of
service on servers that have password checking enabled.

This feature can help users who have forgotten their passwords gain access to
their Notes ID files, even if they are disconnected from the corporate network.

Corrupted or lost Notes ID files can be replaced as long as an out-of-band
transmission channel for physical media (such as mailing a floppy disk or
CD-ROM) exists, and organizations can gain access to the encryption keys used
by their employees that are not longer employed by the company for a number of
reasons, such as resignation, termination, retirement, and so forth.

The Notes ID recovery feature replaces the “Escrow Agent” that was used in
Notes R4.x. This is a feature by which administrators could set up an escrow
account and when a new user in the organization was registered, the new Notes
ID was sent (e-mailed) automatically to the escrow agent. This was a way for
administrators to automatically keep backup copies of every ID they created.

The problem with this feature was that it opened a security vulnerability in the
Notes security model. If an attacker succeeded in entering a user called “Escrow
Agent” into the address book and had access to the mailbox the Notes IDs were
mailed to, that attacker could then have all new Notes IDs and passwords send
to him. Worse, this feature could be switched off. In addition, it was possible to
confuse the server with a second entry under the same name but with a different
address, so that it refused to send out the information.
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Setting up Notes ID recovery

Setting up Notes ID file and password recovery is fairly straightforward. The
process should be completed before any administrator begins registering users
because it is not possible to recover Notes IDs which are certified by a Certifier
ID that does not contain recovery information.

This is detailed clearly and concisely in the “ID Recovery” section of the Lotus
Domino 6 Administration documentation and in the Lotus Domino 6 Administrator
Help file.

Performing Notes ID recovery

Once Notes ID recovery has been set up and the Notes IDs have the recovery
information within them, it is possible to handle situations where a Notes ID file is
lost or damaged. The Recovery Authorities can retrieve the backup copy of the
Notes ID from the backup Notes ID database. If the backup copy does not exist,
it is simply not possible to recover the Notes ID.

As well, Notes will help when the Notes ID file is modified in certain ways, for
instance, when the user acquires a new public key, accepts a name change,
accepts or creates a document encryption key, or performs other types of User
ID operations. In these cases, Notes automatically sends updated encrypted
backup user IDs to the centralized database.

The detailed procedure for performing Notes ID recovery is in the product
documentation and in the Lotus Domino 6 Administrator Help file.

6.1.5 The Domino Directory
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Information about all Notes IDs (including every user, server, and certifier ID) is
maintained on the Domino server, specifically in a Notes database called the
Domino Directory.

The Directory contains a Person document for each user, which in turn contains
a great deal of information about each Notes user. Table 6-1 shows how the
Person document is structured.
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Table 6-1 The Person document in the Domino Directory

Tab ltems

Basics First name; Middle initial; Last name; User name; Alternate
name; Short name; Internet password

Mail Mail system; Mail file; Forwarding address; Internet address;
Encrypt incoming mail

Certificates Notes certified public key; Internet certificate; Flat name key

Administration

Administrators; Check password; Required change interval;
Grace period; Last change date; Password digest; Change
request; Network account name; Proposed alternate common
name; Proposed alternate unique organizational unit; Proposed
alternate name language;

Note: The registration process permits the Notes user ID of the registered
user to be attached to the Person document. This is strongly discouraged,
since the Domino directory is public by nature and Notes user IDs should be

kept secure.

As a result of the registration process of servers, the Domino Directory will also
contain a Server document for each server, which will include information similar
to that of a Person document, but specifically geared towards the configuration
and operation of a server.

The same holds true for Certifiers, which are represented in the Domino
Directory by Certifier documents. This is illustrated by Figure 6-7 on page 208,
which shows how the Domino Directory works to maintain or distribute all these

certificates.
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Figure 6-7 The Domino Directory

6.1.6 The Domino domain

People generally confuse the concept of certification hierarchies with the concept
of Domino domains, thinking that they are the same thing. As a matter of fact,
these are totally different and independent from one another.
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To put it simply, a Domino domain corresponds to a Domino Directory. A Domino
domain is a collection of Domino servers and users that share a common
Domino Directory.

The Domino Directory is a directory of users, servers, groups, and other entities.
In itself, the primary function of the Domino domain is mail routing. Users'
domains are determined by the location of their server-based mail files.

6.1.7 Certification hierarchies

In this section we discuss some different certification hierarchies, specifically
those where there are multiple certification hierarchies or multiple domains. We
first consider a model that has two certification hierarchies in one domain, then
we describe a model that has one certification hierarchy split between two
domains.

One domain, two certification hierarchies

Because certification hierarchies and Domino domains are independent, it is
entirely possible to manage two or more certification hierarchies within a Domino
domain. In the example illustrated in Figure 6-8, the Acme and Widget
corporations are being administered within one single domain.

An example of when this model might be appropriate is when two organizations
or companies have newly merged. It is possible to continue operating the
organizations independently, without collapsing both hierarchies into one, as
shown in the figure; but, eventually, you will probably want to cross-certify the
two hierarchies.

Domino Domain
Figure 6-8 Two independent certification hierarchies
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Two domains, one certification hierarchy

Alternatively, it is possible to manage one certification hierarchy with several
Domino domains, as shown in Figure 6-9. In this example, the Acme Corporation
has two subsidiaries, the Sprocket Corporation and the Widget Corporation.
There is one hierarchy (with Acme being the top level certifier), but this is split
between two domains, Sprocket and Widget.

This one hierarchy/two domains configuration might be useful in a situation
where a single domain (or Domino Directory) grows too large and you have to
tune the server performance up. However, given the scalability of Domino,
especially with version 6, and the power of servers available these days, this is
not a likely scenario. It is possible, though, so it is worth mentioning here.

R
-

. ACmE ' :

Sprocket widget
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Sprocket Domain -~ coni -

Widget Domain

Figure 6-9 One certification hierarchy in two domains

6.1.8 Notes cross-certification
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Domino uses two types of cross-certificates: Notes and Internet. We cover Notes
cross-certificates in the present section and Internet cross-certificates in the
Internet PKI section later in this chapter.

Notes cross-certificates permit authentication and secure messaging, in that they
allow users in different hierarchically-certified organizations to access servers
and to receive signed mail messages. Internet cross-certificates, on the other
hand, are more focused on secure messaging, in that they allow users to receive
signed mail messages and send encrypted mail messages.
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What are Notes cross-certificates

Given the certification hierarchies model that we’ve explained, a user’s
authentication of another user or server will not work should either be in a
different certification hierarchy (which is often referred to as a “naming tree”).

This problem arises in dynamic organizations, which are becoming the norm
these days (with mergers, acquisitions, consolidations, and reorganizations
being so common).

The question that comes up on a regular basis is: “How can we merge several
certification hierarchies, or naming trees?” The answer is that although it is not
possible to easily and effectively merge several existing certification trees into

one single certification hierarchy, it is possible to do something just as good.

Notes and Domino provide a way for people and servers to authenticate against
other servers in different certification hierarchies. As well, they also provide a
way for people from one certification hierarchy to effectively communicate with
and trust people in a different certification hierarchy.

This is accomplished by cross-certification, which is a form of peer-to-peer trust
(certification) model.

So, in short, Notes cross-certificates allow users and servers from different
hierarchically-certified organizations to access servers in each other’s
organizations, and to verify the digital signatures of users from the other
organization. Domino servers store cross-certificates in the Domino Directory. To
access Domino servers, Notes clients obtain cross-certificates for those servers
and store them in their Personal Address Books. These cross-certificates can be
used only by the user to whom they are issued.

Three types of cross-certification

Cross-certification can occur at various levels of an organization. There are three
types of cross-certification possible, as follows:

» Between two organizations (or organizational units)

» Between two users or servers

» Between an organization and a user or server.

Before we cover these in detail, there are a few concepts you need to
understand:

» Two-way cross-certification does not need to be symmetric. For example, one
organization can have a cross-certificate for an organizational unit certifier
and another organization can have a cross-certificate for an organization
certifier.
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» Cross-certification, if done improperly, can reduce the level of security in the
organization’s Domain. The most liberal cross-certification model provides for
access to the organization’s servers by the people whose organization was
cross-certified. This means that servers with confidential information could be
accessible to these people. In light of that, it would be wise to set up server
access restrictions to prevent people from the other organization from
accessing the servers that contain information that is confidential in nature
and meant for the people within the organization only.

» To keep things simple in the examples that follow, we have not factored in
Server access lists and database ACLs and their ability to restrict access to
servers and the databases on these servers.

Cross-certification between two organizations

Let’s assume a common organizational occurrence these days, in which two
distinct organizations, Widget and Acme, decide to merge.

Here, the organizations want the broadest form of cross-certification, in that they
want all users and servers in both organizations to authenticate with one another.
The following steps will accomplish this goal:

1. The Acme organization certifier (/Acme) obtains a cross-certificate for the
Widget organization certifier (/Widget) and stores it in Acme's Domino
Directory.

2. The Widget organization certifier (/Widget) obtains a cross-certificate for the
Acme organization certifier (/Acme) and stores it in Widget's Domino
Directory.

As a result of this procedure, a special relationship (that is, “Acme and Widget
trust each other”) is established. This is illustrated in Figure 6-10. In this
cross-certification model, all users and servers in both organizations are now
able to authenticate with each another.
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Figure 6-10 Cross-certification between two organizations

Cross-certification between two users
In this case, the cross-certification can be for two users, two servers, or a user
and a server.

Let’s assume a scenario in which the Acme and Widget organizations want to
replicate a database that contains information of common interest, but don’t want
to have anything but these two servers communicating with each another, as per
their security policy.

Here, the organizations want the most restrictive form of cross-certification, in
that they want a server in one organization to authenticate and replicate with a
server in the other organization. The following steps will accomplish this:

1. The Acme server (Server/Acme) obtains a cross-certificate for the Widget
server (Server/Widget) and stores it in the Acme server Personal Address
Book;

2. The Widget server (Server/Widget) obtains a cross-certificate for the Acme
server (Server/Acme) and stores it in the Widget server Personal Address
Book.

As a result of this procedure, a special relationship (that is, “the Acme server and
the Widget server trust each other”) is established. This is illustrated in

Figure 6-11 on page 214. In this cross-certification model, only these two servers
trust each another and can replicate with each other.
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Figure 6-11 Cross-certification between two users (servers)

Cross-certification between an organization and a user

In this case, the cross-certification can be for a user and a whole organization or
a server and an organization.

Let’'s assume a scenario in which the Acme and Widget organizations want to
replicate a database that contains information of common interest. The Widget
organization is much smaller than the Acme organization and thus doesn’t have
any problems with giving access to all their servers to the Acme organization, but
because Acme deals with many organizations that are competitors to Widget,
they only want to give access to a specific Domino server, as per their security

policy.

Here, one of the organizations wants the most restrictive form of
cross-certification and another organization is comfortable with the most liberal of
cross-certification, in that they want one server in the Acme organization to
authenticate and replicate with any server in the Widget organization. The
following steps will accomplish this:

1. The Acme server (Server/Acme) obtains a cross-certificate for the Widget
organization certifier (/Widget) and stores it in the Acme server Personal
Address Book;

2. The Widget organization certifier (/Widget) obtains a cross-certificate for the
Acme server (Server/Acme) and stores it in Widget's Domino Directory.

As a result of this procedure, a special relationship (that is, “the Acme server and
the Widget organization trust each other”) is established. This is illustrated in
Figure 6-12. In this cross-certification model, the Acme server is trusted by the
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whole Widget organization and thus, the Acme server can replicate with any
server in Widget’s organization.

Cross-Cert.
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Figure 6-12 Cross-certification between a user and an organization

Cross-certification procedure

For more information on cross-certification and the actual steps to do the
cross-certification, consult the Domino 6 product documentation or the Lotus
Domino 6 Administrator Help file.

6.1.9 Authentication

Authentication is the most important aspect of security. It is more important than
encryption. We touched upon this in Chapter 1 and it is worth taking a moment to
revisit this concept.

Let’s take Alice and Bob, whom we introduced in Chapter 1. Let’s introduce
Carole, who is not exchanging information with either Alice or Bob, but wants
instead to eavesdrop and illicitly read the information exchanged between the
two.

As we learned, Alice and Bob like to exchange data with each other and in doing
so, they like to ensure that this exchange is done as securely as possible. In the
present example, Alice and Bob are exchanging financial data. As
security-conscientious people, they use a secure communications channel,
which uses encryption to make it extremely difficult for an eavesdropper such as
Carole to decipher and understand the information.
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Encryption is important, because of the potential damage that could occur if
Carole was able to get a legible copy of the information being exchanged by
Alice and Bob.

However, it's important to consider what could happen if Carole could
impersonate Alice or Bob. Carole could both get more information and could also
modify the information to be exchanged. The resulting damage could be far
worse than what could happen with simple eavesdropping.

Authentication is thus the cornerstone of effective security. It is also the
cornerstone of Notes and Domino security, because it permits the system to
differentiate one user from another.

Without authentication, the following problems would occur:

» The system could not verify the identity of anyone using the services provided
by the Domino server.

» Users would have to be treated equally since they would fall under one
category. Therefore, there could be no granularity of access to Notes
databases and services offered by the Domino Server.

Authentication is what permits administrators to permit or deny access to the
resources of the system. Once a person has been granted permission to access
the system, different privileges (commonly called access levels) can be
conferred to that person.

Authentication is thus the key to providing restricted access to Notes and Domino
resources.

The authentication procedure in Notes is generally misunderstood. People
assume that it is a simple user ID/password challenge/response mechanism
when, in reality, it is far more sophisticated than that.

Because the authentication procedure in Notes is dependant on the public key
infrastructure natively built into the client and the server, we are taking the time
now to see how the native PKI is architected and then explain how Notes
authentication works.

Note: The term “Notes authentication” is used because it denotes
authentication of a user using the Notes client against a Domino server. We'll
refine the term a little bit later on, but using this term helps us differentiate this
type of authentication from the other types of authentication that we discuss
later in this book.
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6.1.10 Notes authentication

In this section we discuss how Lotus Notes and Domino authenticate with each
another via TCP port 1352 using Notes Remote Procedure Calls (NRPC). The
purpose of this discussion is to demystify the process and explain what really
happens every time a user enters a password and accesses a Domino server
with a Notes client.

Validation and authentication

When performing Notes authentication, the verification of the indentity of a user
or a server is done in two distinct phases. The first phase, called validation, is
the process of reliably determining the public key of the sender. In other words,
the validation is the preparation phase for the actual authentication.

Notes uses the following three rules when deciding to trust a public key:

1. Trust the public key of any of the ancestors in the hierarchical name tree
because they are stored in the Notes ID file.

2. Trust any public key obtained from a valid certificate issued by any of the
ancestors in the hierarchical name tree.

3. Trust any public key certified by any trusted certifier and belonging to one of
the certifier's descendants.

Phase 1: Validation

We now review the validation process and how these three rules are applied
during this process. Let’s use Fred as our example user. The user ID file for Fred
contains everything he needs to identify himself and establish his credentials.
When he requests a session with a server, the first step is to send to the server
all of the certificates from the Notes ID file (both the user's own certificate and the
chain of certifier's certificates that support it). The validation process is illustrated
in Figure 6-13 on page 218.
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Figure 6-13 Validation Process in Notes and Domino

The numbered steps in the diagram are described as follows:

1. The server reads the East certificate that Fred sent from his Notes user ID
file, which was signed by Widget. The server is interested in it because East
is the certifier of Fred's certificate.

2. The server reads the Widget public key from its own Notes server ID file.
(According to rule 1, the server will trust the public key of any ancestor that is
stored in its Notes server ID file.)

3. The server uses the public key of Widget (which is trusted because it is in its
Notes server ID file) to verify that the certificate of East/Widget is valid.
(According to rule 2, if the server trusts the public key of the ancestor, the
server will trust any public key obtained from certificates issued by the
ancestor.)

4. The server reads Fred's certificate that was sent from his Notes user ID file,
which was signed by East.

5. The server uses the public key of East/Widget, which now is trusted, to verify
that the Fred/East/Widget certificate is valid. (According to rule 3, trust any
public key certified by any trusted certifier and belonging to one of the
certifier's descendants).

6. The server has now reliably learned Fred's public key.

The same process is followed in reverse so that Fred can reliably learn the
server's public key.
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Phase 2: Authentication

As we mentioned in the previous section, authentication is a proof of identity. At
this stage, this proof has not yet been established. This is why, now that the
validation process is complete, we need to begin the authentication process.

I's important to understand that the validation process we just described has not
completely proved who each of the session partners is. What has really been
done in the validation phase is simply the presentation of certificates. This mutual
presentation of certificates ensures that at least one certificate is common
between the user or server (or failing that, that at least one certificate shares a
common ancestor).

Given that a certificate associates the user with a public key and tells the
recipient that the public key can be trusted, the user and server in this example
can then prove that they really are who they claim to be by showing that they
hold the private key that matches the public key in the certificate.

The authentication process achieves this with a challenge/response dialog
between a workstation and a server, or between two servers when either is
running database replication or mail routing.

The process for authentication, which builds upon the previous example where
Fred is trying to access the server, is illustrated in Figure 6-14 on page 220.
While the diagram is an oversimplification of the actual process, it is intended to
illustrate what happens in a manner that is easy to understand.
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Figure 6-14 Authentication process in Notes and Domino

The numbered steps in the diagram are described as follows:

7. The server generates a random number and a session key and encrypts both
with Fred's public key.

8. The server sends the encrypted random number to Fred.

9. Fred receives the challenge and decrypts it with his private key.

10.Fred sends back the decrypted number to the server.

11.The server compares Fred's response to the original random number.

12.1f the result is the same as the original random number, the server can trust
that Fred really is who he claims to be.

As with validation, authentication is also a two-way procedure. Fred now
authenticates the server using the same challenge/response process, but this
time, in reverse.

The actual algorithm is complex but efficient. It avoids any RSA operations on
subsequent authentications between the same client-server pair. It also
establishes a session key that can be used to optimally encrypt the messages
that follow authentication.
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Switching off certificate-based authentication

It is possible to avoid the validation and certification procedure we just described
by switching off certificate-based authentication. This basically tells the server to
allow anonymous access for users and servers, for which the server does not
validate or authenticate them.

The downside of doing this should be obvious. A Domino server for which
anonymous access is permitted does not record the database activity of the
users and servers. (This is normally done in the log file and in the User Activity
dialog box.) And, with anonymous access, it is never possible to know who is
accessing databases on the server. It is thus not possible to use the user’s
identity to control access to databases and design elements.

The upside of allowing anonymous access is that it is most useful for providing
general public access to servers for users and servers that are not cross-certified
with them. It is generally used to allow users and servers outside the
organization to access a server without first obtaining a certificate for the
organization.

Allin all, given the advantages and disadvantages of permitting anonymous
access to Domino servers, this type of access should only be considered when it
is not necessary to know who is accessing the database or when it is not
necessary to control access based on client identity. This would thus imply that
the information accessible on these databases and servers is of low sensitivity, if
not entirely in the public domain.

There is more to anonymous access than we can cover here. Anonymous
access can also be provided for Internet/intranet users, in conjunction with
session encryption. We cover this later in this chapter, in the Internet PKI section.

For now, these are the steps to allow anonymous access to a Domino server for
Notes users and other Domino servers:

1. From the Domino Administrator, click the Configuration tab and open the
Server document.

2. Click the Security tab.

3. In the Security Settings section, enable “Allow anonymous Notes
connections.”

4. Save the document.

5. Create an entry named “Anonymous” in the ACL of all databases to which you
want to allow anonymous access. Assign the appropriate access level —
typically Reader access. If you don't add “Anonymous” as an entry in the ACL,
anonymous users and servers get “Default” access.

6. Stop and restart the server so that the changes take effect.
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A final word about anonymous access. If a user is in a hierarchical certification
environment and attempts to connect to a server which is set for anonymous
access, and the server can't authenticate the user, that person will see the
following message in the status bar:

Server X cannot authenticate you because: the server's Address Book does not
contain any cross-certificates capable of authenticating you. You are now
accessing that server anonymously.

6.1.11 Data integrity with digital signatures
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At the beginning of the book, we discussed the security services that need to be
provided. One of the them is data integrity, which is the topic of this section.

When databases are replicated or e-mail messages are routed through the
network, there is the risk that they could be modified, either because of a
hardware fault, or because of the actions of an unauthorized third party
(commonly referred to as tampering). Because of these risks, it must be possible
to tell whether the data received is the same, or in the same state, as the original
version that was sent.

In order to detect any such changes, digital signatures are used. Data integrity
implies the current condition of the data is equal to the original “pure” condition. It
guarantees that information is not changed in transit. A digital signature can
verify that the person who originated the data is the author and that no one has
tampered with the data.

Originators can add their digital signature to e-mail messages and can also add
their signature to fields or sections of Notes documents.

Note: A database designer controls whether or not fields and sections of a
database are signable. Given this facility, individual users can then choose
whether to sign mail messages or not.

For Digital signatures applied by the Notes client, the same RSA key pair is used
that was used in the validation and authentication process. The manner in which
digital signatures are used in Lotus Notes is illustrated in Figure 6-15 on

page 223.
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Figure 6-15 Digital Signatures as used in Lotus Notes

The numbered steps in the diagram are described as follows:

1.

Alice decides to send a Notes e-mail to Bob. The Notes client, seeing that the
“Sign” checkbox is set, generates a hash (using MD5) of Alice’s message
(resulting in message digest d).

The hash is then encrypted by Notes using Alice’s RSA private key (using
RC2), which means that only her RSA public key will be able to decrypt it.

3. The encrypted hash along with the message is sent to Bob.

4. Bob’s Notes client uses Alice’s RSA Public key to decrypt the hash (again,

using RC2) and gets a decrypted hash (resulting in message digest d).

Bob’s Notes client computes a new hash based on the text sent by Alice
(using MD5, resulting in message digest d’).

Bob’s Notes client then compares the decrypted hash (message digest d) and
the newly computed hash (message digest d’) and lets Bob know whether the
digital signature is valid or not. If the two hashes are the same, the message
comes from Alice and has not been tampered with in transit. If they are
different, the message is either not from Alice or it has been tampered with in
transit.

So, the result for the user is that Notes will indicate who signed the message if
the validation of the signature is successful. Otherwise, Notes will indicate that it
cannot validate the signature.

Two things are guaranteed by this digital signature process:
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1. The sender is authenticated because the digest must have been encrypted
with the sender's private key.

2. The message arrived unmodified because the digests are identical.

Otherwise, the receiver knows the data has been tampered with or that the
sender does not have a certificate trusted by the reader.

6.1.12 Confidentiality with encryption
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Another security service we discussed that needs to be provided is
confidentiality, which is the topic of this section.

When sending data through the network, including mail messages, anyone who
can intercept network packets — generally by tracing or electronic sniffing
techniques — can read the data without authentication.

It might not be an issue for the organization, since the information is likely not
private. But it might be an issue for the organization since it means that every
piece of mail sent or received is possibly being read by others, who normally
would not have the authorization to do so.

This lack of privacy is a serious problem. While the vast majority of e-mail traffic
does not contain sensitive data, there is a small but important subset that does.
There are only two solutions to this problem: either persuade users to take
security seriously, or, treat all e-mail as containing sensitive information and
encrypt everything. Experience has shown that effecting changes to an IT
architecture is generally easier than modifying human nature, so often the latter
approach is applied. (However, users should still take security seriously and
there should be policies in place that ensure that a modicum of security is
adhered to by everyone in the organization).

Implementing encryption across an entire IT infrastructure is not a trivial or
simple task, except, of course, when Notes is used. Sensitive data can be
encrypted into an unreadable format before transit simply by having the user pick
a checkbox in the Notes e-mail Delivery Options.

The e-mail is encrypted automatically by the Notes client and sent along. After
the encrypted e-mail arrives at the destination, the Notes client decrypts it so as
to give the recipient the chance to read it. This method protects data from
unauthorized access. Notes uses a bulk encryption mechanism, based on a
secret key, to encrypt and decrypt the data. It confirms also that the data
received hasn't been read by others. Given the fact that Notes clients and
Domino servers process a lot of e-mails, it is important that the algorithm used be
efficient. Notes uses the RC2 or RC4 algorithms for bulk encryption of data.
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Encryption strength

One variation with respect to encryption strength is introduced by the type of
Notes license a user has.

All Notes IDs contain two public/private key pairs. Prior to version 5.0.4, key
lengths were restricted for the purposes of encrypting data, but not for
authentication or signing. Anything over a 512-bit RSA key and 56-bit symmetric
key was considered strong encryption, and the United States government
prohibited its export. Customers were required to order and choose among kits of
different cryptographic strengths.

With the relaxation of U.S. government regulations on the export of
cryptography, the Domino server and the Domino Administrator, Domino
Designer®, and Lotus Notes client products have consolidated all previous
encryption strengths — North American, International, and France — into one
strong encryption level resulting in a single “Global” release of the products. The
Global release adopts the encryption characteristics previously known as North
American. Strong encryption in Global products can be used worldwide, except
in countries whose import laws prohibit it, or except in those countries to which
the export of goods and services is prohibited by the U.S. government.
Customers are no longer required to order Notes software according to
cryptographic strength.

When an organization upgrades to a Global release of Domino and Notes,
stronger cryptography will be used without a requirement to reissue existing IDs.
These changes are seamless to users as well as administrators. When two
different versions of software are communicating, the encryption negotiation will
result in a step-down to the weaker level. Therefore, the full benefits of stronger
encryption will only be realized when all software has been upgraded to the
Global (release 5.0.4 and later) level. However, any mixed versions of the
software will interoperate.

The “Register New User” dialog box still offers a choice between North American
and International IDs. It was left this way because administrators often use the
North American or International distinction for administration purposes, or there
may be older versions of the software still in use in some companies. In addition,
countries have their own import rules. Preserving this distinction will allow Lotus
to respond to specific country changes, if required.
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Note: These regulations pertain only to export from the United States. For
other countries with import regulations, customers need to check the
requirements of the specific country. While Lotus takes all steps to
accommodate governmental encryption regulations worldwide, Lotus
recommends that customers familiarize themselves with local encryption
regulations to remain in compliance.

Interoperability issues

The fact that both North American and international ID types continue to exist
and be supported in Notes and Domino raises many questions and concerns.
The following discussion addresses some of these questions and concerns.

>

Support for ID types: Both North American and international ID types
continue to be supported for the Global release. This is for backward
compatibility with pre-5.0.4 clients. Lotus Notes users can keep their existing
international IDs if the Global version of the software is installed. The Global
version will automatically allow the use of stronger encryption. Browser users
can keep their existing key ring, but users must follow the manufacturer's
recommendations for upgrading the browser to stronger encryption.

Interoperability with post-5.0.4 releases: If the organization's clients and
servers are all running release 5.0.4 or later, it makes no difference whether
North American or international IDs are created. Both types of ID will work the
same way.

Interoperability with pre-5.0.4 releases: Lotus Notes users, as well as
Domino servers which have been upgraded to release 5.0.4 and later, can
authenticate and continue day-to-day operations securely with clients and
servers running on earlier releases of software. However, if the organization
has clients or servers running releases earlier than Notes and Domino 5.0.4,
the organization should continue to create the same types of IDs created with
the earlier versions. International versions of releases prior to 5.0.4 do not
allow users to switch to North American IDs, so when registering new
international users, North American IDs shouldn't only be created. Similarly,
North American versions of earlier releases use weaker cryptography when
running with international IDs, so international IDs shouldn't only be created.

The best strategy for deciding between North American and international IDs is

to continue using the decision process that was in place for earlier releases of
Notes and Domino. Eventually, as you upgrade the Notes clients and Domino
servers, the decision will not matter.
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Important considerations with Notes IDs

It is important to take good care of Notes IDs. Thus, there are two particular
things that are worth remembering:

1.

If a user is no longer able to use his or her Notes user ID file — either because

that person forgot the password needed to decrypt the Notes user ID, or
because the file has been physically lost — any mail encrypted using that

person’s private key is permanently lost (assuming that no recovery of said ID

is possible, as previously discussed).

It is important to treat the Notes user ID carefully, since the private key is
contained within the Notes user ID file. If the Notes user ID is compromised,

anyone that has a copy of that Notes user ID can impersonate that user

(assuming that none of the mechanisms for mitigating that circumstance are

used).

Electronic mail message encryption
One way Lotus Notes offers confidentiality is by providing services by which

electronic mail can be easily and efficiently encrypted. The manner in which this
is performed by the Lotus Notes client is illustrated in Figure 6-16.

puhlic private
Alice key Bob keyBos | Bob
encrypt | met Cypherkey et decrypt
v 4
2 3 4
key key
i N -~
plaintext F encrypt ‘.-. cyphertext el  dECRypL w  plaintext
1 5

Figure 6-16 Electronic mail message encryption in Lotus Notes

This is a practical application of the hybrid solution that we covered in the
security fundamentals chapter. The numbered steps in the diagram are
described as follows:

1. Alice decides to send an encrypted Notes e-mail to Bob. The Notes client,
seeing that the “Encrypt” checkbox is set, generates a random encryption key
(the secret key, which is generally referred to as being a session key, since a
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new random key is generated every time an encrypted Notes message is
sent) and encrypts the message with it.

2. The session encryption key is encrypted by Notes (using RC2) with the
recipient’s public key, and attached to the message, which means that only
Bob’s RSA public key will be able to decrypt it.

3. The encrypted text and the encrypted key are sent to Bob via Notes mail.

4. Bob’s Notes client uses Bob’s RSA private key to decrypt the encrypted key
(again, using RC2) and gets a decrypted session key. Here, secrecy is
guaranteed, because only Bob's private key can be used to decrypt the
session key needed to decrypt the message.

5. Bob’s Notes client uses the decrypted session key to decrypt the mail
message (using RC2), resulting in the decrypted, original message that was
sent by Alice.

It is important to point out a couple of things:

» If Bob’s Notes client is unable to decrypt the e-mail sent by Alice — generally
due to the fact that Bob may have a new Notes user ID and the public key in
the Directory Alice has access to is only the old key — nothing will be
displayed in the body field.

» The example is similar in nature to the way S/MIME, a secure messaging
standard for the Internet, works. We cover S/MIME in the Internet PKI section
of this chapter.

Other Notes encryption features

The previous examples apply to Notes mail, but Lotus Notes also provides other
methods for encrypting information. Databases, documents, fields and
transmission of data over the network can be protected using various methods of
encryption:

» Databases can be encrypted with a user or server ID by using the local
database encryption security option. This protects the databases which use
this security feature from being accessed by an unauthorized user who has
gained access to the file system of the workstation the database is stored on,
or who has made a file system copy of the database via the operating system.

» Field encryption using special encryption keys created and distributed by the
database designer can be used to limit access to fields by authorized users.

» Documents can be encrypted using private or public keys. Keys can be added
to the form, causing every document created with the form to be encrypted, or
by letting users encrypt documents with their own encryption keys.

» Network port encryption allows unencrypted data to be encrypted at the port
level for safe transport through the network. Network port encryption can be
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enabled for a user's workstation or at a server by selecting File —
Preferences — Ports to modify the port definition to encrypt network data.

It is important to point out that in the case of port encryption, unlike for the
previously shown examples, RC4 is used instead of RC2. This is done because
RC4 is a specialized cipher for the encryption of streaming data, whereas RC2 is
more specialized for block encryption of data.

6.1.13 Notes PKI summary

We have covered all important aspects of the Notes PKI and shown how Notes
and Domino security is built on a robust public key infrastructure that allows for
authentication, data integrity, and confidentiality for all Notes users taking
advantage of these built-in facilities. Given the transparency of the PKI in Lotus
Notes, it is easy to use, provides security without any of the associated
difficulties of standard PKIls, and makes it the largest deployed PKI in the
corporate world.

Because Notes and Domino interact also with people not using Notes and
Domino, in the remaining sections of this chapter we discuss how Notes and
Domino have been expanded to offer support for Internet standards in matters of
public key infrastructure and the services that are made available through it.

6.2 The Internet PKI

Given the openness of the Internet and the fact that anyone can do just about
anything on it, more than ever, companies need to protect themselves. There are
a number of security standards, technologies, and tools available for this
purpose, which we cover in this section.

As with the security in Notes, these standards, technologies, and tools are based
for the most part on public key certificate technology. The two most common
certificate formats are PGP and X.509. Given Domino’s broad support for X.509
certificates, we focus our attention on this format.

Since the introduction of the Domino 4.5 server in 1996, there has been support
for such Internet standards built into the server. The goal has been to integrate
them more and more in the core of the Domino server, and Domino 6 shows the
result of these efforts. We discuss the necessary basics of Internet security
technologies in conjunction with the Domino server in the rest of this chapter; a
focused explanation of the new services and facilities and services is in

Chapter 11, “Domino/Notes 6 security features” on page 427.
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6.2.1 Internet standards

230

It is one thing to use the Internet and it is another to perform technical work
based on Internet standards. Doing the former is simple, doing the later can be
daunting at times.

When doing such technical work, acronyms come up such as STDs and RFCs,
each followed by a specific number. It is important to know where these
acronyms come from, what they mean, and the differences between the two.

Internet standards are defined by the Internet Engineering Task Force (IETF).
These are documents that start out as Internet Drafts, then become Requests for
Comments (RFCs), which in some cases, after a long consultative process get
approved as standards (STDs) by the Internet Engineering Steering Group
(IESG).

Standards (STDs)

Specifications that are intended to become Internet Standards evolve through a
set of maturity levels known as the standards track. These maturity levels are
Proposed Standard, Draft Standard, and Standard.

A Proposed Standard specification is generally stable, has resolved known
design choices, is believed to be well-understood, has received significant
community review, and appears to enjoy enough community interest to be
considered valuable. However, further experience might result in a change or
even retraction of the specification before it advances. Usually, neither
implementation nor operational experience is required.

A specification from which at least two independent and interoperable
implementations from different code bases have been developed, and for which
sufficient successful operational experience has been obtained, may be elevated
to the Draft Standard level.

A Draft Standard is normally considered to be a final specification, and changes
are likely to be made only to solve specific problems encountered. In most
circumstances, it is reasonable for vendors to deploy implementations of Draft
Standards into a disruption-sensitive environment.

A specification for which significant implementation and successful operational
experience has been obtained may be elevated to the Internet Standard level.
An Internet Standard (which may simply be referred to as a Standard) is
characterized by a high degree of technical maturity and by a generally held
belief that the specified protocol or service provides significant benefit to the
Internet community.
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Generally, Internet standards define interoperability of systems on the Internet by
defining protocols, message formats, schemas, and languages. The most
fundamental of the standards are the ones defining the Internet protocol (IP).

All Internet standards are given a number in the STD series. The first document
in this series, STD 1, describes the remaining documents in the series, and has a
list of proposed standards. Often, documents in the STD series are copies of
RFCs or are a few RFCs collected together. STD numbers do not have version
numbers since all updates are made via RFCs and the RFC numbers are unique.
To clearly specify which version of a standard one is referring to, the standard
number and all of the RFCs which it includes should be stated.

Request for comment (RFC)

Requests for comments (RFCs) are a series, begun in 1969, of numbered
Internet informational documents and standards widely followed by commercial
software and freeware developers in the Internet and UNIX communities. Few
RFCs are standards, but all Internet standards are recorded in RFCs. Perhaps
the single most influential RFC has been RFC 822, the Internet electronic mail
(e-mail) format standard.

The RFCs issued by the IETF and its predecessors are the most well-known
series named “RFCs”; this series is almost always what is meant by RFC without
further qualification. However, other organizations have, in the past, also issued
series called RFCs.

The RFCs are unusual in that they are floated by technical experts acting on their
own initiative and reviewed by the Internet at large, rather than being formally
promulgated through an institution such as ANSI. For this reason, they remain
known as RFCs even once adopted as standards. This tradition of pragmatic,
experience-driven, after-the-fact standard writing done by individuals or small
working groups has important advantages over the more formal,
committee-driven process. Emblematic of some of these advantages is the
existence of a flourishing tradition of “joke” RFCs. Usually at least one a year is
published, usually on April Fool's Day.

The RFCs are most remarkable for how well they work; they manage to have
neither the ambiguities that are usually rife in informal specifications, nor the
committee-perpetrated misfeatures that often haunt formal standards, and they
define a network that has grown to truly worldwide proportions.

Accessing STDs and RFCs

STDs and RFCs are available publicly and online. The easiest way to obtain
them is from the IETF Web site at the following URL:

http://www.ietf.org
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The complete RFC index in text format is available from their site at:
http://www.ietf.org/iesg/1rfc_index.txt

However, it is impractical to navigate because of its length. Instead, a better
method to find and retrieve the text of a particular RFC is to enter its number via
the folllowing URL:

http://www.ietf.org/rfc.html

For more details about RFCs and the RFC process, see RFC 2026, “The Internet
Standards Process, Revision 3

Some thoughts on STDs and RFCs

Not all RFCs are Internet standards documents. Many RFCs have Informational
or Experimental status and do not represent any kind of standard. Instead, they
contain information that may be useful or important to retain as part of the RFC
document series.

This is important to understand because unscrupulous marketers and a careless
trade press sometimes falsely suggest that every RFC represents a standard, or
that all standards have equal weight. The relationship among Internet technical
specifications is often complex. In fact, there is even an RFC that explains this!
RFC 1796, titled “Not All RFCs are Standards,” can be accessed at:

http://www.fags.org/rfcs/rfcl796.html
Keep these distinctions between STDs and RFCs in mind as you read on about

the Internet technologies, tools, and services that are supported and offered by
the Domino server for Internet clients.

6.2.2 Components of a PKI
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Before we go into detail about the individual services a PKI offers, we use this
section to describe the components of a PKI.

Originally, “PKI” was a generic term that simply meant a set of services that
made use of public key cryptography. These days, a PKI is more associated with
the services it provides, either in applications or protocols. Some examples of
such services are:

» Secure Sockets Layer (SSL)

» Secure Multimedia Internet Mail Extensions (S/MIME)
» IP Security (IPSec)

» Secure Electronic Transactions (SET)

» Pretty Good Privacy (PGP)
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Let’s consider what is necessary for these services to be provided and the
components that are required within a modern-day public key infrastructure.

The core components of a PKI, as shown in Figure 6-17 on page 234, include:
» The End-Entities (EE)

» The Certificate Authority (CA)

» The Certificate Repository (CR)

» The Registration Authority (RA)

» Digital Certificates (X.509 V3)

Detailed definitions of the components follow.

End-Entity (EE)

An End-Entity is best defined as a user of PKI certificates or as an end-user
system that is the subject of a certificate. In other words, in a PKI system, an
End-Entity is a generic term for a subject that uses some services or functions of
the PKI system. It may be a certificate owner (for example, a human being, an
organization, or some other entity) or a requestor of a certificate or CRL (for
example, an application).

Certificate Authority (CA)

The Certificate Authority (CA) is basically the signer of the certificates. The CA,
often together with the Registration Authority (describe further on), has the
responsibility to ensure the proper identification of an End Entity’s certificate. The
logical domain in which a CA issues and manages certificates is called a security
domain, which might be implemented to cover many different groups, of various
sizes, from one test user to a department to the whole organization. A CA’s
primary operations include: certificate issuance, certificate renewal, and
certificate revocation.

Certificate issuance

Here, a CA creates a digital certificate by applying a digital signature to it.
Basically, a public and private key pair is generated by a requesting client (EE).
The client then submits a request for certificate issuance to the CA.

The certificate request contains at least the client’s public key and some other
information, such as the client’s name, e-mail address, mail address, or other
pertinent information. When a Registration Authority (RA) is established, the CA
delegates the client verification process and other management functions to the
RA. After the client request is verified, the CA creates the digital certificate and
signs it.
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Figure 6-17 PKI Components

As an alternative, a CA can generate a client’s key pair and, subsequently, the
signed certificate for that client. This process, however, is seldom implemented
because the private key needs to be forwarded from the CA to the client, which
can be a weak link. It is generally considered more secure when the clients
generate their own key pairs, in which case the private keys never leave their
area of authority.

In order for a public key infrastructure to work completely, the basic assumption
is that any party who wishes to verify a certificate must trust its digital signer CA.
In the PKI, “A trusts B” means that “A trusts the CA that signed B’s certificate.”
Thus, in general terms, “A trusts CA” means that “A” holds a copy of the CA’s
certificate locally.
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For example, when establishing a secure HTTP connection via SSL, mainstream
Web browsers have a list of several trustworthy CA certificates (generally
referred to as “Trusted Roots”, or “Trusted CAs”) already incorporated when they
ship, such as, but not limited to: VeriSign, Entrust, Thawte, Baltimore, IBM World
Registry, and so forth. If a Web server uses a certificate that is signed by such a
trusted CA, they will implicitly trust the server, unless the user intentionally
deletes the signer CA certificate from the list of Trusted CAs.

A CA is able to issue a number of different types of certificates, such as:

» User certificates: These may be issued to an ordinary user or another type
of entity, such as a server or an application. These will then be, with the user
certificate, trusted end-entities for the CA. If an RA is part of the infrastructure,
it should also have this certificate. A user certificate may be limited to specific
uses and purposes (such as secure e-mail, secure access to servers, and so
forth).

» CA certificates: When a CA issues a certificate for itself, it is called a
self-signed certificate, or root certificate for that CA. If a CA issues a
certificate for a subordinate CA, the certificate is also called a CA certificate.

» Cross certificates: These are used for cross-certification, which is an
authentication process across security domains.

Certificate renewal

Every certificate has a validity period with an expiration date associated with it.
When a certificate expires, a renewal process may be initiated and, once
approved, a new certificate will be issued to the End-Entity.

Certificate revocation

The maximum lifetime of a certificate is its expiration date. In some cases,
however, a certificates needs to be revoked before its expiration date. When this
happens, the CA posts the certificate to a Certificate Revocation List (CRL).
Actually, to be more precise, the CA posts the certificate’s serial number, along
with some other information, to the CRL. Clients that need to know the validity of
a certificate can search the CRL for any revocation notice.

The Certificate Repository (CR)

The Certificate Repository is a store of issued certificates and revoked
certificates in a CRL. Although a Certificate Repository is not a required
component in a public key infrastructure, it significantly contributes to the
availability and manageability of the PKI.

Because the X.509 certificate format is a natural fit to an X.500 Directory, a CR is
thus best implemented as a Directory, which can then be access by the most
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common access protocol, the Lightweight Directory Access Protocol (LDAP), of
which the latest version is LDAP v3.

LDAP is the most efficient and most widely accepted method for an End-Entity or
a CA to retrieve or modify the certificate and CRL information stored in a CR.
LDAP offers commands or procedures which do this efficiently and seamlessly,
such as: bind, search or modify, and unbind. As well, the attributes and object
classes to be supported by an LDAP server acting as server of a CR are defined,
and are called Schemas.

There are alternative methods for obtaining certificates or CRL information if a
CR is not implemented in a directory. However, these are not recommended and
after considering the requirements that a CR must meet, it turns out that a
Directory is actually the best place to store CR information. Such requirements
include: easy accessibility, standards-based access, up-to-date information
storage, built-in security (if required), data management issues and the possible
merging of similar data. In the case of a Domino-based Internet PKI, the CR is
the Domino Directory.

The Registration Authority (RA)

The Registration Authority (RA) is an optional component in a PKI. In some
cases, the CA incorporates the role of an RA. Where a separate RA is used, the
RA is a trusted End-Entity certified by the CA, acting as a subordinate server of
the CA. The CA can delegate some of its management functions to the RA. For
example, the RA may perform personal authentication tasks, report revoked
certificates, generate keys, or archive key pairs. The RA, however, does not
issue certificates or CRLs.

6.2.3 X.509 certificates
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A crucial part of a PKI — and one worthy of its own section — is the X.509
certificate.

While there have been several proposed formats for public key certificates, most
commercial certificates available today are based on the international standard
ITU-T Recommendation X.509 (formerly CCITT X.509).

X.509 certificates are commonly used in secure Internet protocols, such as those
that we cover in the present chapter, namely:

» Secure Sockets Layer

» Secure Multipurpose Internet Message Extension (S/MIME)
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What is the X.509 standard

Originally, the primary intent for the X.509 standard was to specify a means to do
certificate-based authentication against an X.500 directory. Directory
authentication in X.509 can be done using either secret-key techniques or
public-key techniques. The latter is based on public-key certificates.

At present, the public-key certificate format defined in the X.509 standard is
widely used and supported by a number of protocols in the Internet world. The
X.509 standard does not specify a particular cryptographic algorithm, although it
appears that the RSA algorithm is the one that's most broadly used.

A brief history of X.509 certificates

The Internet Privacy Enhanced Mail (PEM) RFCs, published in 1993, include
specifications for a public key infrastructure based on X.509 v1 certificates (see
RFC 1422 for detalils).

The experience gained in attempts to deploy RFC 1422 made it clear that the v1
and v2 certificate formats were deficient in several respects. Most importantly,
more fields were needed to carry required and necessary information. In
response to these new requirements, ISO/IEC/ITU and ANSI X9 developed the
X.509 version 3 (v3) certificate format. The v3 format extends the v2 format by
providing for additional extension fields.

These fields grant more flexibility because they can convey supplemental
information, beyond just the key and name binding. In June 1996,
standardization of the basic v3 format was completed.

The contents of an X.509 certificate
An X.509 certificate consists of the following fields:

» Version of the certificate

» Certificate serial number

» Digital signature algorithm identifier (for issuer's digital signature)

» Issuer (that is, the CA) name

» Validity period

» Subject (user or server) name

» Subject public-key information: algorithm identifier and public-key value
» Issuer unique identifier - version 2 and 3 only (added by version 2)
» Subject unique identifier - version 2 and 3 only (added by version 2)
» Extensions - version 3 only (added by version 3)

» Digital signature by issuer on the above fields
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Standard extensions include subject and issuer attributes, certification policy
information, and key usage restrictions, among others. The structure of an X.509
V3 certificate is illustrated in Figure 6-18.

AS09 %3 Certificate
ersion [of Certificate)

Certificate Serial Mumber

signature Algorithm [dentifier (for Cerificate |ssuer's
Signature)

lszuer (Cerification Authority) X509 Mame

alidity Period (Start and Expiration Dates/Times)

Subject X500 Marme

Subject Public Key Information
Ilgorithm Identifier |

IPublic Key ‘alue |

ls=uer Unigue ldentifier

Izsuer Unigque |dentifier

Extensions
Type [Critical Field value |
Type Mon-Critical Field ‘alue |

Cerification Autharity's Digital Signature

Figure 6-18 Structure of an X.509 certificate

Certificate data is written in abstract syntax notation 1 (ASN.1) syntax rule, as
can be seen in Figure 6-19.

238 Lotus Security Handbook



Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING }

TBSCertificate ::= SEQUENCE {
version [0] EXPLICIT Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueID [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniqueID [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] EXPLICIT Extensions OPTIONAL
}

Figure 6-19 Abstract syntax notation 1 (ASN.1) representation of an X.509 certificate

It is then converted into binary data along with ASN.1 distinguished encoding
rules (DER). ASN.1 is a data description language and defined as X.208 and
X.209 standard by the ITU-T. This operation enables certificate data independent
from each platform’s encoding rule.

In some fields of a certificate, an object identifier (OID) is used to represent the
specific series of parameter values. For example, in Figure 6-19, it is possible to
see the Algorithmlidentifier for signatureAlgorithm, which actually consists of an
object identifier (OID) and optional parameters. This OID represents a specific
algorithm used for digital signatures of the certificate issuer (CA). The application
that verifies the certificate’s signature has to understand the OID that represents
the encryption algorithm and message digest algorithm, along with other
information.

Internet cross-certificate
While on the topic of certificates, let's take a moment to cover Internet

cross-certificates, since we covered the topic of cross-certificates in the Notes
PKI.

An Internet cross-certificate, like a normal Internet certificate, is a certificate that
validates the identity of a user or server. This type of certificate ensures the
recipient of an encrypted S/IMIME message that the sender's certificate can be
trusted and that the certificate used to sign an S/MIME message is valid. It also
validates the identity of a server when a Notes client uses SSL to access an
Internet server.
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An Internet cross-certificate is stored in a Certificate document in the user's
Personal Address Book and can be used only by the user to whom it is issued.
An Internet cross-certificate can be issued for a leaf certificate — that is, a
certificate issued to a user or server by a CA — or the CA itself.

Creating a cross-certificate for a leaf certificate indicates trust for only the owner
of the certificate (for example, the sender of the signed message or recipient of
an encrypted message). A cross-certificate for a CA indicates trust for all owners
who have a certificate issued by that CA.

If a CA is cross-certified a CA, this confers trust to the CA to issue certificates to
users and servers lower in the hierarchical name tree. For example, after
cross-certifying Sales/Acme, trust is given to Sales/ABC to issue a certificate to
Fred/Sales/Acme. Alternatively, after a cross-certificate for Fred/Sales/Acme is
created, only Fred/Sales/Acme is trusted.

For detailed information on how to create an Internet cross-certificate for a CA,
consult “Creating an Internet cross-certificate for a CA” in the Lotus Domino
Administrator 6 Help database.

We show X.509 certificates in action shortly. Before we can do that, we need to
review authentication since it is just as important on the Internet as it is in the
Notes world. For a refresher as to why authentication is important, refer to
“Authentication” on page 215.

6.2.4 Web client authentication
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In this section we describe the different methods available for the authentication
of Internet and intranet users.

The application level communications protocol used by the World Wide Web is
the Hypertext Transfer Protocol (HTTP). HTTP includes a simple user name and
password-based authentication scheme known as basic authentication. The
implementation of basic authentication is server-specific, but in general they all
use it for two purposes:

» As a mechanism to identify which user is accessing the server

» To limit users to accessing specific pages (identified as Universal Resource
Locators, URLS)

Once name-and-password access is set up and Person documents are created

for Internet or intranet users, Domino will authenticate users when:

» They attempt to do something for which access is restricted

» Anonymous access is not allowed on the server

Lotus Security Handbook



For example, when a user tries to open a database that has an ACL with No
Access as the default, Domino challenges the user for a valid user name and
password. Authentication succeeds only if the user provides a name and
password that matches the name and password stored in the user’s Person
document and if the database ACL gives access to that user. Anonymous users
are not authenticated.

It is possible to use name-and-password and anonymous access with TCP/IP
and SSL (which we cover in detail in the next section). Name-and-password and
anonymous access with TCP/IP are described here.

This section also applies to Web clients who are accessing a Domino Web
server for which session authentication has been enabled.

Name-and-password authentication

Name-and-password authentication, also known as basic password
authentication, uses a challenge/response protocol to ask users for their names
and passwords and then verifies the accuracy of the passwords by checking
them against a secure hash of the passwords stored in Person documents in the
Domino Directory.

When set up for this, Domino asks for a name and password only when an
Internet or intranet client tries to access a protected resource on the server.
Internet and intranet access differs from Notes client and Domino server access
in that a Domino server asks a Notes client or Domino server for a name and
password when the client or server initially attempts to access the server.

If the administrator wants to assign database access to an Internet or intranet
client based upon Domino ACL security, that person must create a Person
document for that client in the Domino Directory, or, optionally, in a secondary
Domino directory or an external LDAP directory. Clients who do not have Person
documents are considered Anonymous and can only access servers and
databases that allow Anonymous access.

Name-and-password authentication allows Domino to locate the Person
document (if one exists) for the client accessing the server. After the client is
identified, access to server resources can then be determined. For example, if
we want to give Alice Editor access to a database and all others accessing the
database to have Author access, it is necessary to create a Person document for
Alice. It is possible to set up the database ACL to include Alice as an Editor and
Anonymous as Author.

It is possible to use name-and-password authentication with either TCP/IP or
SSL on any servers that run an Internet protocol, meaning LDAP, POP3, HTTP,
SMTP, IIOP, or IMAP.
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An example of HTTP name-and-password authentication is illustrated in
Figure 6-20 on page 242. The process is as follows:

1. The user clicks on a restricted access page (generally by issuing an HTTP
GET operation).

2. The server checks if anonymous access to that page is permitted. Since it is
not, the server rejects the request (generally by sending back an HTTP Status
401 Realm “Private” response). Upon receipt of this response from the
server, the Web browser brings up the simple authentication dialog box and
prompts the user for the user name and password.

3. The Web browser resends the same request, which is basically the same
HTTP GET operation as in step 1, except that the user ID and password are
passed (encoded in Base64 format) in the headers.

4. The server authenticates the user and if the operation is successful, presents
the user with the requested information. If the authentication operation fails,
the server sends an authentication failure message to the user.

Overall, what the figure shows is that the when a client requests a URL, the
server checks to see if the URL requires use authentication. If it does, the server
rejects the request with a 401 status code. A dialog box pops up on the user’s
screen, asking for a user ID and password. When the user has provided them,
the browser resends the original request, but with the addition of the following
MIME element within the HTTP header:

Authorization: Basic <user ID and password block>

The user ID and password block is constructed by creating a string of the form
UserlD:Password and then encoding it using the Base64 algorithm.

Server

Figure 6-20 HTTP name-and-password authentication

Users are not repeatedly prompted for a password every time a restricted page is
accessed because the browser caches the user ID, password, and server name
and realm name in memory, so that if it receives another 401 status code for the
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same server/realm combination, it can reissue the request using the appropriate
user ID and password.

Some browsers go a step further and simply send a user ID and password for
any URL that is likely to need it. Opera, Mozilla, Netscape Navigator and Internet
Explorer all send the information with any URL that is in the same logical
directory.

The objective of these tricks is to reduce network traffic and improve
responsiveness by eliminating a number of invalid requests and 401 status code
responses. They also, unfortunately, have the undesired side effect of
re-transmitting the user ID and password when it may not be necessary.

However, there are ways to mitigate that. For each Internet protocol enabled on
the server, it is possible to specify the method of security. For example, an
Administrator might enable client certificate authentication for HTTP connections
but require name-and-password security for LDAP connections that use TCP/IP.
Or the Administrator might use name-and-password security with anonymous
and SSL client authentication, for example, to allow users with SSL client
certificates to authenticate using SSL client authentication and to allow other
users to enter a name and password if they do not have an SSL client certificate.

Note: Name-and-password authentication is not supported when a Domino
server acts as an SMTP client — for example, when a Domino server connects
to an SMTP server to route mail. Name-and-password security is supported
only when a Domino server acts as an SMTP server, that is, when SMTP
clients access a Domino server.

It is possible to select the level of restriction Domino uses when authenticating
users in Domino Directories and LDAP directories. This applies to all Internet
protocols (HTTP, LDAP, IMAP, POP3). Using this setting makes servers less
vulnerable to security attacks by refining how Domino searches for names and
authenticates Internet clients. Domino also uses this setting when a Java applet
hosted on a Domino server authenticates users with the Domino 1IOP protocol.

Fewer name variations with higher security

The option “Fewer name variations with higher security” is the default setting and
is recommended for tighter security. This authentication method is less
vulnerable to attacks because a single authentication attempt does not produce
as many matches, lessening the likelihood that a guessed password matches. It
requires users to enter only the items listed in Table 6-2 on page 244 for the
name-and-password dialog box in a Web browser or other Internet client.
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Table 6-2 Fewer name variations with higher security

Domino Directory authentication LDAP Directory authentication

Full hierarchical name DN

Common name or common name with CN=prefix | CN or CN with CN=prefix

Not applicable UID or UID with UID=prefix

Alias name (a name listed in the User name field of
the Person document, excluding the first name
listed in the field)

Not applicable

Internet address (user’s E-mail address as listed in | Mail
the Internet address field in the user’s Person

document)

More name variations with lower security

Domino tries to authenticate users based on the name and password entered.
This authentication method can be vulnerable to hackers who guess names and
passwords in an attempt to use a legitimate user account to access a server.
This option allows users to enter any of the items listed in Table 6-3 for the name

and password dialog box in a Web browser.

Table 6-3 More name variations with lower security

Domino Directory authentication

LDAP Directory authentication

Last name

Surname

First name

Given name

Common name or common name with
cn=prefix

Common name (CN), or CN with
CN=prefix

Full hierarchical name (canonical)

DN

Full hierarchical name (abbreviated)

DN

Short name

UID or UID with UID=prefix

Alias name (a name listed in the User name
field of the Person document, excluding the
first name listed in the field)

Not applicable

Soundex number

Not applicable

Internet address (user’s E-mail address as
listed in the Internet address field in the
user’s Person document)

Mail
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If name-and-password authentication is considered for an HTTP server, there is
an additional method that can be used with name-and-password authentication:
session-based authentication.

Name-and-password authentication sends the name and password in
unencrypted format and it is sent with each request. Session-based
authentication differs in that the user name and password is replaced by a
cookie.

The user's name and password is sent over the network only the first time the
user logs in to a server. Thereafter, the cookie is used for authentication.

Session-based name-and-password authentication offers greater control over
user interaction than basic name-and-password authentication, and it lets the
Administrator customize the form in which users enter their name and password
information. It also allows users to log out of the session without closing the
browser.

Name-and-password authentication over unsecured connections

Use name-and-password authentication over unsecured connections (that is,
non-SSL connections) to identify users without tightly securing access to data on
the server — for example, when the Administrator wants to display different
information to different users based on the user name and when the information
in the database is not confidential. No information, including the name and
password, sent between the user and server is encrypted. In this case,
name-and-password authentication deters some types of hackers but does not
prevent others from listening to network transmissions and guessing passwords.

Name-and-password authentication over SSL

Using SSL, all information, including the name and password, is encrypted. SSL
provides confidentiality and data integrity for users set up for
name-and-password authentication. Requiring a name and password in addition
to SSL security provides security for users who do not use client certificate
authentication, and allows you to identify individual users who access a
database.

Customizing name-and-password authentication

The Domino Web Server Application Programming Interface (DSAPI) is a C API
that can be used to write custom extensions to the Domino Web Server. These
extensions, or “filters,” permit the customization of the authentication of Web
users.

For more information on DSAPI, see the Lotus C API Toolkit for Domino and
Notes. The toolkit is available at the following URL:

http://www.lotus.com/techzone
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Session-based name-and-password authentication
Session-based name-and-password authentication is the alternative to
name-and-password authentication for Web clients, and includes additional
functionality that is not available with basic name-and-password authentication.

A session is the time during which a Web client is actively logged onto a server
with a cookie. To specify settings that enable and control session authentication,
the Web Site document or the Server document should be edited, depending on
the desired configuration.

Furthermore, there are two selections for enabling session-based authentication:
single and multi-server options. The single server option causes the server to
generate a cookie that is honored only by the server that generated it, while the
multi-server option generates a cookie that allows single sign-on with any server
that shares the Web SSO configuration document.

To use session-based authentication, Web clients must use a browser that
supports cookies. Domino uses cookies to track user sessions.

Features of session-based name-and-password authentication

Using session-based name-and-password authentication provides greater
control over user interaction than basic name-and-password authentication. For
example, it is possible to customize the form in which users enter their name and
password information. It also allows users to log out of the session without
closing the browser.

Customized HTML log-in form

An HTML log-in form allows a user to enter a name and password and then use
that name and password for the entire user session. The browser sends the
name and password to the server using the server’s character set. For HTTP
session authentication, a user can enter a name using any printable characters
in Unicode. The user password, however, must be entered in any printable
characters in US-ASCII.

Note: The range of printable characters excludes control characters.

Domino provides a default HTML form ($$LoginUserForm), which is provided
and configured in the Domino Configuration database (DOMCFG.NSF). You can
customize the form or create a brand new one to contain additional information
that can be presented to the user. For example, you can modify the form to have
a look and feel consistent with the rest of your Internet or intranet site.
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Default logout time period

You can specify a default logout time period to log the Web client off the server
after a specified period of inactivity. This forces the cookie that Domino uses to
track the user session to expire.

Automatically logging a user off the server prevents others from using the Web
client to impersonate a user if the user leaves the workstation before logging off.

If session-based name-and-password authentication is enabled for a server,
users can also append ?1ogout at the end of a URL to log off a session, for
example:

http://acmeserver/sessions.nsf?logout

It is also possible to redirect the logout to a design element or URL, for example,
the following URLs:

http://acmeserver/sessions.nsf?logout&redirectto=/1ogoutDB.nsf/TogoutApp?0pen
Http://acmeserver/sessions.nsf?logout&redirectto=http://www.sales.com

It is possible to build this expression into an application (for example, using it in a
button), or type it in as a URL.

Maximum user sessions

You can specify the maximum number of concurrent user sessions allowed on
the server for single-server session-based authentication only. If server
performance is slow, this number can be reduced.

Internet password management

Domino 6 provides features for managing Internet passwords for session-based
authentication. This is detailed in the Lotus Domino 6 Administration product
documentation and in the Lotus Domino Administrator 6 Help file.

Note: If the servers in the organization are set up for round-robin DNS, the
multi-server (or single sign-on) option for session-based name-and-password
authentication should be considered for use. Servers cannot store the session
information in memory when using round-robin DNS with the single server
cookie. In addition, if a server is restarted or crashes, session information is
lost, and then users must re-enter their names and passwords. This will not
occur with the multi-server session authentication option.

Multi-server session-based authentication (SSO)

Multi-server session-based authentication, also known as single sign-on (SSO),
allows Web users to log in once to a Domino or WebSphere server, and then
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access any other Domino or WebSphere servers in the same DNS domain that
are enabled for single sign-on (SSO) without having to log in again.

User Web browsers must have cookies enabled since the authentication token
that is generated by the server is sent to the browser in a cookie.

Multi-server session-based authentication, or single sign-on, is setup in the
folllowing manner:

» Create a domain-wide configuration document — the Web SSO Configuration
document — in the Domino Directory. (You can have multiple Web SSO
Configuration documents in a Domino Domain or directory.)

» Enable the “Multi-server” option for session-based authentication in the Web
Site or in the Server document.

Single sign-on can be set up and enabled across multiple Domino domains.

Given the various scenarios for single sign-on across the Lotus family of
products, a complete chapter has been devoted to the topic. For more
information, see Chapter 7, “Single sign-on” on page 281.

Anonymous access

Anonymous access allows Internet and intranet clients to access servers without
identifying themselves. Domino does not record these clients’ database activity.
For example, no entries are made in the log file and in the User Activity dialog
box.

As with Notes anonymous access, with Internet and Intranet anonymous access
it is never possible to know who is accessing databases on the server.
Therefore, it is not possible to use the client’s identity, that is, the client’'s name
and password, to control access to databases and design elements. Like with
Notes anonymous access, Internet and Intranet anonymous access should be
used when it is not necessary to know who is accessing the database and when
it is not necessary to control access based on client identity.

It is possible to use anonymous access with TCP/IP or SSL on any server that
runs LDAP, HTTP, SMTP, or IIOP. For each Internet protocol enabled on the
server, it is possible to specify the method of security. For example, you can
enable SSL for HTTP connections, but require name-and-password
authentication for LDAP connections that use TCP/IP.

Are these authentication mechanisms secure?

As mentioned, there are limitations in the security that these authentication
mechanisms offer when used on their own. The way to overcome these
limitations is to perform authentication operations over a secure encrypted
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connection. A good solution is to use SSL, which we will explore in the next
section.

6.2.5 Secure Sockets Layer

As we’ve already said a couple of times, authentication is an attempt to address
two of our primary security objectives, namely: access control and identity
verification. Regrettably, authentication does not address our other primary
security objectives, namely: confidentiality and data integrity.

Worse even, authentication is not truly secure because passwords are sent over
a network in a form close to plaintext — they’re Base64 encoded. The emphasis
here is on “encoded”, not “encrypted.” Base64 is an encoding algorithm, not
encryption, and as such it's supposed to be easily reversible. Thus, given that
passwords are generally transmitted within HTTP headers, if these are
intercepted (using a packet sniffer, for example), they can be easily decoded and
used by impersonators.

Thus, a protocol that uses cryptographic techniques is needed. There are
several protocols that seek to meet this need, but only one is universally
implemented: Secure Sockets Layer (SSL).

SSL is widely used on the Internet not only in conjunction with HTTP, but also
with a number of other popular application protocols, specifically LDAP, POP3,
HTTP, SMTP, IIOP, or IMAP.

What is SSL?

The Secure Sockets Layer protocol was originally created by Netscape Inc., but
now it is implemented in most Internet-based client/server software. SSL makes
use of a number of cryptographic techniques, such as public key and symmetric
key encryption, digital signatures, and public key certificates.

Note: The current version of SSL is 3.0, however, it has been supplanted by
the new Transport Layer Security (TLS), an IETF standard protocol. TLS was
first defined in RFC 2246: “The TLS Protocol Version 1.0". Since there is no
support in Notes and Domino for TLS -- and there aren’t any plans to support
TLS in the foreseeable future, this chapter only covers SSL v3.

SSL version 3.0, which was introduced in 1996, is a security protocol that:

» Encrypts information sent over the network from client and server, providing
confidentiality

» Validates that the message sent to a recipient was not tampered with,
providing data integrity
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» Authenticates the server, using RSA public key methods
» Authenticates the client identity (new in version 3.0)

How SSL operates
There are two important parts to SSL.:

» The handshake, in which the session partners introduce themselves and
negotiate session characteristics

» The record protocol, in which the session data is exchanged in an encrypted
form

The SSL handshake

Figure 6-21 on page 251 shows a simplified version of the SSL handshake
process. This is what occurs in this phase:

1. The client asks the server for a session. This is done with the “ClientHello”
message to see if SSL is configured on the server. With the “ClientHello”
message the client also transferred the list of encryption options supported by
the client and a random number that will be used later.

2. If SSL is configured, the server responds with a “ServerHello” message and
sends the list of encryption options supported by the server. At this stage, the
client and the server know which encryption they have in common (with the
strongest possible being chosen).

3. The server then sends its X.509 certificate to the client, which contains the
server’s public key.

If client authentication is required, which implies the use of client certificates, the

following occurs after the first three steps have been completed:

4. The server issues a request for the client's certificate.

5. To complete the client authentication process, the client sends its certificate
to the server.
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Negotiating the SSL Session

Server authentication. .

"ClientHelln"

If client authentication is required..

Client Certificate Request

"ServerHello"

Server Certificate

Client Certificate

Server

Figure 6-21 Negotiating the SSL Session

Basically, the two hello messages are used to ensure that an SSL session can
be negotiated in the first place and, if it is possible, the server provides a public
key certificate. If required, the client will also provide a public key certificate. This
is the method by which SSL checks identity and authenticity of the session
partners. In Figure 6-21, we show both the steps for server authentication and

client authentication.
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Once the authentication has taken place, the process of negotiating the SSL
session key can take place. This process is illustrated in Figure 6-22.

Negotiating the SSL Session Key

Server authentication... "ClientHello"

7 Ta

-
Fossible ciphers Hﬂﬂ]]]]ﬂ]]]]ﬂ

"ServerHello"

Selected cipher

‘\—/,/ Server

Server Certificate

Session key generation.

Client-generated secret

Change cipher spec Server

Figure 6-22 Negotiating the SSL Session key

In this phase of the handshake, the partners establish the session key, which is
used to encrypt and decrypt all transmissions for that session. As with the
authentication process, the SSL session key negotiation is also transparent for
the user. This is what occurs in this phase:

1. The client sends a “ClientHello” message to the server with a list of possible
ciphers (or encryption algorithms) to be used for encryption.
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2. The server selects the strongest cipher that they have in common and
responds with a “ServerHello” message containing the selected cipher.

3. Since the session is not yet secure, the server sends its certificates to the
client for use in securing the session key. If client authentication is required,
the server also requests the client's certificate, and the client sends it (this is
not shown in Figure 6-22).

4. The client generates a secret (called the “pre-master” secret) based on a
random-number generator and sends it to the server, encrypted with the
server's public key (which was obtained from the server's certificate). This
secret is a seed value that will be used to generate the session key.

5. The server and the client each use the selected algorithm (from step 2) and
the randomly generated secret (from step 4) to generate the same one-time
session key. It is a symmetric encryption key because it will be used to both
encrypt and decrypt all traffic for the duration of this SSL session.

6. The server and the client exchange messages (called ChangeCipherSpec
messages) to confirm that they are ready to communicate securely.

7. The server and the client encrypt all traffic for that session with the session
key.

You can see from this example that there is significant additional overhead in
starting up an SSL session compared with a normal HTTP connection. The
protocol avoids some of this overhead by allowing the client and server to retain
session key information and to resume that session without negotiating and
authenticating a second time.

Note: It is important to be mindful of the amount of SSL connections that will
be allowed on the server, as SSL imposes a performance penalty during the
SSL handshake phase and thus could impact adversely the performance of
the Web server offering this service.

The SSL record protocol

Once the master key has been determined, the client and server can use it to
encrypt application data. If client authentication is required, each exchange also
includes a hash of the message contents. The hash can be used to prove the
message is the original message by validating that its contents are identical to
those that were sent. The hash algorithm is part of the selected ciphers. The
hash is encrypted in both directions with the public key of the recipients. Each
participant (client and server) has a corresponding private key that it uses to
decrypt these transmissions as they are received.
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The SSL record protocol specifies a format for these messages. In general they
include a message digest, using the MD5 algorithm, to ensure that they have not
been altered and the whole message is then encrypted using a symmetric cipher.

Usually this uses the RC2 or RC4 algorithm, although DES, Triple-DES and
IDEA are also supported by the specification.

It is worth pointing on that when an X.509 certificate is created, public and private
keys are generated and never destroyed. By contrast, session keys are
generated at the beginning of an SSL session and destroyed once it ends. The
life span of a session key ranges from several seconds to several minutes.
Session keys are never stored on disk and never reused.

This is an impo